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PRESERVATION REQUEST

TikTok, Inc.
5800 Bristol Parkway, Suite 100
Culver City, CA 90230

Dear TikTok, Inc:

The below listed accounts/profiles are the subjects of an ongoing criminal investigation at this agency, and it is requested pursuant to 18 U.S.C. § 2703(f) that said account/profile and all related records, communications and data, and any other information contained therein, be preserved pending the issuance of a search warrant or other legal process. 

Specifically, our investigative interest includes:
· Subscriber information to include TikTok username, email address(es), phone number(s), account creation date, IP address at account creation and information identifying device(s) connected to the TikTok account;
· Login/Logout Data to include IP addresses used to connect to the TikTok account and corresponding dates/times associated with login/logout activity;
· Interaction data (non-content) to include: IP address logs for interactions dated **Beginning Date** to **End Date**, and dates/times associated with video creation; 
· Content data to include: video content to include original video files and corresponding EXIF data (if available), comments and direct message content
· Location data (if available) showing the location of the device connected to the account during the timeframe of the criminal conduct.  Location data would include latitude and longitude coordinates for the device at a specific date/time.
· For the following TikTok username:
· @TikTok Username

This preservation request applies to all records and evidence for the time period **Beginning Date** to **End Date**. This request will be followed by appropriate legal process for the above listed information. 

This is an active drug distribution investigation. For that reason, you are requested not to disclose the existence of this request to the subscriber or any other person, other than as necessary to comply with this request. If compliance with this request may result in a permanent or temporary termination of service to the accounts described below, or otherwise alert the subscriber or user of these accounts as to your actions to preserve the referenced files and records, please contact me before taking such actions. 

If you have any questions concerning this request please contact me by email at email address or by phone at ###-###-####.

Thank you for your assistance in this matter.

Sincerely,

**Your Signature**
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