THE CIRCUIT COURT OF THE STATE OF OREGON

FOR THE COUNTY OF WASHINGTON

IN RE:



AT&T IMEI/IMSI/MSISDN WHICH IS ASSOCIATED WITH VEHICLE              IDENTIFICATION NUMBER:
1C4RJEBGXMC679176





AFFIDAVIT FOR MOBILE TRACKING OF A VEHICLE AND LONGITUTE LOCATION DATA AND SEARCH WARRANT
I, NAME, being first duly sworn on oath, hereby depose and say that I am a Deputy Sheriff with the Washington County Sheriff’s Office, County of Washington, State of Oregon.  I have been so employed as a Deputy Sheriff for the Washington County Sheriff’s Office for over 11 years.  I am presently assigned to the Westside Interagency Narcotics (WIN) team as a Narcotics Investigator.  I am a Task Force Officer (TFO) with Homeland Security Investigations (HSI).  My duties include, but are not limited to, the investigation of crimes relating to the violation of the Uniform Controlled Substance Act. 

While employed by the Washington County Sheriff’s Office, I have received over 2,400 hours of training as documented by the Department of Public Safety Standards and Training (DPSST).  I have completed the 640 hour Basic Police Academy.  I have completed the 112 hour Drug Recognition Expert (DRE) School.  I have also completed the 80 hour Drug Enforcement Administration Basic Drug Enforcement Course.  I have also completed the 28 hour HSI TFO School.  I currently possess a Basic Police Certification.  I hold a Bachelor of Arts degree in Architecture from the University of Oregon.

CELLULAR CONNECTED CARS
Based on my training and experience, I know that many newer model cars are equipped to communicate with the cellular networks of major providers.  This communication occurs through a cellular device installed by the manufacturer at the time of manufacture and allows the vehicle to operate as a “wifi hotspot” and allows users to make/receive voice calls and send/receive SMS (text) messages through the vehicle’s cellular connection.  Data connections over the cellular network allow the manufacturer to send software updates to the vehicle and monitor vehicle performance.  The cellular device, which operates like a cellular phone, is assigned an “International Mobile Equipment Identity” (IMEI), which is analogous to the serial number of a cellular phone.  It is also assigned an “International Mobile Subscriber Identity” (IMSI), which, like a cellular phone, identifies a specific subscriber on a carrier’s network.  It is also assigned a “Mobile Station Integrated Services Digital Network” (MSISDN), which is a phone number used to also identify the vehicle on the cellular network.  

I know that because the device operates like a cellular phone on a provider’s network, the records, information, and services sought by your Affiant for the aforementioned vehicle are maintained in the course of regular business by the cellular provider in the same fashion as they keep cellular records for a cellular subscriber.  Your Affiant has learned that all the cellular providers provide cellular access to connected cars, but AT&T is the primary provider for such vehicle systems, including the one used in the Subject Vehicle described below (VIN: 1C4RJEBGXMC679176).  Your affiant has learned that AT&T can “flip” a vehicle identification number on a supported vehicle to determine the IMEI, IMSI, and MSISDN assigned to the vehicle and locate any business records they maintain during the course of regular business for that account.  Your Affiant also knows that a cellular provider can provide real-time location data based on a device’s IMEI.

I know that connected vehicles can provide the driver and/or passengers with enriched experiences.  A connected vehicle may have its own connection to the internet that allows the vehicle to share internet access and data with other devices inside and outside the vehicle (Wi-Fi).  A connected vehicle’s navigation system may have a traffic monitoring feature that can alert you if there is an accident on your route and offer alternative routes.  A user may be able to use a smartphone app to start the vehicle’s engine, lock/unlock doors, and/or flash lights or honk the horn if the vehicle can’t be located in a parking lot for example.  Some connected vehicles offer concierge services that allow for communication with a customer service representative of 3rd party companies like OnStar and Starlink to get information and/or directions.  

I know that many manufacturers establish data plans with AT&T or other cellular providers as the vehicles roll off the assembly line and/or immediately after purchase in order to continually send updates to the vehicle.  In many instances, the users of the vehicle may not even know data connectivity between the vehicle and AT&T exists.  For the enriched user experiences referenced above, some users may establish data connectivity plans with AT&T or other cellular providers and pay for them on a monthly basis as well.  Essentially, it is feasible that the vehicle in this matter is communicating with the AT&T network even if the vehicle’s user does not pay for a data usage plan. 
I know the year, make, and model of the vehicle in this case does have data connection compatibility with AT&T.  Your Affiant believes that the usage records related to the vehicle (as identified initially through its Vehicle Identification Number (VIN) and consequently through its IMEI) and current location information based on the IMEI/IMSI/MSISDN determined to be related to the vehicle’s vehicle identification number will assist in locating the subject vehicle. The information requested in this affidavit is necessary and relevant to the investigation and will also assist in locating the subjects.

I know that the usage records and/or real-time location information has yielded information in past investigations that is relevant and material to criminal investigations.  Such information included leads relating to the general location of the subject device, and the names of family members, associates and other individuals who can assist in the location and apprehension of the vehicle and/or suspects.  

I know that the general geographic location of the subject vehicle derived from E911 location information, GPS location information, and/or cell sites accessed by the subject vehicle can be used to locate the vehicle as well as corroborate the observations of surveillance agents.  More specifically, surveillance agents can compare observations of the general area in which the subject vehicle is located to determine if the suspect(s) are in the area.
I know that it is possible for the wireless carrier, AT&T, to provide the IMEI (“International Mobile Equipment Identity”), International Mobile Subscriber Identity” (IMSI), and Mobile Station Integrated Services Digital Network (MSISDN or simply the assigned phone number) associated with the Subject Vehicle. 
I know that it is possible for the wireless carrier, AT&T, to initiate a signal to determine the location of the Subject Vehicle on the service provider’s network or with such other reference points as may be reasonable to include Real Time Global Positioning System (GPS) locations, if available, and at such intervals and times as directed by the law enforcement agent serving this order, for a period of thirty days to begin upon execution of this Order.

I know that it is possible for the wireless carrier, AT&T, to provide Specialized Location Records, for a specified time period, including all call, voice, text (SMS & MMS), and data connection location information and transactions (registration of network events) related to all specialized carrier records that may be referred to as NELOS (Network Event Location System) or Location Database of Record (“LocDbor”); RTT (Round Trip Time/Return Trip Time/Real Time Tool); PCMD (Per Call Measurement Data); TDOA (Time Difference of Arrival) or Timing Advance Information; Mediation Records; E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and cell-site and sector of the device in relationship to the network when connected to the network for the Subject Vehicle.
I know that it is possible for the wireless carrier, AT&T, to provide all records for the account associated the Subject Vehicle for a specified time period, to include all numbers that communicate with this listed number relating to all delivered and undelivered inbound and outbound calls, text messages, and text message content to any of the above listed numbers, all voice mail, and all data connections and to include cell-site and sector, date, time, direction, duration, number called or text to and/or received from, and bytes up/down, information related to each call, text or data connection, all text message content, and voicemails, as well as Call to Destination/Dialed Digits search for all numbers listed above.  I know that AT&T can preserve all cell-site and sector information related to each call, text or data connections. 
I know that it is possible for the wireless carrier, AT&T, to provide all records for the account associated to the Subject Vehicle for a specified time period, to include all stored communication or files, including voice mail, text messages, including numbers text to and received from and all related content, e-mail, digital images (e.g. pictures), contact lists, video calling, web activity (name of web site or application visited or accessed), domain accessed, data connections (to include Internet Service Providers (ISPs), Internet protocol (IP) addresses, (IP) Session data, (IP) Destination Data, bookmarks, data sessions, name of web sites and/or applications accessed), date and time when all web sites, applications, and/or third party applications were accessed and the duration of each web site, application, and/or third party application was accessed, and any other files including all cell site and sector information associated with each connection and/or record associated with the account associated referenced vehicle identification number.
PURPOSE OF THIS AFFIDAVIT
This affidavit is submitted in support of an application for a search warrant authorizing the disclosure of latitude and longitude data that will establish the vehicle’s historic and prospective approximate positions serviced by AT&T, assigned VIN 1C4RJEBGXMC679176 (grey in color 2021 Jeep Grand Cherokee issued Washington license plate number CHD3808), hereinafter referred to as the Subject Vehicle. I have not included all the facts and circumstances known to me regarding this CRIME AND STATUTES. To my knowledge, I have not excluded any exculpatory information or facts in this affidavit. This application is pursuant to ORS 133.545. 

INVESTIGATION
INVESTIGATIVE NARRATIVE
WARRANT REQUESTED


I submit that this affidavit establishes probable cause to believe that here in the State of Oregon, SUSPECT NAME, the operator of the Subject Vehicle, has committed and was engaged in the CRIMES AND STATUTES.
I further submit that evidence related to these felonies will be contained within historical location data of Subject Vehicle. 
I therefore request that the court issue an order to search and seize evidence as follows:
Places to be searched: 

AT&T

11760 U.S. Highway 1, Suite 300

North Palm Beach, Florida 33408

Items to be searched for and seized: 
All location data pertaining to the above-identified Subject Vehicle, including historical cell tower information, global positioning system and/or triangulation, historical estimated location data to include Timing Advance Information (TDOA), RTT (Round Trip Time/Return Trip Time/Real Time Tool), and/or PCMD (Per Call Measurement Data), from the period of BEGINNING DATE at TIME, through END DATE at TIME, in Pacific Standard Time (PST).
***NOTE FOR INVESTIGATOR*** IF YOU WISH TO OBTAIN PROSPECTIVE GEOLOCATION DATA FOR THE SUBJECT VEHICLE (PINGS), YOU WILL NEED TO INCLUDE THE PING LANGUAGE FROM A WARRANT HERE.  THIS AFFIDAVIT ONLY CONTAINS RECEIVING HISTORICAL DATA THROUGH TDOA
Furthermore, based upon my knowledge, training, and experience, it is my belief that the information contained in this affidavit, if prematurely disclosed, would seriously jeopardize the ongoing investigation by alerting the operator of the Subject Vehicle, that they are targets of an investigation.  Therefore, I request this affidavit be sealed and notification to the public be delayed until otherwise ordered by the Court.  I further request that AT&T be ordered not to disclose the government’s acquisition of latitude and longitude date until further notice.  I further request authorization to delay notification to the operator of the Subject Vehicle until the earlier of the date when the telephone tracking materials are unsealed or 90 days from the expiration of the last authorized acquisition of latitude and longitude date unless further extensions are granted by the court.   The grounds for this request are as follows:

a. premature notification to operator of the Subject Vehicle of the existence of the authorization for location tracking would alert them to the ongoing instant investigation, and this disclosure would jeopardize the continuation and efficiency of the investigation;

b.   premature notification to operator of the Subject Vehicle of the existence of the authorization for vehicle location tracking prior to completion of the investigation would provide the operator of the Subject Vehicle the opportunity to destroy evidence and flee the jurisdiction.

I know that the search warrant can be served on AT&T via email at: gldc@att.com. I also know that AT&T accepts service of warrants via fax at 1-888-938-4715. Therefore, I request that the Court authorize me or my designee to FAX this application and order to the phone companies and that the Court authorize me to allow the phone companies employees and/or agents to conduct the actual search of their records and seize said evidence and then provide the relevant documents to this affiant for subsequent review and use.  Additionally, I request that the Court allow me, my agent, or designees, to include law enforcement and non-law personnel, to search, seize, review, and use all information provided.

Dated this ________day of _______, 2026




                     _________________________________________
​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​​
                                                       TITLE / NAME / BADGE #
SUBSCRIBED and SWORN to before me this _______ day of ________, 2026.     

                                                                           _________________________________________

                                                                    Circuit Court Judge
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