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PRESERVATION REQUEST

Date:   DATE
[bookmark: _Hlk150790021]To:	Verizon
Attn: VSAT
180 Washington Valley Rd
Bedminster, New Jersey 07921
Phone: 888-667-0026
Email: Vsat.cct@one.verizon.com 

From:  TITLE NAME
TASKFORCE
	AGENCY
ADDRESS
ADDRESS
Phone: ###-###-####
Fax: ###-###-####
Email: EMAIL

Re:  	18 USC 2703(f) Preservation Request for Cell Tower Records; 

To Whom it May Concern:

I am writing to make a formal request of the preservation of records and other evidence.  The AGENCY is investigating an illicit drug manufacturing enterprise under CASE NUMBER that occurred on the DATE. We are requesting the preservation of tower data related to this investigation as listed below, pursuant to 18 USC 2703(f) pending further legal process. We will subsequently provide a legally compliant search warrant to obtain the preserved data. 

You are hereby requested to preserve the below-described records that are currently in your possession for a period of 90 days, including records stored on backup media, in a form that includes the complete record.  You are also requested not to disclose the existence of the request to the subscriber or any other person, other than as necessary to comply with this request.  If compliance with this request may result in a permanent or temporary termination of service to any accounts effected by the records described below, or otherwise alert the subscriber or user of these accounts as to your actions to preserve the referenced files and records, please contact me before taking such actions.

This request applies to the below listed records and information associated with the cellular telephone towers (cell towers) that “provide cellular service to” the locations described below at the referenced dates and times: (BELOW ARE EXAMPLES)
· The cell tower(s) that provides service to 45.176198,-122.883590 for 10/10/2024 between 12:00AM and 11:59PM Pacific Standard Time (PST)
· The cell tower(s) that provides service to 45.487222,-122.540997 for 10/10/2024 between 12:00AM and 11:59PM Pacific Standard Time (PST)
For all technologies (1XRTT, EVDO, LTE) in which cellular telephones connected to each cell tower described above during voice, sms and data connections, the Service Providers named in the letter are required to preserve to the United States all records and other information (not including the contents of communications) about all communications made using the cell tower during the corresponding timeframe(s) listed above, including the records that identify:

A. the telephone call number and unique identifiers for each wireless device in the vicinity of the tower (“the locally served wireless device”) that registered with the tower, including Electronic Serial Numbers (“ESN”), Mobile Electronic Identity Numbers (“MEIN”), Mobile Identification Numbers (“MIN”), Subscriber Identity Modules (“SIM”), Mobile Subscriber Integrated Services Digital Network Numbers (“MSISDN”), International Mobile Subscriber Identifiers (“IMSI”), and International Mobile Equipment Identities (“IMEI”);

B. the source and destination telephone numbers associated with each communication (including the number of the locally served wireless device and the number of the telephone that called, or was called by, the locally served wireless device);

C. the date, time, and duration of each communication;

D. the “sectors” (i.e., the faces of the towers) that received a radio signal from each locally served wireless device; and

E. the type of communication transmitted through the tower (such as phone call or text message).

F. For those devices utilizing the cell towers please provide any and all approximate distance of those devices from the cell towers commonly referred to but not limited as RTT or range to tower data or per call data measurement for all technologies (1XRTT, EVDO and LTE), timing advance, true call and NELOS. 

G. The MAC addresses for those connected to previous listed cell towers.

These records should include records about communications that were initiated before or terminated after the specified time period, as long as part of the communication occurred during the relevant time period identified.
Pursuant to CA Assembly Bill No. 1242, I declare the evidence sought by this warrant/order is not related to an investigation into, or enforcement of, a matter involving personal reproductive decisions.

Thank you for your immediate attention in this matter.  Please contact me with any questions.

Sincerely,



TITLE NAME
EMAIL
AGENCY
DIVISION / WORKGROUP / TASKFORCE / ETC
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