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[bookmark: _Hlk135202948]IN THE CIRCUIT COURT OF THE STATE OF OREGON
FOR THE COUNTY OF MARION

					)
STATE OF OREGON		)		AFFIDAVIT OF PROBABLE 
			                        )		CAUSE FOR ISSUANCE OF 
COUNTY OF MARION		)		SEARCH WARRANT 
)  		
)		         
	 
I, NAME, upon my oath, do hereby depose and say as follows:   

INTRODUCTION AND OFFICER BACKGROUND
I am a Deputy Sheriff with the Washington County Sheriff’s Office, County of Washington, State of Oregon.  I have been so employed as a Deputy Sheriff for the Washington County Sheriff’s Office for over 12 years.  I am presently assigned to the Westside Interagency Narcotics (WIN) team as a Narcotics Investigator.  I am a Task Force Officer (TFO) with Homeland Security Investigations (HSI).  My duties include, but are not limited to, the investigation of crimes relating to the violation of the Uniform Controlled Substance Act. 

While employed by the Washington County Sheriff’s Office, I have received over 2,400 hours of training as documented by the Department of Public Safety Standards and Training (DPSST).  I have completed the 640 hour Basic Police Academy.  I have completed the 112 hour Drug Recognition Expert (DRE) School.  I have also completed the 80 hour Drug Enforcement Administration Basic Drug Enforcement Course.  I have also completed the 28 hour HSI TFO School.  I currently possess a Basic Police Certification.  I hold a Bachelor of Arts degree in Architecture from the University of Oregon.

I have received specialized training in the area of narcotics investigations including; narcotics identification, surveillance techniques, handling and packaging of evidence, and testing of suspected controlled substances by scientifically accepted methods. This training has been provided to me by DPSST, the United States Drug Enforcement Administration (DEA), and in-service training through the Washington County Sheriff’s Office.  Included in my training and experience, I have training specific to the identification and investigation of people involved in the use, sale, manufacturing and/or delivery of controlled substances including, but not limited to, methamphetamine, cocaine, marijuana, MDMA, heroin and other controlled substances.  

I have been personally involved in no less than thirty (30) arrests involving the violation of the Uniform Controlled Substance Act where suspected controlled substances were confiscated and field tested, and then a confirmatory test was performed by the Oregon State Crime Laboratory which confirmed the identity of the substance.

      Based on my training, experience, and conversations with other agents, law enforcement personnel, and cooperating citizens, I have become familiar with the methods used by narcotics traffickers to smuggle and safeguard narcotics, to distribute narcotics, to launder money and to conduct the financial manipulation of drug proceeds obtained from the distribution of controlled substances.  I am also familiar with methods and sophisticated tactics that large drug trafficking organizations (DTOs) routinely use in their efforts to thwart investigations of their narcotics organizations.  I have also participated in surveillance operations, executed search warrants, and debriefed informants as well as cooperating witnesses.

      I know from my training and experience that cellular telephones are the primary means used to facilitate drug transactions.  I know that cellular telephones maintain call logs of all calls made, received, and missed, along with various other details regarding those calls. I know that these phone call logs can then show a pattern of activity between customers and dealers, and their varying levels of suppliers.  I further know that these logs can be analyzed by law enforcement to show a pattern of criminal activity within a criminal enterprise.  I know that these phone numbers can then be used to connect the criminal investigations of other law enforcement agencies. I also know that cellular telephones have become ubiquitous in daily life for everyone, including for persons engaged in the sale of illicit drugs. A person’s cellular phone is almost always in close proximity to its user, whether it be on their person, in their vehicle, or in their residence. Because of this proximity, the location of a cellular phone is a reliable proxy for the location of its user. Location data for the cellular phones of drug traffickers will therefore reveal the places they frequent, such as the locations of stash houses, suppliers, purchasers, and co-conspirators.  

      I know from my training and experience that it is common for persons involved in drug trafficking to utilize multiple cellular phones to conduct their narcotics business and to change these telephone numbers with regularity.  I have personally worked drug trafficking cases where the targets have changed telephone numbers monthly in order to hamper law enforcement’s ability to track and intercept their communications.

      I know, based on my training and experience, that organizations involved in the distribution of controlled substances will often use one or more phones for contact with customers and another phone for contact between other members within the organization.  I know that these members of these organizations often have defined responsibilities including “dispatchers” who take calls from customers who then send “runners” to meet the customer and conduct the delivery.

      Based upon my training and experience, I know that people who engage in the manufacture, distribution, and possession of controlled substances use many strategies and schemes to protect the moneys and assets acquired from their illegal drug business.  These strategies include maintaining one or more residences or locations where they secrete moneys, records, or narcotics.  These concealments may include the use of properties or residences of their own or of close friends, trusted associates, or family members who assist the conspiracy by allowing the distributor to use their homes in a variety of ways. I also know that persons involved in drug trafficking will use rental boxes, storage units and other similar locations to store or secrete moneys, drugs, and other items.  These concealment methods may also include the secreting of records, moneys, or controlled substances within residences, in secret compartments, crawl spaces, attics, or safes, under floors, in venting systems, inside of walls, inside major appliances, or on the curtilage of properties in outbuildings, vehicles, conveyances, or by burying contraband and proceeds in secure containers in the ground of these properties. I know based on my training and experience that to locate the concealed evidence it is often necessary to dismantle, disassemble, or at times, destroy items to remove the evidence.

      I know from my training and experience that people involved in drug trafficking commonly store illegal drugs in more than one place, commonly referred to as “stash houses,” and store the proceeds in a different place from where they may live in order to minimize the likelihood of discovery by law enforcement or by others seeking to rob them.  

      Drug trafficking organizations are commonly familiar with law enforcement surveillance tactics and employ counter surveillance tactics in an effort to thwart investigators.  GPS data will allow law enforcement to further the investigation and identify other locations the drug trafficking organization uses.

      I know that people involved in drug trafficking will use friends or family members to register vehicles, and open accounts for banking, savings, checking, telephone, utilities, and similar services in order to provide shelter from discovery by law enforcement.  The purpose is to avoid detection by law enforcement and to avoid losing assets or belongings to other criminals, other drug traffickers, or law enforcement authorities.  

      I have learned through my training and experience that narcotics investigations are most often conducted using a variety of investigative techniques that may include, but are not limited to, the following:
A. The debriefing of Confidential Reliable Informants (hereinafter referred to as CRI’s) who possess knowledge of people engaged in the importation, use, manufacture, and /or distribution of controlled substances.
B. The surveillance of persons and/or places associated with the importation, use, and/or distribution of controlled substances.
C. The use of information provided by identifiable private citizens who are not involved in narcotics trafficking and are not CRIs.
D. The use of information provided by identifiable users of controlled substances, who wish to remain anonymous for fear of retribution from drug traffickers and are not CRIs.
E. The taking, and/or analysis of photographs or video and audio recordings. 
F. The purchase of controlled substances from suspected distributors by undercover police officers and/or CRI's.
G. The use of electronic sources of information including GPS precision location information from cellular telephones.
H. A review of law enforcement records and files, including;
1. Arrest records;
2. Documents seized from prior investigations;
3. Intelligence reports;
4. Records of convictions;
5. Evidence seized in prior investigations;
6. The personal or accumulated knowledge and analysis of other trained law enforcement officers;
7. Results of laboratory analysis of controlled substances;
8. Oregon Department of Motor Vehicles records (DMV)

1.      Pursuant to ORS: 136.583, I am submitting this affidavit in support of an application for a search warrant in order to seize, or otherwise cause to be produced papers, documents, records or other things from a recipient outside of the State of Oregon for crimes that were committed or are triable within the State of Oregon. ORS: 136.583(3) further states the recipient of this order shall produce the requested papers, documents, records and/or other things within twenty (20) business days of receipt of the search warrant; unless (a) the court, having good cause shown, includes in the process a requirement for production within a period of time that is less than 20 business days; (b) the court, for good cause shown, extends the time for production to a period of time that is more than 20 business days; or (c) the applicant consents to a request from the recipient for additional time to comply with the process.  ORS 136.583(6) further states that the recipient shall verify the authenticity of the documents and/or records that are the subject of this warrant by means of a declaration or affidavit that includes the contact information for the custodian of records, or another qualified person.

I know that New Jersey Statute (NJS) 2A:156A-29 (c) (herein incorporated into this affidavit as Exhibit A) requires that a provider of electronic communication service or a communication common carrier, as T-Mobile / Metro PCS and Verizon are, shall disclose a record, the location information for a subscriber's or customer's mobile or wireless communications device, or other information pertaining to a subscriber or customer of the service to a law enforcement agency who has obtained a warrant authorizing the production of said records.  I know that Florida Statute 92.605(3) (hereinafter incorporated into this affidavit as Exhibit B) states: A Florida business that provides electronic communication services or remote computing services to the public (as AT&T does), when served with a subpoena, court order, or warrant issued by another state to produce records that would reveal the identity of the customers using those services; data stored by, or on behalf of, the customers; the customers’ usage of those services; or the recipients or destinations of communications sent to or from those customers shall produce those records as if that subpoena, court order, or warrant had been issued by a Florida court.

Purpose of Affidavit

2.      This affidavit seeks the issuance of search warrants pursuant to ORS: 133.545, 18 U.S.C. §§ 2703(a), 2703(b)(1)(A), 2703(c)(1)(A) and 2703(c)(2), to search records in the possession, custody or control of T-Mobile/ Metro PCS, which is a provider of wireless communications services.  T-Mobile/ Metro PCS is located at 4 Sylvan Way in Parsippany, New Jersey.  This affidavit also seeks issuance of search warrants pursuant to the aforementioned statutes and codes to search records in the possession, custody or control Verizon, which is a provider of wireless communications services.  Verizon is located at 180 Washington Valley Rd in Bedminster, New Jersey.  This affidavit also seeks the issuance of search warrants pursuant to the aforementioned statutes and codes to search records in the possession, custody or control of AT&T, which is a provider of wireless communication services.  AT&T is located at 11760 U.S. Highway 1, Suite 300 in North Palm Beach, Florida.  I believe the requested records from the aforementioned providers contain evidence of crimes triable in the Circuit Court of Marion County, Oregon.  This Court has the jurisdiction to issue the requested warrant because it is “a court of competent jurisdiction” as defined by 18 U.S.C. § 2711 (3)(B).  Specifically, it is “a court of general criminal jurisdiction of a State authorized by the law of that State to issue search warrants.”  The information contained within this affidavit is based upon information I have gained from my investigation, my personal observations, my training and experience, and/or information relayed to me by other law enforcement officers and/or agents.  Since this affidavit is being submitted for the limited purpose of assisting in securing a search warrant, I have not included each and every fact known to me concerning this investigation.  
3.      I am currently investigating the crime of Unlawful Manufacture of Marijuana (ORS 475C.349). This affidavit will provide probable cause to search, seize and analyze records for evidence of the aforementioned crimes, which are prosecutable in Marion County, Oregon.

PROPERTY TO BE SEARCHED
[bookmark: _Hlk150789351]T-Mobile/ Metro PCS

4. [bookmark: _Hlk57905879][bookmark: _Hlk150773097][bookmark: _Hlk150610348][bookmark: _Hlk62401283]     I seek search warrants, authorizing the search, seizure and analysis of the following records maintained and administered by T-Mobile/ Metro PCS, located at:
[bookmark: _Hlk134712923]T-Mobile/ Metro PCS
4 Sylvan Way
Parsippany, New Jersey 07054

Phone: 866-537-0911
Email: lerinbound@t-mobile.com

(a) [bookmark: _Hlk69813066][bookmark: _Hlk82523500]All call, voice, text (SMS & MMS), and data connection location information and transactions (registration of network events) related to all specialized carrier records whether derived from Global Positioning System (GPS) data, cell site/ cell tower triangulation/ trilateration and precision measurement information that may be referred to as RTT (Round Trip Time/Return Trip Time/Real Time Tool); PCMD (Per Call Measurement Data); TDOA (Time Difference of Arrival) or Timing Advance (TA) Information (True Call); Mediation Records; E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and cell-site and sector of the device in relationship to the network when connected to the network, and the dates and times of all the aforementioned location recordings and location history data generated from devices that reported a location within the geographical regions bounded by the following latitudinal and longitudinal coordinates with search radius, dates, and times (“Initial Search Parameters”) detailed below and, 

(b) Identifying information for wireless accounts and/or wireless devices (“Subject Accounts”) associated with the responsive location history data:
Location 1:  45.176198°, -122.883590° (EXAMPLE)

A geographical area identified by a single latitudinal and longitudinal coordinate, with a radius extending 1.0 miles outward from the center of the aforementioned coordinates forming a circle.  A visual representation of those coordinates and the circle depicted by the radius is displayed below and incorporated herein:  
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Description automatically generated]

[bookmark: _Hlk150602764]Date and Time Period (Provided in Universal Coordinated Time (UTC)) 
                                                
[bookmark: _Hlk48114070]Starting Time: 	October 10th, 2024 @ 5:03pm (UTC)
Ending Time: 	October 11th, 2024 @ 1:28am (UTC)
//
//
//
//
//
//
Location 2:  45.487222°, -122.540997°

[bookmark: _Hlk150602816]A geographical area identified by a single latitudinal and longitudinal coordinate, with a radius extending 0.45 miles outward from the center of the aforementioned coordinates forming a circle.  A visual representation of those coordinates and the circle depicted by the radius is displayed below and incorporated herein:  

[image: ]



[bookmark: _Hlk150602943]Date and Time Period (Provided in Universal Coordinated Time (UTC)) 
                                                
Starting Time: 	October 11th, 2024 @ 2:15am (UTC)
Ending Time: 	October 11th, 2024 @ 6:59am (UTC)
//
//
//
//
//
ITEMS TO BE SEIZED AND SEARCHED
Information to be provided by T-Mobile/ Metro PCS
[bookmark: _Hlk133404202]
T-Mobile/ Metro PCS shall provide responsive data pursuant to the following process:

1. T-Mobile/ Metro PCS shall query location history data based on the Initial Search Parameters in the Target Location(s).

2. [bookmark: _Hlk150788705]Each device corresponding to the location data to be provided by T-Mobile/ Metro PCS will be identified only by a numerical identifier, without any further content or information identifying the user of the device.  This numerical identifier shall be a unique mobile handset or device identifier such as a mobile equipment identifier (MEID), electronic serial number (ESN), international mobile subscriber identity (IMSI) and/or international mobile equipment identity (IMEI).  Again, this information shall exclude any names, addresses or personal identifying information leading to the identity of the subscriber or accountholder of the devices.  Law enforcement will analyze this list to identify target devices who may have witnessed or likely participated in the aforementioned offenses.  

3. [bookmark: _Hlk105594487]Law enforcement shall review the list to remove devices that are not relevant to the investigation, for example, devices that were not in the location for a sufficient period of time.  If additional location information for a given device is needed in order to determine whether that device is relevant to the investigation, law enforcement shall seek any additional information regarding those devices through additional legal process.  The additional legal process will request T-Mobile/ Metro PCS to provide additional location information for the Time Periods that fall outside of the initial search parameters of the Target Location(s).  This contextual location information may assist law enforcement in identifying devices that were located outside the Target Location(s), were not within the Target Location(s) for a long enough period of time, were moving through the Target Location(s) in a manner inconsistent with the facts of the underlying case, or otherwise are not relevant to the investigation

4. For those devices identified as relevant pursuant to the process described above, law enforcement shall seek any additional information regarding those devices through further legal process.  Pursuant to legal process law enforcement will request that T-Mobile/ Metro PCS provide identifying information, as defined in 18 U.S.C. § 2703(c)(2), for the T-Mobile/ Metro PCS accounts associated with each identified device.  

[bookmark: _Hlk134712826]To the extent within T-Mobile/ Metro PCS’s possession, custody or control, T-Mobile/ Metro PCS is directed to produce the following information associated with the target devices detailed below.  This information will be authorized for review by law enforcement personnel who may include: law enforcement officers and agents, attorneys for the government, attorney support staff, agency personnel assisting the government in this investigation and outside technical experts under government control.  This review will be conducted of the records produced by T-Mobile/ Metro PCS in order to locate any evidence, fruits, and instrumentalities of the crimes of Unlawful Manufacture of Marijuana (ORS 475C.349).  

[bookmark: _Hlk133403774]Location information. All call, voice, text (SMS & MMS), and data connection location information and transactions (registration of network events) related to all specialized carrier records whether derived from Global Positioning System (GPS) data, cell site/ cell tower triangulation/ trilateration and precision measurement information that may be referred to as RTT (Round Trip Time/Return Trip Time/Real Time Tool); PCMD (Per Call Measurement Data); TDOA (Time Difference of Arrival) or Timing Advance (TA) Information (True Call); Mediation Records; E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and cell-site and sector of the device in relationship to the network when connected to the network, and the dates and times of all the aforementioned location recordings and location history data generated from devices that reported a location within the geographical regions bounded by the aforementioned latitudinal and longitudinal coordinates and search radius from:
· Location 1:  October 10th, 2024 at 5:03pm (UTC) to October 11th, 2024 at 1:28am (UTC)
· Location 2:  October 11th, 2024 from 2:15am to 6:59am (UTC)

1. Each device corresponding to the location data to be provided by T-Mobile/ Metro PCS will be identified only by a numerical identifier, without any further content or information identifying the user of the device.  This numerical identifier shall be a unique mobile handset or device identifier such as a mobile equipment identifier (MEID), electronic serial number (ESN), international mobile subscriber identity (IMSI) and/or international mobile equipment identity (IMEI).  Again, this information shall exclude any names, addresses or personal identifying information leading to the identity of the subscriber or accountholder of the devices.  Law enforcement will analyze this location data to identify user(s) who may have witnessed or participated in the subject offense(s) and will seek any additional information regarding those device(s) through further legal process.  Those devices that, based upon the analysis of their location information and believed to be unrelated will be removed from further inquiry or investigation.

2. For those accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon demand through additional legal process, T-Mobile/ Metro PCS shall provide additional location history outside of the pre-defined area for those relevant accounts to determine path of travel.  This additional location history shall not exceed 30 minutes plus or minus the time frames listed above (The purpose of path of travel/contextual location points is to eliminate outlier points where, from the surrounding data, it becomes clear the reported point(s) are not indicative of the device being within the scope of the warrant or being relevant to the criminal investigation.)  

3. For those accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon demand, T-Mobile/ Metro PCS shall provide the unique identifiers for each wireless device that generated a Timing Advance/TDOA “True Call” record within the geo-fenced search area for each location, including International Mobile Subscriber Identity (“IMSI”), International Mobile Equipment Identity (“IMEI), Service Type, Start/End Time of connection, Start/End Cell, End Timing Advance (Miles), End Latitude (degrees), End Longitude (degrees)

4. For those remaining accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon further legal process, T-Mobile/ Metro PCS shall provide identifying information in the form of subscriber information to include: subscriber’s name, email addresses and SMS account recovery target telephone number for those T-Mobile/ Metro PCS accounts.  

AT&T

5.     I seek search warrants, authorizing the search, seizure and analysis of the following records maintained and administered by AT&T, located at:

AT&T
Attn: Global Legal Demands Center (GLDC)
11760 U.S. Highway 1, Suite 300
North Palm Beach, Florida 33408

Phone: 800-635-6840
Email: gldc@att.com 

(c) [bookmark: _Hlk150611079]All call, voice, text (SMS & MMS), and data connection location information and transactions (registration of network events) related to all specialized carrier records that may be referred to as NELOS (Network Event Location System) or Location Database of Record (“LocDbor”); Virtual Mobile Locate (vLMC), RTT (Round Trip Time/Return Trip Time/Real Time Tool); PCMD (Per Call Measurement Data); TDOA (Time Difference of Arrival) or Timing Advance (TA) Information; Mediation Records; E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and cell-site and sector of the device in relationship to the network when connected to the network for the above referenced account, and the dates and times of all the aforementioned location recordings and location history data generated from devices that reported a location within the geographical regions bounded by the following latitudinal and longitudinal coordinates with search radius, dates, and times (“Initial Search Parameters”) and, 

(d) Identifying information for wireless accounts and/or wireless devices (“Subject Accounts”) associated with the responsive location history data:
//
//
//
Location 1:  45.176198°, -122.883590°

A geographical area identified by a single latitudinal and longitudinal coordinate, with a radius extending 1.0 miles outward from the center of the aforementioned coordinates forming a circle.  A visual representation of those coordinates and the circle depicted by the radius is displayed below and incorporated herein:  

[image: Map

Description automatically generated]

Date and Time Period (Provided in Universal Coordinated Time (UTC)) 
                                                
Starting Time: 	October 10th, 2024 @ 5:03pm (UTC)
Ending Time: 	October 11th, 2024 @ 1:28am (UTC)
//
//
//
//
//
//
Location 2:  45.487222°, -122.540997°

A geographical area identified by a single latitudinal and longitudinal coordinate, with a radius extending 0.45 miles outward from the center of the aforementioned coordinates forming a circle.  A visual representation of those coordinates and the circle depicted by the radius is displayed below and incorporated herein:  

[image: ]



Date and Time Period (Provided in Universal Coordinated Time (UTC)) 
                                                
Starting Time: 	October 11th, 2024 @ 2:15am (UTC)
Ending Time: 	October 11th, 2024 @ 6:59am (UTC)
//
//
//
//
//
ITEMS TO BE SEIZED AND SEARCHED
Information to be provided by AT&T

AT&T shall provide responsive data pursuant to the following process:

1. AT&T shall query location history data based on the Initial Search Parameters in the Target Location(s).

2. Each device corresponding to the location data to be provided by AT&T will be identified only by a numerical identifier, without any further content or information identifying the user of the device.  This numerical identifier shall be a unique mobile handset or device identifier such as a mobile equipment identifier (MEID), electronic serial number (ESN), international mobile subscriber identity (IMSI) and/or international mobile equipment identity (IMEI).  Again, this information shall exclude any names, addresses or personal identifying information leading to the identity of the subscriber or accountholder of the devices.  Law enforcement will analyze this list to identify target devices who may have witnessed or likely participated in the aforementioned offenses.  

3. Law enforcement shall review the list to remove devices that are not relevant to the investigation, for example, devices that were not in the location for a sufficient period of time.  If additional location information for a given device is needed in order to determine whether that device is relevant to the investigation, law enforcement shall seek any additional information regarding those devices through additional legal process.  The additional legal process will request AT&T to provide additional location information for the Time Periods that fall outside of the initial search parameters of the Target Location(s).  This contextual location information may assist law enforcement in identifying devices that were located outside the Target Location(s), were not within the Target Location(s) for a long enough period of time, were moving through the Target Location(s) in a manner inconsistent with the facts of the underlying case, or otherwise are not relevant to the investigation

4. For those devices identified as relevant pursuant to the process described above, law enforcement shall seek any additional information regarding those devices through further legal process.  Pursuant to legal process law enforcement will request that AT&T provide identifying information, as defined in 18 U.S.C. § 2703(c)(2), for the AT&T accounts associated with each identified device.  

To the extent within AT&T’s possession, custody or control, AT&T is directed to produce the following information associated with the target devices detailed below.  This information will be authorized for review by law enforcement personnel who may include: law enforcement officers and agents, attorneys for the government, attorney support staff, agency personnel assisting the government in this investigation and outside technical experts under government control.  This review will be conducted of the records produced by AT&T in order to locate any evidence, fruits, and instrumentalities of the crimes of Unlawful Delivery of Marijuana (ORS 475C.349).  

Location information. All call, voice, text (SMS & MMS), and data connection location information and transactions (registration of network events) related to all specialized carrier records that may be referred to as NELOS (Network Event Location System) or Location Database of Record (“LocDbor”); RTT (Round Trip Time/Return Trip Time/Real Time Tool); PCMD (Per Call Measurement Data); Virtual Mobile Locate (vLMC), TDOA (Time Difference of Arrival) or Timing Advance (TA) Information; Mediation Records; E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and cell-site and sector of the device in relationship to the network when connected to the network for the above referenced account, and the dates and times of all the aforementioned location recordings and location history data generated from devices that reported a location within the geographical regions bounded by the aforementioned latitudinal and longitudinal coordinates and search radius from:
· Location 1:  October 10th, 2024 at 5:03pm (UTC) to October 11th, 2024 at 1:28am (UTC)
· Location 2:  October 11th, 2024 from 2:15am to 6:59am (UTC)
//
//
//
1. Each device corresponding to the location data to be provided by AT&T will be identified only by a numerical identifier, without any further content or information identifying the user of the device.  This numerical identifier shall be a unique mobile handset or device identifier such as a mobile equipment identifier (MEID), electronic serial number (ESN), international mobile subscriber identity (IMSI) and/or international mobile equipment identity (IMEI).  Again, this information shall exclude any names, addresses or personal identifying information leading to the identity of the subscriber or accountholder of the devices.  Law enforcement will analyze this location data to identify user(s) who may have witnessed or participated in the subject offense(s) and will seek any additional information regarding those device(s) through further legal process.  Those devices that, based upon the analysis of their location information and believed to be unrelated will be removed from further inquiry or investigation.

2. For those accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon demand through additional legal process, AT&T shall provide additional location history outside of the pre-defined area for those relevant accounts to determine path of travel.  This additional location history shall not exceed 30 minutes plus or minus the time frames listed above (The purpose of path of travel/contextual location points is to eliminate outlier points where, from the surrounding data, it becomes clear the reported point(s) are not indicative of the device being within the scope of the warrant or being relevant to the criminal investigation.)  

3. For those accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon demand, AT&T shall provide the unique identifiers for each wireless device that generated a NELOS (Network Event Location System) or Location Database of Record (“LocDbor”); Virtual Mobile Locate (vLMC), RTT (Round Trip Time/Return Trip Time/Real Time Tool); PCMD (Per Call Measurement Data); TDOA (Time Difference of Arrival) or Timing Advance (TA) record within the geo-fenced search area for each location, including International Mobile Subscriber Identity (“IMSI”), International Mobile Equipment Identity (“IMEI), Service Type, Start/End Time of connection, Start/End Cell, End Timing Advance (Miles), End Latitude (degrees), End Longitude (degrees)

4. For those remaining accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon further legal process, AT&T shall provide identifying information in the form of subscriber information to include: subscriber’s name, email addresses and SMS account recovery target telephone number for those AT&T accounts.  

Verizon

6.      I seek search warrants, authorizing the search, seizure and analysis of the following records maintained and administered by Verizon, located at:

[bookmark: _Hlk150790021]Verizon
Attn: VSAT
180 Washington Valley Rd
Bedminster, New Jersey 07921

Phone: 888-667-0026
Email: Vsat.cct@one.verizon.com 

(a) All call, voice, text (SMS & MMS), and data connection location information and transactions (registration of network events) related to all specialized carrier records whether derived from Global Positioning System (GPS) data, cell site/ cell tower triangulation/ trilateration and precision measurement information that may be referred to as RTT (Round Trip Time/Return Trip Time/Real Time Tool); PCMD (Per Call Measurement Data); TDOA (Time Difference of Arrival) or Timing Advance (TA) Information; Mediation Records; E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and cell-site and sector of the device in relationship to the network when connected to the network, and the dates and times of all the aforementioned location recordings and location history data generated from devices that registered with the cell site(s) responsible for servicing the geographic region described by the following residential address and latitudinal and longitudinal coordinates, dates, and times (“Initial Search Parameters”) detailed below and, 

(b) Identifying information for wireless accounts and/or wireless devices (“Subject Accounts”) associated with the responsive location history data:
· Target Location 1: Cell site(s) servicing the area of 8721 Sleepy Hollow Road Northeast, Woodburn, Marion County, Oregon (45.176198°, -122.883590°) for the date and time frame of 10/10/2024 at 5:03pm (UTC) to 10/11/2024 at 1:28am (UTC)
· Target Location 2: Cell site(s) servicing the area of 4820 Southeast 118th Avenue, Portland, Multnomah County, Oregon (45.487222°, -122.540997°) for the date and time frame of 10/11/2024 from 2:15am to 6:59am (UTC)

ITEMS TO BE SEIZED AND SEARCHED
Information to be provided by Verizon

Verizon shall provide responsive data pursuant to the following process:

1. Verizon shall query location history data based on the Initial Search Parameters at the Target Location(s).

2. Each device corresponding to the location data to be provided by Verizon will be identified only by a numerical identifier, without any further content or information identifying the user of the device.  This numerical identifier shall be a unique mobile handset or device identifier such as a mobile equipment identifier (MEID), electronic serial number (ESN), international mobile subscriber identity (IMSI) and/or international mobile equipment identity (IMEI).  Again, this information shall exclude any names, addresses or personal identifying information leading to the identity of the subscriber or accountholder of the devices.  Law enforcement will analyze this list to identify target devices who may have witnessed or likely participated in the aforementioned offenses.  

3. Law enforcement shall review the list to remove devices that are not relevant to the investigation, for example, devices that were not in the location for a sufficient period of time.  If additional location information for a given device is needed in order to determine whether that device is relevant to the investigation, law enforcement shall seek any additional information regarding those devices through additional legal process.  The additional legal process will request Verizon to provide additional location information for the Time Periods that fall outside of the initial search parameters of the Target Location(s).  This contextual location information may assist law enforcement in identifying devices that were located outside the Target Location(s), were not within the Target Location(s) for a long enough period of time, were moving through the Target Location(s) in a manner inconsistent with the facts of the underlying case, or otherwise are not relevant to the investigation.

4. For those devices identified as relevant pursuant to the process described above, law enforcement shall seek any additional information regarding those devices through further legal process.  Pursuant to legal process law enforcement will request that Verizon provide identifying information, as defined in 18 U.S.C. § 2703(c)(2), for the Verizon accounts associated with each identified device.  

To the extent within Verizon’s possession, custody or control, Verizon is directed to produce the following information associated with the target devices detailed below.  This information will be authorized for review by law enforcement personnel who may include: law enforcement officers and agents, attorneys for the government, attorney support staff, agency personnel assisting the government in this investigation and outside technical experts under government control.  This review will be conducted of the records produced by Verizon in order to locate any evidence, fruits, and instrumentalities of the crimes of Unlawful Manufacture of Marijuana (ORS 475C.349).  

Location information. All call, voice, text (SMS & MMS), and data connection location information and transactions (registration of network events) related to all specialized carrier records whether derived from Global Positioning System (GPS) data, cell site/ cell tower triangulation/ trilateration and precision measurement information that may be referred to as RTT (Round Trip Time/Return Trip Time/Real Time Tool); PCMD (Per Call Measurement Data); TDOA (Time Difference of Arrival) or Timing Advance (TA) Information; Mediation Records; E9-1-1, and/or Historical GPS/Mobile Locate Information which shows GPS location (longitude and latitude) and cell-site and sector of the device in relationship to the network when connected to the network, and the dates and times of all the aforementioned location recordings and location history data generated from devices that registered with the cell site(s) responsible for servicing the geographic region described by the following address and latitudinal and longitudinal coordinates:
· Target Location 1: Cell site(s) servicing the area of 8721 Sleepy Hollow Road Northeast, Woodburn, Marion County, Oregon (45.176198°, -122.883590°) for the date and time frame of 10/10/2024 at 5:03pm (UTC) to 10/11/2024 at 1:28am (UTC)
· Target Location 2: Cell site(s) servicing the area of 4820 Southeast 118th Avenue, Portland, Multnomah County, Oregon (45.487222°, -122.540997°) for the date and time frame of 10/11/2024 from 2:15am to 6:59am (UTC)

1. Each device corresponding to the location data to be provided by Verizon will be identified only by a numerical identifier, without any further content or information identifying the user of the device.  This numerical identifier shall be a unique mobile handset or device identifier such as a mobile equipment identifier (MEID), electronic serial number (ESN), international mobile subscriber identity (IMSI) and/or international mobile equipment identity (IMEI).  Again, this information shall exclude any names, addresses or personal identifying information leading to the identity of the subscriber or accountholder of the devices.  Law enforcement will analyze this location data to identify user(s) who may have witnessed or participated in the subject offense(s) and will seek any additional information regarding those device(s) through further legal process.  Those devices that, based upon the analysis of their location information and believed to be unrelated will be removed from further inquiry or investigation.

2. For those accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon demand through additional legal process, Verizon shall provide additional location history outside of the pre-defined area for those relevant accounts to determine path of travel.  This additional location history shall not exceed 30 minutes plus or minus the time frames listed above (The purpose of path of travel/contextual location points is to eliminate outlier points where, from the surrounding data, it becomes clear the reported point(s) are not indicative of the device being within the scope of the warrant or being relevant to the criminal investigation.)  

3. For those accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon demand, Verizon shall provide the unique identifiers for each wireless device that generated a RTT/Timing Advance/TDOA record within the geo-fenced search area for each location, including International Mobile Subscriber Identity (“IMSI”), International Mobile Equipment Identity (“IMEI), Service Type, Start/End Time of connection, Start/End Cell, End Timing Advance (Miles), End Latitude (degrees), End Longitude (degrees)

4. For those remaining accounts identified as relevant to the ongoing investigation through an analysis of provided records, and upon further legal process, Verizon shall provide identifying information in the form of subscriber information to include: subscriber’s name, email addresses and SMS account recovery target telephone number for those Verizon accounts.  

There is probable cause to believe, and I do believe, evidence of the aforementioned crimes will be found during the search, seizure and analysis of the above described records based on the following information:
Summary of Investigation
	
INVESTIGATIVE NARRATIVE

General Geofence and Area Search Methodology

	Based upon my training and experience involving “Geofence” and “Area Search” search warrants traditionally facilitated by Google and now the wireless providers T-Mobile/ Metro PCS and AT&T, I know this is a three-step process for obtaining the requested data.  At this time, Verizon has not confirmed their ability to comply with this request.  However, I do know Verizon captures and retains the records requested in this affidavit and can be produced by means of cell site analysis and what’s commonly referred to as a “cell site dump” or “tower dump”.  I know each subsequent stage in the process is subject to the submission of additional legal process based in probable cause.  Those stages are detailed generally below:

1. The first step involves designating target geographic areas with specific latitudinal and longitudinal coordinates and time frames for the search.  The size of the geographic area and duration of the search is based upon the individual facts and circumstances of each investigation.  For particularity, the aim of this investigative tool is to limit the size of the geographic area(s) targeted and duration of the search parameters to that only which is necessary to identify target devices relevant to the investigation.  It is incumbent on the investigator to not attempt to use this investigative tool in a manner that is overly broad in size or duration, unless the specific facts and circumstances of that investigation can articulate its necessity.  Pursuant to the issuance of a search warrant based upon probable cause, the Providers such as Google, T-Mobile/ Metro, and AT&T will then provide investigators location information for devices registering locations within the predetermined “Geofences” or areas identified by longitudinal and latitudinal coordinates with a defined radius in the predetermined date and time frames.  Those devices will be identified only by a numerical identifier, without any further content or information identifying the user of a device, and law enforcement is incapable of deciphering or developing any personally identifiable information or subscriber information related to the user of the device with this device identifier alone or additional legal process.  For the records maintained by Verizon, Verizon will determine the cell site(s) responsible for servicing the defined Target Locations.  Verizon will then provide investigators location information for devices registering locations within the predetermined Target Locations identified by residential address and longitudinal and latitudinal coordinates in the predetermined date and time frames.  

2. In the second step, law enforcement will analyze the list of numerical device identifiers containing location information to remove devices that are not relevant to the investigation.  For example, devices that were not in the location of the reported crime for a sufficient period of time to potentially be identified as a witness to the criminal activity, or devices that were not located in the exact period of time of the commission of the crime as identified by other forms of corroborative data such as surveillance video or witness statements would be eliminated from further investigation.  If additional location information for a given device identifier is needed in order to determine whether that device is relevant to the investigation, law enforcement would apply for an additional search warrant requesting T-Mobile/ Metro PCS, AT&T and/or Verizon provide additional location information of relevant devices for the given time period that fall outside of the target geographic locations.  This additional location history shall not exceed 30 minutes plus or minus the first and last timestamp associated with the account in the initial dataset in the case of T-Mobile/ Metro PCS, AT&T and/or Verizon devices.  This contextual location information can assist law enforcement in identifying devices that were located outside the target geographic location, were not within the target geographic location for a long enough period of time, were moving through the target geographic location in a manner inconsistent with the facts of the underlying case, or otherwise are not relevant to the investigation.  This contextual location information remains incapable of attributing to a specific account holder or subscriber, with T-Mobile/ Metro PCS, AT&T and/or Verizon only providing the device identifier, timestamp, location information, coordinates, display radius, and data source.  This step is intended to identify devices that are relevant to the investigation while filtering those out that are not believed to be relevant to the investigation.

3. Finally, after reviewing any contextual location information and analyzing the data from the target geographic location, law enforcement will identify the numerical device identifiers believed to be relevant to the investigation.  For those device identifiers identified as relevant pursuant to the process described above, law enforcement shall seek any additional information regarding those devices through further legal process.  Pursuant to legal process, law enforcement will request that T-Mobile/ Metro PCS, AT&T and/or Verizon provide identifying information, as defined in 18 U.S.C. § 2703(c)(2), for the subscriber information associated with each identified device identifier.   

As stated above, law enforcement would prepare additional affidavits outlining probable cause to search, seize, and analyze additional data (such as expanded geolocation data) about the identified accounts of interest.
JURISDICTION

	This Court has jurisdiction to issue the requested warrant because it is “a court of competent jurisdiction” as defined by 18 U.S.C. § 2711 (3)(B).  Specifically, the Court a court of general criminal jurisdiction of a State authorized by the law of that State to issue search warrants.” 

WIRELESS DEVICE & RELEVANT TECHNOLOGY TRAINING AND EXPERIENCE

Based upon my training and experience, I know the wireless provider T-Mobile has merged with the wireless providers Metro PCS, Sprint, and US Cellular making one large wireless conglomerate representing a large percentage of wireless users throughout the United States.  Based upon publicly available data from the cell service providers in quarter two of 2024,  approximately 97% of all wireless subscribers in the United States use T-Mobile/MetroPCS/Sprint/US Cellular, AT&T, or Verizon Wireless as their cell service provider.  Based upon that, my request is being sent to those providers in order to encompass the largest, and most likely servicers of wireless devices operating in the areas proposed in this affidavit.  

Based upon my training and experience, I know a cellular telephone or mobile telephone is a handheld wireless device used primarily for voice communication through radio signals.  Cellular telephones send signals through networks of transmitter/receivers called “cells,” enabling communication with other cellular telephones or traditional “landline” telephones.  Cellular telephones rely on cellular towers, the location of which may provide information on the location of the subject telephone.  Cellular telephones may also include global positioning system (“GPS”) technology for determining the location of the device, as well as known WiFi locations identified by the device.

Based upon my training and experience, I know that cellular devices are commonly used by those committing crimes, and that the historical and prospective records and information relating to the use of those devices, to include subscriber information, call usage, and location of said devices, has yielded information that is relevant and material to fugitive and criminal  investigations, to include identifying possible locations for physical surveillance, seizing evidence of the commission of a crime (to include the cellular devices themselves) and generating leads relating to individuals who may be aiding and abetting the suspects of those crimes. 

Based upon my training and experience, I have also learned that Wireless or Electronic Communications Service Providers are companies that provide cellular telephone access to the general public.  I also know that providers of cellular telephone service have technical capabilities that allow them to collect and generate at least two kinds of information about the locations of the cellular telephones to which they provide service: (1) E-911 Phase II data, also known as GPS data or latitude-longitude data, and (2) cell-site data, also known as “tower/face information” or cell tower/sector records.  E-911 Phase II data provides relatively precise location information about the cellular telephone itself, either via GPS tracking technology built into the phone or by triangulating on the device’s signal using data from several of the provider’s cell sites.  Cell-site data identifies the “cell towers” (i.e., antenna towers covering specific geographic areas) that received a radio signal from the cellular telephone and, in some cases, the “sector” (i.e., faces of the towers) to which the telephone connected.  

These towers are often a half-mile or more apart, even in urban areas, and can be ten (10) or more miles apart in rural areas.  Furthermore, the tower closest to a wireless device does not necessarily serve every call made to or from that device. Wireless devices may “hand off” to several cell sites during the duration of a call or data session that are not necessarily the closest in proximity or strongest, but continue to provide the best quality signal.  Accordingly, cell-site data is typically less precise than E-911 Phase II data.  Based on my training and experience, I also know that some communications providers can collect E-911 Phase II data about the location of the device associated with the Target Telephone Numbers, including by initiating a signal to determine the location of the target device on the Service Provider’s network or with such other reference points as may be reasonably available.  Based on my training and experience, I know that the ECSP’s can collect cell-site data about the Target Telephone Numbers/devices.

I know from my training and experience that cellular telephones operate by sending and receiving electronic signals between the handset device and an antenna.  Each wireless service provider has a number of antennas located throughout an area or has an agreement with other service providers to use existing antennas.  As the user changes their location, the signal also changes which antenna is used, as previously identified as a “hand off.”  This is to ensure that the signal remains strong and is not lost, which would disconnect the phone call.  During the cellular telephone call the user usually does not notice a difference in the call quality as the signal switches sometimes between several different antennas as the user travels.

I know from my training and experience that the wireless provider records the data received and sent by these antennas.  This data includes the specific antenna that is being used and from which direction the signal is being sent and received.   Providers keep records of calls made and received, including phone numbers, duration of calls, and dates and times of calls for the purposes of billing their customers.  This information can help identify persons in contact with suspects and persons with knowledge of the crimes before, during, and after the incident.

I know from my training and experience that records kept by providers can include subscriber information, call billing, and other details of historical incoming and outgoing calls and messages.  Additionally, providers retain the information regarding the cellular antennas used for communications, cellular antenna “handshakes” as the active call transfers between antennas, stored voicemail and or text messages, and other information of evidentiary value that individuals involved in crimes would want to keep secret from investigators.

Based upon my training and experience, I know call detail records, precision location information and subscriber information has yield information that is relevant and material to criminal investigations. Such information included leads relating to the names of family members, associated friends, criminal associates and other individuals who may assist in the location of suspects, as well as providing additional locations where information and/or evidence 
is that is relevant and material to the criminal investigation. The requested period of historical records found within the designated areas will provide investigators the ability to identify those wireless devices who likely witnessed or were involved in the aforementioned incident.  

[bookmark: _Hlk66780540]I know cellular devices are capable of providing geolocation information via their own internal GPS and WiFi.  I know cellular devices do not have to connect to WiFi in order to register their location information.  I also know even if the cellular device’s precision location is disabled such as placing in “airplane mode,” the device will still recognize WiFi access points.  

Based on my training and experience, I know that while the requested data is likely to reveal evidence from one of the cellular service providers identifying the unknown suspect, data from the other providers can be used to eliminate “false positives” and the possibility of other matching devices. For example, if the Verizon data identifies a device present in all three locations, the lack of such a device within the data from the other providers is relevant to confirming the Verizon customer as the suspect. 

Due to not positively knowing the identity of the suspect(s) involved in this criminal investigation or their current whereabouts, and additional evidence related to this investigation still being outstanding, I believe the current criminal investigation could be compromised if the listed subscribers of the T-Mobile/ Metro PCS, AT&T and Verizon accounts mentioned in this affidavit were notified.  Therefore, pursuant to pursuant to 18 U.S.C. § 3123(d)(1) and ORS: 133.555(4), I request as part of this affidavit and warrant that the court grant an order to prohibit T-Mobile/ Metro PCS, AT&T and Verizon and/or its affiliates from providing notice to the user subject in this affidavit as such disclosure may jeopardize the investigation.  See “Motion: Order of Non-Disclosure” addressed to T-Mobile/ Metro PCS, AT&T and Verizon.  

Based upon my training and experience, I know wireless and electronic communication providers commonly provide records to investigators represented in Universal Coordinated Time (UTC).  Based upon that practice, my request for the content in this affidavit is represented in UTC.  Based upon my training and experience, I know UTC is an established time standard for the world that succeeded Greenwich Mean Time (GMT).  The relevance of this standard is the State of Oregon is located within the pacific time zone, and is represented in Pacific Standard Time (PST).  Due to Daylight Savings Time, which occurs from dates in March until dates in November, UTC is represented as seven (7) hours ahead of Pacific Time.  At the end of Daylight Savings Time when time is set back an hour, going from dates in November until dates in March, UTC is represented as eight (8) hours ahead of Pacific Time.   

CONCLUSION
I have set forth facts of this investigation for the purpose of securing a search warrant to search, seize and analyze records from T-Mobile/ Metro PCS, AT&T and Verizon.  I have probable cause to believe information requested in the search warrants will assist in this current criminal investigation of CRIMES.  Further, I believe the latitudinal and longitudinal coordinates and time frames requested for the T-Mobile/ Metro PCS, AT&T and Verizon accounts are reasonable due to the facts detailed in this affidavit.   

Therefore, I pray for the issuance of a search warrant authorizing the search, seizure and analysis of the requested records currently in possession of T-Mobile/ Metro PCS, AT&T and Verizon.  

Based on the information provided in this affidavit, I believe that the disclosure of the requested Search Warrant may result in the flight from potential prosecution, the destruction of or tampering with evidence, or may otherwise seriously jeopardize the investigation of the aforementioned charges.  Therefore, I further request that the court Seal this record and direct T-Mobile/ Metro PCS, AT&T and Verizon and their representatives, agents and employees not to disclose in any manner, to the listed subscribers or to any other person, the existence of this Search Warrant, in full or redacted form, or of this investigation unless otherwise ordered by this court.  See “Order of Non-Disclosure” addressed to T-Mobile/ Metro PCS, AT&T and Verizon.  

I declare under penalty of perjury that the foregoing is true and correct to the best of my knowledge and belief, and that this declaration was executed on the date listed below.


____________________________________
Affiant, NAME
TITLE, AGENCY

Sworn and subscribed to before me on this _______ day of ____________ 2026.



_________________________________		_________________________________
Signature							Name
Circuit Court Judge,
County of Marion, State of Oregon                                                                       
Affidavit of Probable Cause for Issuance of Search Warrant and Warrants 
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