IN THE CIRCUIT COURT OF THE STATE OF OREGON

FOR WASHINGTON COUNTY


[bookmark: _Hlk111997524]STATE OF OREGON	)	AFFIDAVIT FOR
	)	SEARCH WARRANT AND
WASHINGTON COUNTY	)	SEIZURE ORDER

            
I, Deputy Christopher Iverson, declare that I have personal knowledge of the matters set forth below and that I am competent to testify to the matters stated herein: 

On the basis of the following, I believe there is probable cause that the operator of Venmo account **VENMO USERNAME** has committed the crime(s) of **CRIMES AND STATUTES**, and that evidence of that/those crime(s) is located at the following location:

PayPal Inc. – Venmo (a PayPal Inc. Service)
Attn: Global Investigations
2211 North First Street
San Jose, CA 95131
Submit Request: https://safetyhub.paypalcorp.com  


And in the business records for the account identified as VENMO USERNAME.

I, NAME, being first duly sworn on oath, hereby depose and say that I am a Deputy Sheriff with the Washington County Sheriff’s Office, County of Washington, State of Oregon.  I have been so employed as a Deputy Sheriff for the Washington County Sheriff’s Office for over 10 (ten) years.  I am presently assigned to the Westside Interagency Narcotics (WIN) team as a Narcotics Investigator.  My duties include, but are not limited to, the investigation of crimes relating to the violation of the Uniform Controlled Substance Act. 

While employed by the Washington County Sheriff’s Office, I have received over 2,400 hours of training as documented by the Department of Public Safety Standards and Training (DPSST).  I have completed the 640 hour Basic Police Academy.  I have completed the 112 hour Drug Recognition Expert (DRE) School.  I have also completed the 80 hour Drug Enforcement Administration Basic Drug Enforcement Course.  I have also completed the 28 hour Homeland Security Investigations (HSI) Task Force Officer (TFO) School.  I currently possess a Basic Police Certification.  I hold a Bachelor of Arts degree in Architecture from the University of Oregon.

I have received specialized training in the area of narcotics investigations including; narcotics identification, surveillance techniques, handling and packaging of evidence, and testing of suspected controlled substances by scientifically accepted methods. This training has been provided to me by DPSST, the United States Drug Enforcement Administration (DEA), and in-service training through the Washington County Sheriff’s Office.  Included in my training and experience, I have training specific to the identification and investigation of people involved in the use, sale, manufacturing and/or delivery of controlled substances including, but not limited to, methamphetamine, cocaine, marijuana, MDMA, heroin and other controlled substances.  

During my career as a Sheriff’s Deputy, I have been involved in multiple narcotics investigations, which have resulted in the arrest and conviction of the suspect.  I have learned from my training and experience that investigations are most often conducted using a variety of investigative techniques which may include but are not limited to the following:	
· Investigations where I have utilized the information provided to me by identifiable private citizens, who are not involved in criminal activity and are not confidential informants.
· Investigations where I have utilized the information provided to me by a named informant.  When using an informant in a criminal investigation, based on my training and experience, I know it is imperative that information the informant is providing to law enforcement be verified to determine the truthfulness and reliability of the informant.  I have knowledge from other officers and detectives that have used informants in previous investigations, and I know based on my training and experience, an informant can give accurate information based on the informant’s personal knowledge of the criminal enterprise which the informant is providing information on.
· Investigations where I have used information given to me by a Confidential Informant (CI).  When using a CI in a criminal investigation, based on my training and experience, I know it is imperative that information the CI is providing to law enforcement be verified to determine the truthfulness and reliability of the CI.  I have knowledge from other officers and detectives that have used CIs in previous investigations, and I know based on my training and experience with my own CIs, a CI can give accurate information as the CI often has personal experience and knowledge of the suspect(s).  Furthermore, CIs need to remain anonymous, so they are protected from retaliation by the suspect(s), which is why they are not a “named” informant.
· The surveillance of persons and/or places associated with the possession, sale, manufacture and/or delivery of controlled substances.
· A review of law enforcement records and files including:
1. Arrest Records;
2. Documents seized from prior investigations;
3. Intelligence reports;
4. Records of criminal convictions;
5. Evidence seized in prior investigations;
6. The personal or accumulated knowledge and analysis of other trained law enforcement officers;
7. Results of laboratory analysis of controlled substances;
8. Oregon Department of Motor Vehicle records (hereafter referred to as DMV).

I have also learned through my training and experience as a Sheriff’s Deputy:

1. A high volume of foot traffic and/or vehicle traffic that visit for a short period of time, at one location, is a common characteristic of a location that is involved with the trafficking, storage, and/or sales of illicit drugs.

1. Persons involved in the use of and trafficking of controlled substances commonly keep weapons on their persons, in their vehicles and in their residences, including firearms, to protect themselves, their proceeds, businesses, and controlled substances from unwanted intruders, as well as police.  These persons will often use radio frequency scanners, surveillance cameras, and audio monitors for early warning notifications of police contact and/or arrival that can compromise the safety of police and confidential informants.

1. The majority of controlled substances are bought and sold by their weight.  As a result of these controlled substances being bought and sold by their weight, those persons engaged in the purchase, manufacture, and/or distribution of controlled substances commonly maintain sensitive scales or balances at the locations where they distribute or re-package the controlled substances for redistribution.

1. It is common for those involved in illicit drug trafficking to receive the illicit drugs in a larger quantity. Controlled substances are packaged in the following:  plastic bags, tied plastic baggies, balloons, as well as folded pieces of paper or aluminum foil, which are used for re-packaging and resale. These items, as well as cutting agents, are kept at locations where controlled substances are distributed or re-packaged for distribution.  

1.  Persons involved in the possession or delivery of controlled substances commonly secrete and keep the controlled substances on their persons, in their residences, in their vehicles, and in attached and unattached structures on the property of their residences. It is also common for the persons to transport the controlled substances in their vehicles, especially   if they are involved in the sale and delivery of controlled substances.

1. Persons who distribute controlled substances maintain records which relate to the concealing, laundering, and investing of income accumulated in the illicit drug trafficking business such as accounts, ledgers, and documents relative to the transportation, ordering, purchasing, and distribution of controlled substances which can identify co-conspirators.  

1. These records, accounts, ledgers, and documents are often kept and maintained at personal residences, in computers, pagers, telephone answering machines, mobile phones, storage units, places of business, safes, safe deposit boxes, or the residences of relatives and/or co-conspirators who are involved in the storing, importation, or distribution of controlled substances.

1. Cellular telephones and other communication devices are used to facilitate drug transactions.  Therefore, it is more likely than not, the numbers that appear in the cellular telephones are numbers that belong to either buyers or suppliers, and those numbers can be helpful in the investigation of that case. 

1. Persons involved in the trafficking of controlled substances will record their financial activities and transactions in writing, within a computer or cellular telephone, or retain valuables that were illegally obtained within their residence, outbuildings, safety deposit boxes, safes, upon their persons, or in the secure locations which require a key or other such means to gain access.  These records include inventory, debts, accounts receivable, suppliers, and customers.  

1. It is common for the persons to transport the controlled substances in their vehicles, especially if they are involved in the sale and delivery of controlled substances. These vehicles can contain hidden compartments, in which, controlled substances, currency, scales, and other items common to drug trafficking can be located.

1. Automobiles, properties, businesses, safe deposit boxes, and bank accounts may often be maintained in a person’s name other than their own, stolen identities, or in totally fictitious names so as to avoid attracting the attention of authorities because of the amassing of properties and belongings with no apparent legitimate source of income.

1. During the execution of search warrants, items of identification are often found.  These items include utility bills, mail addressed to persons, financial papers, rent receipts, property receipts, ownership papers, other personal papers, and identification cards in the names of subjects involved in the criminal activity being investigated.

1. Persons involved in the possession, manufacture, and distribution of controlled substances often supplement their income be means of fraud and forgery.  These persons use identity theft and fraudulent use of checks and credit cards which are often stolen or computer generated to provide additional financing of their illegal operation.

I have been involved in the investigation of different levels of narcotic organizations including street level narcotics investigations as well as large scale organized multinational criminal networks of drug trafficking organizations (DTO’s).  Based on my training, experience, and conversations with other agents, law enforcement personnel, Confidential Informants (CI), and cooperating citizens, I have become familiar with the methods, trends, and tendencies used by drug traffickers to smuggle, distribute, safeguard, and launder money or proceeds obtained from the distribution of controlled substances.  I am also familiar with the sophisticated tactics that large-scale drug trafficking organizations routinely use in an attempt to thwart the investigation of their narcotic organizations.

During my law enforcement career, I have successfully made field identifications of suspected controlled substances including but not limited to methamphetamine, cocaine, heroin, and marijuana on numerous occasions, and I have had my identification of these controlled substances later confirmed by the Oregon State Police Forensic Laboratory.

Further, that based upon my knowledge, training, and experience, that most often, persons engaged in the distribution of one type of controlled substance will also distribute one or more other types of controlled substance such as cocaine, LSD, MDMA, methamphetamine, and heroin that may be consumed individually.

I am aware ORS 133.535(1) authorizes the search and seizure of evidence of or information concerning the commission of a criminal offense, and that ORS 133.535(2) specifically authorizes the seizure of the fruits of the crime, and that ORS 133.535(3) specifically authorizes the seizure of the property that has been used for or is possessed for the purpose of being used to commit an offense. I also know that these sections specifically authorize the seizure of evidence items pursuant to a criminal search warrant.

Every person referred to in this affidavit by the titles “Officer,” “Deputy,” or “Detective” are personally known to me to be sworn law enforcement officers employed by local police agencies.

Purpose of Affidavit

This affidavit will show probable cause to believe evidence of the crime(s) of CRIMES AND STATUTES will be located in Venmo account VENMO USERNAME.

Investigation

CASE NARRATIVE

Venmo Specific Facts

Venmo’s website and other on-line resources describe the following:

Venmo is a mobile payment service owned by PayPal. Venmo customers can transfer money to other Venmo users with the Venmo mobile app. Venmo can also be used to make mobile app and in-app purchases with participating companies. Venmo users link their bank accounts, debit cards, credit cards, or Venmo MasterCard. 

Venmo has a social media element. Venmo profiles can be customized with profile pictures, usernames, and includes the user’s transaction history. Venmo users can communicate with each other through the Venmo feed. Venmo offers a public, friends only, and private feed. The public feed is the default setting. The public feed displays the transaction description, emojis, and time stamps that accompanied a purchase. The transaction amount is not public.  Information on the public feed is accessible to anyone on the internet. 

The friends only feed shares the transaction information with the Venmo friends of each of the transacting parties. With the private feed, the transaction information is only displayed in the feed of the transacting Venmo users. In all settings, the transaction amount is only accessible to the transacting parties. Additionally, usernames of the transacting parties are visible. 

Individuals can search and add Venmo friends in the app by entering the person’s name, username, or email address in the Venmo search filter. Alternatively, Venmo users can add contacts by scanning the unique QR code from the other individual’s cell phone. Venmo users can choose to automatically sync their cell phone and/or Facebook contacts. This feature automatically adds the phone or Facebook contacts who use Venmo. 

To sign up for Venmo, users must provide their first and last name, email address, phone number, and a password. Users must verify their phone number, email address, and bank account information. Users create a username between five and sixteen characters. Before creating an account, Venmo must verify the person’s name, address, date of birth, and SSN/ITIN through a national database. 

Venmo collects the IP address, browser type, and pages accessed from individuals who access the Venmo web page or use a Venmo mobile application. Venmo uses tracking technologies, including cookies, on their website, mobile applications, and third-party websites that they provide online services. 

Venmo collects the following information from Venmo Accounts: 
1. Account information: text-enabled cell phone number, machine or mobile device ID, and similar information;
2. Identification information: User’s name, street address, email address, date of birth, and SSN (or other government issued identification numbers);
3. Device Information: Collect user’s mobile device type, machine, or mobile identification number, geo-location, time zone, language setting, browsing type, and IP address from user’s mobile device or from third parties, or device information from third parties;
4. Social Web Information: Venmo can access a user’s email address, Facebook friends list, and public profile (including profile picture) if the individual authorizes the Facebook connect feature. Venmo can collect a user’s email account information. Venmo can also collect data that users import from social media sites such as Twitter;
5. Financial Information: Online bank account login information, bank account and routing numbers, and credit card numbers linked to the Venmo account; 
6. Third Parties: Venmo may obtain information about users from third parties (e.g. identity verification or fraud prevention); 
7. Other: Account transaction information, computer, or other access device information. 

[bookmark: _Hlk116585599]Internet Related Terms

When an individual communicates through the Internet, the individual leaves an Internet Protocol (IP) address which identifies the individual user by account and Internet Service Provider (ISP).  An IP address, together with the date and time of a communication is unique to each communication.  IP addresses are assigned to Internet Service Providers who in turn assign specific addresses to individual users.  In some cases, IP Addresses are shared with many users. In such situation’s users are assigned a Port number that, combined with the IP address and time and date of use, can uniquely identify the user.    

Internet Service Providers and others who are assigned ranges of IP addresses typically maintain a record of their sub-assignment of individual IP addresses to individual users.  When such records are maintained it is possible to identify the specific account associated with the use of a particular IP address at a specific date and time, and the specific physical computer and location from which the communication is transmitted.

Conclusion

Based on the above, I believe that evidence of the above listed crime(s) are located at the above identified location for the above-described Venmo account, and that the court should issue a warrant authorizing the search for the below-described records for account: VENMO USERNAME for the date range of BEGINNING DATE to END DATE.

· An accounting of all funds contained within the account;
· All identifying information associated with the account to include user’s name, street address, email address, date of birth, SSN/ITIN, cell-phone number and similar information;
· All geolocation data and IP address log information associated with the account during the data range above
· All device type and mobile identification numbers associated with the account
· All third-party account information, including social media, email account information, and similar information;
· All financial records to include bank account log in information, bank account and routing numbers, credit card numbers, and access device information associated with the account 
· All information regarding Venmo transactions, including the parties’ names, transaction description, location, and amount during the date range above

I certify under penalty of perjury under the laws of the State of Oregon that the foregoing is true and correct.

Dated this ____, 2026  

 ______________________________Affiant,   
 TITLE NAME BADGE NUMBER

SUBSCRIBED and SWORN to before me this _______ day of _______, 2026     
        
                                                                      _________________________________________
                                                          Circuit Court Judge
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