[bookmark: _Hlk89079120]IN THE CIRCUIT COURT OF THE STATE OF OREGON
FOR THE COUNTY OF WASHINGTON

STATE OF OREGON	         )
				         )  SS	AFFIDAVIT FOR SEARCH WARRANT
COUNTY OF WASHINGTON     )
		

I, NAME, being first duly sworn on oath, hereby depose and say that I am a Deputy Sheriff with the Washington County Sheriff’s Office, County of Washington, State of Oregon.  I have been so employed as a Deputy Sheriff for the Washington County Sheriff’s Office for over 10 years.  I am presently assigned to the Westside Interagency Narcotics (WIN) team as a Narcotics Investigator.  My duties include, but are not limited to, the investigation of crimes relating to the violation of the Uniform Controlled Substance Act. 
While employed by the Washington County Sheriff’s Office, I have received over 2,400 hours of training as documented by the Department of Public Safety Standards and Training (DPSST).  I have completed the 640 hour Basic Police Academy.  I have completed the 112 hour Drug Recognition Expert (DRE) School.  I have completed the 80 hour Drug Enforcement Administration Basic Drug Enforcement Course.  I have also completed the 28 hour Homeland Security Investigations (HSI) Task Force Officer (TFO) School.  I currently possess a Basic Police Certification.  I hold a Bachelor of Arts degree in Architecture from the University of Oregon.
During my career as a Deputy Sheriff I have conducted or been involved numerous investigations involving the possession and/or delivery of illegal narcotics.  These investigations have included interviews with recreational users and/or dealers of illegal drugs, and the seizure and processing of physical evidence as it pertains to the crimes in question.  As a result of these investigations, I have found that suspect and witness statements are frequently corroborated by physical evidence found during the course of the investigation, and by subsequent suspect admissions. I have received training and experience in the investigation of crimes including gathering evidence and information from victims, witnesses, suspects, and processing of crime scenes for physical evidence and preparing such cases for prosecution. I have also received training and experience in gathering evidence from cell phones, both from consensual searches of cell phones as well as from obtaining warrants for cell phones. 
I know from my training and experience that cell phones are capable of storing large amounts of data, including the following: contact lists; call history, including date, time and destination/origination phone number for calls placed/received; text message data, including date, time, destination/origination phone number, message content of text messages placed/received; video files; audio files; and image files.  
I know the information stored in cell phones can be used to identify suspects.  I know that this information can help identify persons in contact with suspects and persons with knowledge about the crimes before, during, and after crimes are committed.  In addition, I know that research into parties calling the phone or being called by the phone can help identify the person who owns and/or operates the phone in question.
I know from my training and experience that cell phones are frequently used in the process of buying and selling illegal narcotics. I know text messages are a common form of communication used in the process of buying and selling illegal narcotics, and those text messages are stored within the phone. 
I know from training and experience that specialized software and computer hardware can be used to examine the contents of mobile phones.  I know this software is capable of retrieving call history, text message history and detail, pictures, videos from numerous types of mobile phones.  In some cases, the software is able to retrieve previously stored data even after a user has deleted it from the phone’s memory.  
I know based on my training and experience that a review of law enforcement records and files such as the Law Enforcement Data System (LEDS), National Crime Information Center (NCIC), Oregon Department of Motor Vehicles (DMV), and other Law Enforcement Data Bases can provide information which includes, but is not limited to: Computerized Criminal History (CCH), previous arrests, case involvement, associates, physical descriptions, current arrest warrants, driving status, activity at pawn shops, alias names used, addresses, and telephone numbers of individuals.
I have made seizures of controlled substances including Heroin, Methamphetamines, LSD, MDMA, ecstasy pills, psychedelic mushrooms, and Cocaine which were confirmed to be Heroin, Methamphetamines, psychedelic mushrooms, and Cocaine by a governmental police laboratory.  I have come to know the subculture of persons involved in the sale, possession and use of controlled substances and can normally determine a substance is a controlled substance before being tested.
I know from my training and experience that large profits can be made by distributors of illicit narcotics. I know from my training and experience that distributors of illicit narcotics often keep large amounts of cash on hand due to the lucrative profits made from the selling of narcotics.  Cash is often kept in the illicit narcotics distributors’ residence, vehicle, or on their person to avoid suspicion or detection by law enforcement. They may retain those valuable illegally obtained proceeds and hide them in their residence, business, out-buildings, as well as within safety deposit boxes, safes, upon their persons, or in secure locations which require a key or other such means to gain access.  
I know from my training and experience that controlled substances are most often sold by their weight.  As a result of these controlled substances being sold by weight, those persons engaged in the distribution of controlled substances commonly maintain sensitive scales or balances at the locations where they distribute or re-package the controlled substances for redistribution. 
I know from my training and experience that controlled substances are packaged in plastic bags, plastic baggies, zip lock plastic baggies, balloons, as well as folded pieces of paper or aluminum foil which are used for re-packaging for resale.  I know that controlled substances are ingested by inhalation, injection, or consumption.  I know items such as razor blades, straws, mirrors, hypodermic needles, spoons, scraps of tin foil, bongs, and pipes are commonly used to ingest controlled substances.
I know from my training and experience investigating controlled substance violations that persons involved in the sale of controlled substances normally sell their product until the supply is depleted, or nearing depletion, and then return to their supplier or manufacturer to replenish their supply of controlled substances so that the person will always have a constant supply of controlled substances for sale. This is commonly referred to as a “re-up.”  It is common for those involved in illicit drug trafficking to receive the illicit drugs in a large quantity.
I know from my training and experience that persons involved in the trafficking of controlled substances commonly keep on their persons, in their vehicles, and in their residences, weapons capable of causing serious physical injury or death, including firearms to protect themselves from unwanted intruders, as well as the police.  Further, because of the illegal nature of the narcotic business, individuals engaged in this business are unwilling to contact law enforcement to report crimes against themselves or their illegal business.  Because of the unavailability of law enforcement protection, weapons are tools of the drug distribution and manufacturing trade. I know based on my training and experience that those involved in the trafficking of illicit narcotics fear the threat of violence should they ever go to the police.
I know from my training and experience that persons involved in the sale of controlled substances often make their sales within the confines of their vehicle. I know this is a common practice because it allows for easy transport of narcotics, concealment from surveillance and a mobile platform. I know the proceeds from the sales of illegal narcotics are also kept in and transported with vehicles.
I know from my training and experience that buyers and sellers of illegal narcotics do not always operate during “normal business hours” and will often times conduct their business late at night. I know these meetings can be very short and take place in places including, but not limited to; residences, both inside and outside; parking lots; inside motor vehicles, both moving and stationary; alleyways; and sidewalks. 
I also know from my training and experience that controlled substance users will use their personal belongings such as backpacks, purses and wallets to carry narcotics, scales, paraphernalia, and currency involving the consumption, purchase, and sales of those narcotics.  I know that cellular telephones are often used to facilitate drug transactions, and that cellular phones are commonly kept in personal items such as backpacks and purses.
I know from my training and experience that persons involved in the possession or sale of controlled substances commonly keep the controlled substances on their persons, in their residences, in their vehicles, in their garages, or in storage sheds on their property especially if they are involved in the sale of controlled substances.
I know from my training and experience that persons involved in the sale and delivery of controlled substances that make a sale in a public place or in public view often will take money from the buyer and then hand the illicit drugs to the buyer discreetly hiding the illicit drugs in a palm of their hand or between their fingers to keep the transaction away from the view of the public. They will also conduct their transactions inside their vehicles in order to conceal the transaction away from the view of the public. It is common for the seller of the illicit drugs to have the controlled substance already pre-packaged and ready for distribution. 
I know from my training and experience that persons involved in the delivery of controlled substances will often not deal directly out of their homes but go to an agreed upon location with the buyer to sell the buyer the controlled substances, then return to their home or to the location the distributor received the drugs from with the money they received from the sale of the controlled substance. I also know distributors of controlled substances will store the packaging materials and controlled substances themselves within their residences. They will bring the agreed upon amount to the location of the sale and leave the rest stored in their residence or in their vehicle. 
Further, that based upon my knowledge, training, and experience, that most often, persons engaged in the distribution of one type of controlled substance will also distribute one or more other types of controlled substance such as cocaine, LSD, MDMA, methamphetamine, and heroin that may be consumed individually.

Snapchat

	I know that Snapchat is a social media platform which allows user to send and receive “self-destructing” messages, pictures, and videos called “snaps”. A snap is a picture or video message taken and shared with other Snapchat users in real time. The sender of a snap has the option of setting a timer for how long the snap can be viewed. This timer can be set by the user for a minimum of one second and a maximum of ten seconds. Once a snap has been viewed, it is deleted from Snapchat’s system and is no longer visible to the recipient.  I further know that users of Snapchat can also communicate by making voice calls and video calls through the Snapchat app.  
	I know that subscriber information including email address(s), phone number(s), name(s), date of birth(s), account creation date(s) can assist law enforcement in confirming and identifying the individual associated with a specific Snapchat account. Similarly, information pertaining to the specific device(s) associated with an account can further assist in confirming or identifying the individual associated with a specific Snapchat account.
	I know that Snapchat users can send text messages to other users using the Chat feature. Once a user leaves the Chat screen, messages viewed by both the sender and the receiver will no longer be visible. If the message is not viewed by both users the message will be automatically deleted from Snapchat’s server after 30 days. The application notifies users when other users or friends are online who the user has previously chatted with.  
	I know that Snapchat users can also create “Our Stories.” Our Stories are a collection of user submitted snaps from different locations and events. A Snapchat user, with the location services turned on in their device, can contribute to a collection of snaps regarding the event, even if they do not know each other. Users can also view Our Stories events even if they are not actually present at the event by subscribing to the story.
	I know that Snapchat users can save their sent or unsent Snaps, posted Stories, and photos and videos from their device’s camera roll in the “Memories”.  Memories are Snapchat’s cloud-storage service.  I know that content saved in Memories is backed up by Snap and may remain in Memories until deleted by the user.  I know that Snapchat users can encrypt their content in Memories by saving it in the “My Eyes Only” section.  I know that in the circumstance that a Snapchat user saves a Memory to My Eyes Only, the content is not accessible to Snapchat and cannot be decrypted and provided to law enforcement.
	I know that Snapchat users can keep photo/video diaries using the Snapchat “Story" feature. Each snap in the story feature documents the user’s experience. Based on the user’s privacy settings, the photos and videos added to a Story can be viewed either by everyone on Snapchat Inc. or just the user’s friend. Stories are visible to other users for up to 24 hours.
	I know from my training and experience that cellular telephones or mobile telephones are handheld wireless devices used primarily for voice communication through radio signals.  Cellular telephones send signals through networks of transmitters/receivers called “cells,” enabling communication with other cellular telephones or traditional “landline” telephones.  Cellular telephones rely on cellular towers, the location of which may provide information on the location of the subject’s telephone.  Cellular telephones may also include global positioning system (“GPS”) technology for determining the location of the device, as well as known WiFi locations identified by the device.  I know from my training and experience that cellular telephones can provide access to the cellular telephone’s GPS coordinates to applications installed on the cellular telephone like Snapchat.  I know from my training and experience that the sharing of the GPS data, between the cellular telephone and the application, can be managed in a cellular telephone device’s “geolocation services” or “location services”.
	I know that Snapchat users can share the geolocation services of their device (cellular telephone) with other users of Snapchat.  I know that if a user has a device-level location services turned on and has opted into locations services on Snapchat, Snapchat will collect location data at various points during the user’s use of Snapchat, and retention periods for location data vary depending on the purpose of the collection.  I know that users of Snapchat have some level of control over the deletion of their location data in the app settings.
	I know from my training and experience that Snapchat has the technical means to generate historical latitude and longitude data with respect to a Snapchat user who has their location services enabled.  I believe the information contained in this affidavit will show the Snapchat user used their Snapchat account to arrange the illegal sale of drugs within the State of Oregon and elsewhere.  I believe evidence of the location, of the Snapchat user, is evidence that will aid the investigation and identification of other unknown members of the Drug Trafficking Organization (DTO).  Knowing the locations of the Snapchat user will help law enforcement agents determine the user’s whereabouts and thereby locations (such as stash houses) used to conduct the narcotics business.  I have been the primary investigator, on other Snapchat investigations, where Snapchat users will use Snapchat to document and advertise their drugs for sale.  I was able to use the location data to determine where the suspects manufactured, stored, and delivered their narcotics to.
	I know that Snapchat maintains records of an account that includes but is not limited to basic subscriber information that may include username, email address, phone number, display name, account creation date and IP address, timestamp and IP address of account logins and logouts.  I know that Snapchat will release the records only if they receive legal process, typically in the form of a search warrant.  I know that Snapchat requires service of legal documents sent to the email address of lawenforcement@snapchat.com. I also know that Law Enforcement requests to Snapchat must also be submitted to Less.Snapchat.com. 
	Based on my training and experience, I know that persons use email, instant messages, internet chat groups, file sharing programs, and social media platforms such as Snapchat to communicate with each other, share information, and share images.  I know that these digital communications made before and after the commission of crimes can be contain invaluable evidence.  I know that these digital communications can be done via computer and/or cellular phones and associated cellular phone applications.

Telegram

	I know that Telegram is an encrypted cloud-based mobile and desktop messaging application.  Telegram’s website describes the service as: “Telegram is a messaging app with a focus on speed and security, it’s super-fast, simple and free. You can use Telegram on all your devices at the same time — your messages sync seamlessly across any number of your phones, tablets or computers. Telegram has over 700 million monthly active users and is one of the 10 most downloaded apps in the world.
With Telegram, you can send messages, photos, videos and files of any type (doc, zip, mp3, etc), as well as create groups for up to 200,000 people or channels for broadcasting to unlimited audiences. You can write to your phone contacts and find people by their usernames. As a result, Telegram is like SMS and email combined — and can take care of all your personal or business messaging needs. In addition to this, we support end-to-end encrypted voice and video calls, as well as voice chats in groups for thousands of participants.”
	I know from my training and experience that if Telegram is served with a legal process, they will not provide the content of any messages on the service.  I also know from my training and experience that Telegram will not disclose any subscriber or contact information pursuant to a court order.

TikTok

TikTok Inc. (“TikTok”) is a multinational corporation with the United States branch located at 5800 Bristol Parkway, Suite 100, Culver City, CA 90230. TikTok is a social media platform which allows users to create and share image content for other TikTok users to view and respond to. TikTok also allows users to communicate with each other in public messaging as well as private direct messaging. 

TikTok maintains user data as part of their standard business practices, which the company will release to law enforcement in response to a legal process. The following types of records are available to law enforcement upon service of a search warrant: 

· Subscriber Information: These records include TikTok username, email address(es) (depending on user’s sign-up method), phone number(s) (Depending on user’s sign-up method), account creation date, IP Address at account creation, and information about the device(s) connected to the account. 
· Log-in/Log-Out data: These records include the IP addresses associated with account login and logout activity, to include the dates and times of the login/logout activity. 
· Interaction data (non-content): These records include IP address logs for interactions (for a specified period only); and video creation dates and times. 
· Content data: These records include video content, comments and direct message content. Video content would include video files created and posted to the subject TikTok account. Comments would include comments made by the user on the TikTok platform related to content. Direct message content would include the content of communication between the user of the subject TikTok account and other TikTok users. The direct message content would also include any media files shared via direct message communication. When a TikTok account is used to distribute and/or possess narcotics, obtaining evidence from TikTok in the form of data stored in the reported account is necessary to obtain evidence of the crimes committed as well as evidence used to identify the person responsible for the criminal conduct. Examining data stored within a TikTok account is necessary in achieving those investigative goals. The data requested would be used as follows: 
1. Subscriber Data: In search warrants for content from electronic service providers (ESP), such as TikTok, subscriber information can provide details about the person who created, accessed and controlled the account. Subscriber data is often provided by the user so it is possible for users to provide false data about themselves. However, some ESP’s attempt to verify information provided, especially regarding contact information (Phone numbers and email addresses). When an ESP verifies information they send either a link or code to the phone number or email address provided by the user. The user then has to input that code in the account to verify they received the code. Subscriber information can also include IP session logs which can be used to identify who created, accessed and controlled a Snapchat account. The data associated with subscriber data is all used for the purpose of attempting to identify who was using the account. 
2. Login/Logout IP Address Content: These records can be used by law enforcement to identify IP addresses used by the person who created, accessed and controlled a TikTok account used to engage in criminal conduct. IP addresses are often associated with private internet connections. Law enforcement can use the IP address history to send legal process to the internet service providers for the IP addresses to obtain information about the person who subscribed to the account. The IP address history also provides information about where the person was accessing the TikTok account. 
3. TikTok Account Content: As stated above, TikTok user content includes 

video content, comments and direct message content. This data is direct evidence of the crimes being investigated and evidence about the person who created, accessed and controlled the account. When there is evidence that a person was inducing a child to produce sexually explicit images of themselves; and the person was enticing the child to engage in sexually explicit conduct then the most direct evidence of the criminal conduct are the communication records and shared media files. Additionally, in this case the suspect told the child that he had communicated with other children, none as young as the victim, meaning that probable cause exists to believe that the subject was enticing other children to engage in sexually explicit conduct. This is evidence of the subject’s sexual interest in children, which is evidence of the crimes being investigated.
 
Investigation

	**Case Narrative** 

Conclusion

Based upon the information contained in this affidavit, I have probable cause to believe that the servers operated by Snapchat will contain evidence of the crimes of:
**List statutes and crimes**

For Snapchat username:
**Snapchat username**

I have not included each and every fact known to me concerning this investigation but have set forth the facts that are necessary to establish probable cause to believe that the requested search warrant will yield evidence in this case.   
Records of Snapchat communication sent by, received by and associated with **Snapchat username** will aid investigators by providing evidence in this investigation, of **Statutes and crimes**, to include potential confessions, location information, and information pertaining to a source of supply. 
Therefore, I petition for the issuance of a search warrant authorizing the search, seizure, and examination for the below listed items, for the below listed Snapchat, Inc. accounts, which I believe are located at Snap, Inc., 2772 Donald Douglas Loop North, Santa Monica, California, 90405:

· From the Snapchat accounts of:
· **Snapchat username**
· The following records from Beginning Date through End Date:
· Basic subscriber information: including, but not limited to, the username, display name, name, e-mail address, phone number(s), account creation date, passwords, and date/time stamp including IP addresses of account logins and logouts.
· Logs of previous Snaps, Stories, and Chats, to include phone and video calls/chats via the Snapchat app.  Include sender, recipient, date, and time.
· Any available content of Snaps, Stories, Chats, Videos and Memories.
· Any available location data or metadata available.
This search warrant is requested pursuant to ORS 136.583, which authorizes the seizure of documents or records outside the State of Oregon for crimes that were committed in or triable in the State of Oregon.  ORS 136.583 (3) further states that the recipient of this order shall produce the requested documents or records within 20 days of receipt of the court order; unless otherwise directed by the court, having good cause shown, or the applicant consents to a request from the recipient for additional time to comply with the process.  ORS 136.583 further states that the recipient shall verify the authenticity of the document and/or records that are the subject of this warrant by means of a declaration or affidavit that includes the contact information for the custodian of records or other qualified person.
Because this is an active investigation, I request that the court seal this record and direct Snap, Inc. and their representatives, agents, and employees, not to disclose in any manner, to the account subscriber, or to any other person, the existence of this search warrant, in full or redacted form, or of this investigation, unless otherwise ordered by this court.  I believe that a disclosure of this requested warrant may cause other involved parties to delete any relevant content or accounts they may possess and compromise this investigation.
WHEREFORE, your affiant prays the court for a search warrant authorizing the search of the above- described items for the seizure of evidence as herein described in this affidavit.
			Dated this __ day of _________, 202_			
		
					________________________________________
					Affiant
				
SUBSCRIBED AND SWORN TO BEFORE ME THIS __ DAY OF _________, 202_.


					_______________________________
					Washington County Circuit Court Judge 
