IN THE CIRCUIT COURT OF THE STATE OF OREGON
FOR THE COUNTY OF WASHINGTON       
      STATE OF OREGON		)
      				)   ss. 		AFFIDAVIT FOR SEARCH WARRANT
      County of Washington	)		

I, the undersigned, upon my oath, do hereby depose and say that I, NAME, am employed as a Narcotics Investigator with the Washington County Sheriff’s Office Westside Interagency Narcotics (WIN) team.  I have been employed full-time as a Deputy Sheriff with the Washington County Sheriff’s Office since August 2012.  I hold a basic police certificate from the Oregon Department of Public Safety Standards and Training (DPSST).  I am currently assigned as a Narcotics Investigator with the WIN team where my duties are to investigate violations of the Uniform Controlled Substance Act.  I am also assigned as a Task Force Officer (TFO) with the Portland Homeland Security Investigations (HSI) office.

I possess a bachelor of arts degree in Architecture from the University of Oregon.  I am a 2013 graduate of the Oregon Department of Public Safety Standards and Training (DPSST) Basic Police Academy.  The training from DPSST and Washington County Sheriff’s Office included, but was not limited to, criminal investigations involving the illegal possession, delivery, and manufacture of controlled substances.  I have received additional narcotics training from the Drug Enforcement Administraion (DEA) and the Department of Homeland Security (DHS).  I have also attended, and presented at, national and international narcotics training conferences.

During my career, I have received over 2500 hours of training on various subjects, including relating to the investigation of crimes such as the illegal possession, delivery, and manufacture of controlled substances.

Based on my training and experience, I know that persons use email, instant messages, internet chat groups, file sharing programs, and social media platforms (ie: Facebook, Instagram, Twitter, Snapchat, etc.) to communicate with each other, share information, and share images.  I know that these digital communications made before and after the commission of crimes can be contain invaluable evidence.  I know that these digital communications can be done via computer and/or cellular phones and associated cellular phone applications.

The information in this affidavit will set forth facts of this investigation for the purpose of securing a search warrant.  I have not included each and every fact known to me concerning this ongoing investigation but have set forth the facts that are necessary to establish probable cause for search warrants.


SNAPCHAT
I know that Snapchat is a social media platform which allows user to send and receive “self-destructing” messages, pictures, and videos called “snaps”. A snap is a picture or video message taken and shared with other Snapchat users in real time. The sender of a snap has the option of setting a timer for how long the snap can be viewed. This timer can be set by the user for a minimum of one second and a maximum of ten seconds. Once a snap has been viewed, it is deleted from Snapchat’s system and is no longer visible to the recipient.  I further know that users of Snapchat can also communicate by making voice calls and video calls through the Snapchat app.  

I know that subscriber information including email address(s), phone number(s), name(s), date of birth(s), account creation date(s) can assist law enforcement in confirming and identifying the individual associated with a specific Snapchat account. Similarly, information pertaining to the specific device(s) associated with an account can further assist in confirming or identifying the individual associated with a specific Snapchat account.

I know that Snapchat users can send text messages to other users using the Chat feature. Once a user leaves the Chat screen, messages viewed by both the sender and the receiver will no longer be visible. If the message is not viewed by both users the message will be automatically deleted from Snapchat’s server after 30 days. The application notifies users when other users or friends are online who the user has previously chatted with.  

I know that Snapchat users can also create “Our Stories.” Our Stories are a collection of user submitted snaps from different locations and events. A Snapchat user, with the location services turned on in their device, can contribute to a collection of snaps regarding the event, even if they do not know each other. Users can also view Our Stories events even if they are not actually present at the event by subscribing to the story.

I know that Snapchat users can save their sent or unsent Snaps, posted Stories, and photos and videos from their device’s camera roll in the “Memories”.  Memories are Snapchat’s cloud-storage service.  I know that content saved in Memories is backed up by Snap and may remain in Memories until deleted by the user.  I know that Snapchat users can encrypt their content in Memories by saving it in the “My Eyes Only” section.  I know that in the circumstance that a Snapchat user saves a Memory to My Eyes Only, the content is not accessible to Snapchat and cannot be decrypted and provided to law enforcement.

I know that Snapchat users can keep photo/video diaries using the Snapchat “Story" feature. Each snap in the story feature documents the user’s experience. Based on the user’s privacy settings, the photos and videos added to a Story can be viewed either by everyone on Snapchat Inc. or just the user’s friend. Stories are visible to other users for up to 24 hours.

I know from my training and experience that cellular telephones or mobile telephones are handheld wireless devices used primarily for voice communication through radio signals.  Cellular telephones send signals through networks of transmitters/receivers called “cells,” enabling communication with other cellular telephones or traditional “landline” telephones.  Cellular telephones rely on cellular towers, the location of which may provide information on the location of the subject’s telephone.  Cellular telephones may also include global positioning system (“GPS”) technology for determining the location of the device, as well as known WiFi locations identified by the device.  I know from my training and experience that cellular telephones can provide access to the cellular telephone’s GPS coordinates to applications installed on the cellular telephone like Snapchat.  I know from my training and experience that the sharing of the GPS data, between the cellular telephone and the application, can be managed in a cellular telephone device’s “geolocation services” or “location services”.

I know that Snapchat users can share the geolocation services of their device (cellular telephone) with other users of Snapchat.  I know that if a user has a device-level location services turned on and has opted into locations services on Snapchat, Snapchat will collect location data at various points during the user’s use of Snapchat, and retention periods for location data vary depending on the purpose of the collection.  I know that users of Snapchat have some level of control over the deletion of their location data in the app settings.

I know from my training and experience that Snapchat has the technical means to generate historical latitude and longitude data with respect to a Snapchat user who has their location services enabled.  I believe the information contained in this affidavit will show the Snapchat user used their Snapchat account to arrange the illegal sale of drugs within the State of Oregon and elsewhere.  I believe evidence of the location, of the Snapchat user, is evidence that will aid the investigation and identification of other unknown members of the Drug Trafficking Organization (DTO).  Knowing the locations of the Snapchat user will help law enforcement agents determine the user’s whereabouts and thereby locations (such as stash houses) used to conduct the narcotics business.  I have been the primary investigator, on other Snapchat investigations, where Snapchat users will use Snapchat to document and advertise their drugs for sale.  I was able to use the location data to determine where the suspects manufactured, stored, and delivered their narcotics to.

I know that Snapchat maintains records of an account that includes but is not limited to basic subscriber information that may include username, email address, phone number, display name, account creation date and IP address, timestamp and IP address of account logins and logouts.  I know that Snapchat will release the records only if they receive legal process, typically in the form of a search warrant.  I know that Snapchat requires service of legal documents sent to the email address of lawenforcement@snapchat.com. I also know that Law Enforcement requests to Snapchat must also be submitted to Less.Snapchat.com. 

Based on my training and experience, I know that persons use email, instant messages, internet chat groups, file sharing programs, and social media platforms such as Snapchat to communicate with each other, share information, and share images.  I know that these digital communications made before and after the commission of crimes can be contain invaluable evidence.  I know that these digital communications can be done via computer and/or cellular phones and associated cellular phone applications.

TELEGRAM

I know that Telegram is an encrypted cloud-based mobile and desktop messaging application.  Telegram’s website describes the service as: “Telegram is a messaging app with a focus on speed and security, it’s super-fast, simple and free. You can use Telegram on all your devices at the same time — your messages sync seamlessly across any number of your phones, tablets or computers. Telegram has over 700 million monthly active users and is one of the 10 most downloaded apps in the world.
With Telegram, you can send messages, photos, videos and files of any type (doc, zip, mp3, etc), as well as create groups for up to 200,000 people or channels for broadcasting to unlimited audiences. You can write to your phone contacts and find people by their usernames. As a result, Telegram is like SMS and email combined — and can take care of all your personal or business messaging needs. In addition to this, we support end-to-end encrypted voice and video calls, as well as voice chats in groups for thousands of participants.”
I know from my training and experience that if Telegram is served with a legal process, they will not provide the content of any messages on the service.  I also know from my training and experience that Telegram will not disclose any subscriber or contact information pursuant to a court order.

IP ADDRESSES, PEN REGISTER TRAP AND TRACE, AND GEOLOCATION DATA

I know from my training and experience that nearly all user-initiated social media activity, including the posting of images, status updates, the sending of messages, etc., is associated with an Internet Protocol (IP) address. This IP address will assist in finding the geographic location from which any messages made by the subject were posted, to include if these messages are sent with a mobile device. I know that mobile devices connected to a social media account can sometimes store location data associated with the device’s social media activity. I believe that obtaining the records requested in this affidavit will help identify from which mobile or wireless networks the subject, or anyone with access to his social media profile, is in fact accessing that profile. This information will help identify the suspect’s current location, establish a pattern of movement while committing crime(s), identify customers, co-conspirators, stash houses, and further the investigation named in this affidavit. 
 
I know from my training, experience, and speaking with other officers and their experiences that Snap, Inc. honors Pen Register/Trap and Trace Orders for their profiles.  I know from my training and experience that a Pen Register is a device, or process, that traces the outgoing transmission of information from a targeted account.  The Trap and Trace order is a device, or process, that captures the incoming transmission of information to a targeted account.  Information the company can provide can include IP address logs, “message headers,” login activity, GPS locations, and location information associated with any device used to log into a social media account.  Snap, Inc. or their designee can provide such to a given email address on an as-needed basis, depending on the facts of a given case. 
 
Message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, location histories, GPS locations, and the installation of a pen register and trap and trace device on the subject account will assist in locating the subject, other customers, co-conspirators, stash locations, and other locations pertinent to this investigation. The information requested in this affidavit is necessary, and relevant, to the investigation and will assist in locating the subject.   
 
In my training and experience I know the message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, location histories, GPS locations, and the installation of a pen register and trap and trace device has yielded information in past investigations that is relevant and material to criminal investigations.  Such information included leads relating to identifying the source of supply for narcotics, associates and other individuals who commonly communicate with the suspect, or identities of anyone who may aid in the distribution of narcotics.  I know that, based upon my training and experience, one method to identify associates is to obtain account information for messages made to and from the subject account and then conduct an investigation related to those names and addresses.  Based upon the subscriber information, investigators can monitor the addresses and determine the use of the associated address for the Drug Trafficking Organization (DTO). 

I know from my training and experience that the general geographic location of the subject derived from message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, GPS locations, and location histories can be used to corroborate the observations of surveillance agents assisting in the criminal investigation.
 
I know that the installation and use of a pen register and trap and trace device on subject account will in no way allow the active, real-time monitoring of any content or conversation(s).   
 
I know that the information likely to be obtained from this request for a pen register/trap and trace device is relevant to an ongoing criminal investigation being conducted by the Washington County Sheriff’s Office Westside Interagency Narcotics team. 

PURPOSE OF AFFIDAVIT
I am submitting this affidavit in support of an application for a search warrant pursuant to ORS 136.583, which authorizes the seizure of documents or records outside of the State of Oregon, to search, seize, and analyze records from Snapchat.
REQUESTED SEARCH WARRANT
I have probable cause to believe the unidentified operator of Snapchat account USERNAME committed the crimes of STATUTE AND CRIME.  This affidavit is for the purpose of obtaining evidence from Snapchat related to the crime as follows:
[bookmark: _Hlk33593371]From the Snapchat account USERNAME for the dates BEGINNING DATE through END DATE:
· All subscriber information to include contact and personal identifying information, including full name, username, vanity name, birth date, contact e-mail addresses, phone numbers (including two factor authentication numbers or email addresses), Snapchat passwords, physical address (including city, state, and zip code), screen names, and other personal identifiers; 
· Additional Snapchat accounts that were registered to the email address and/or phone number(s) utilized to establish the account; 
· All Accounts associated by device or cookie: to include username, vanity name, cellphone number and email address. 
· All devices(s) used and otherwise associated with the subscriber’s account – ESN, ICCID, IMSI, IMEI and MAC address numbers and activation dates; 
· Logs of previous Snaps, Stories, Memories, and Chats, to include phone and video calls/chats via the Snapchat app.  Include the sender, recipient, date, and time.
· Any available content of Snaps, Stories, Memories, Chats, and Videos;  
· All location information collected, including GPS data, IP logs and associated port IDs, including all records of the IP addresses that logged into the account; 
· All records pertaining to communications between Snapchat and any person regarding the user or the user’s Snapchat account, including contacts with support services and records of actions taken. 

The installation of a Pen Register/Trap and Trace on the USERNAME Snapchat account authorizing:
1. A pen register/trap and trace device be installed on the subject account by Snap, Inc. or their designee, to register subject accounts, to record message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories, for a period of thirty (30) days from the date the warrant is served upon the internet service/social media provider (hereinafter known as the "thirty (30) day time period"), or until such time as the investigation is completed, whichever comes first. 
 
2. Snap, Inc. or their designee, pursuant to probable cause, shall provide, on an ongoing (NOT real-time) basis, message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories relating to the subject account, beginning from the date the warrant is served on the internet service/social media provider, and continuing for the thirty (30) day time period, or until the investigation is completed, whichever comes first. 
 
3. Snap, Inc. or their designee shall authorize and provide Deputy Christopher Iverson and the Washington County Sheriff’s Office ongoing (NOT real-time) access to the following information relating to the subject account: message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories related to the pen register/trap and trace device, some of which is only available to such authorized users, sent to Deputy Iverson,  once every 15 minutes via the email address christopher_iverson@washingtoncountyor.gov, beginning from the date the warrant is served on the internet service/social media provider, and continuing for the thirty (30) day time period, or until the investigation is completed, whichever comes first. 
 
4. All physical location data, to include geolocation, other locations services, and GPS if available, collected by Snap, Inc. or their designee for the user of the account, including any data collected by Snap, Inc. or their designee’s location services via the user's mobile phone or other device, on a real-time or near-real time basis. Snap, Inc. or their designee is required to provide any such data they collect, regardless of the time of day.  
 
5. That Snap, Inc. or their designee shall furnish law enforcement information including message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories, unobtrusively and with minimum interference with the services that are accorded the persons whose transmissions are the subject of the pen register and trap and trace device.  

Snap, Inc., or any subsidiaries, shall not take adverse action against Snapchat account USERNAME, to include disabling the username, de-platforming or making the user content invisible to other Snapchat users, or otherwise deleting the account based solely on the receipt of the legal document and/or the information contained within.  Snap, Inc. shall not provide notice to user username of the existence of this legal document.

CASE NARRATIVE

INVESTIGATIVE NARRATIVE

LIMITS OF SCOPE AND TIME

I have outlined specific limits of scope and time for the search requested.  The drug advertisements displayed in the Telegram channel, that is directly linked to the username Snapchat account, extend as far back as beginning date.  I am only requesting the information, contained within the Snapchat account, from beginning date to end date.  The advertisement, in the Telegram channel, from 3/19/2024 specifically called on customers to ensure they were friends with the Snapchat account in case another social media platform was compromised or deleted.  The Snapchat Chat conversation between Deputy Hansen and the operator of the account, where Deputy Hansen solicited the sale of psilocybin mushrooms, also occurred within this time frame.  The documented consistency in drug sales will more likely than not be contained within that timeframe and maintained by Snapchat.  I am also requesting to receive information from the portions of the username account where I have probable cause that crimes have been committed.  

REQUEST FOR SEARCH WARRANT

Based on the aforementioned information, I have probable cause that the unidentified operator of Snapchat account USERNAME committed the crimes of CRIME AND STATUTE.  
I therefore ask that the court issue a warrant commanding the search of records possessed by Snapchat, in possession of, and maintained by, Snap, Inc., 2772 Donald Douglas Loop North, Santa Monica, CA 90405, for the following:

From the Snapchat account username for the dates beginning date through end date:
· All subscriber information to include contact and personal identifying information, including full name, username, vanity name, birth date, contact e-mail addresses, phone numbers (including two factor authentication numbers or email addresses), Snapchat passwords, physical address (including city, state, and zip code), screen names, and other personal identifiers; 
· Additional Snapchat accounts that were registered to the email address and/or phone number(s) utilized to establish the account; 
· All Accounts associated by device or cookie: to include username, vanity name, cellphone number and email address. 
· All devices(s) used and otherwise associated with the subscriber’s account – ESN, ICCID, IMSI, IMEI and MAC address numbers and activation dates; 
· Logs of previous Snaps, Stories, Memories, and Chats, to include phone and video calls/chats via the Snapchat app.  Include the sender, recipient, date, and time.
· Any available content of Snaps, Stories, Memories, Chats, and Videos;  
· All location information collected, including GPS data, IP logs and associated port IDs, including all records of the IP addresses that logged into the account; 
· All records pertaining to communications between Snapchat and any person regarding the user or the user’s Snapchat account, including contacts with support services and records of actions taken. 

The installation of a Pen Register/Trap and Trace on the username Snapchat account authorizing:
1. A pen register/trap and trace device be installed on the subject account by Snap, Inc. or their designee, to register subject accounts, to record message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories, for a period of thirty (30) days from the date the warrant is served upon the internet service/social media provider (hereinafter known as the "thirty (30) day time period"), or until such time as the investigation is completed, whichever comes first. 
 
2. Snap, Inc. or their designee, pursuant to probable cause, shall provide, on an ongoing (NOT real-time) basis, message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories relating to the subject account, beginning from the date the warrant is served on the internet service/social media provider, and continuing for the thirty (30) day time period, or until the investigation is completed, whichever comes first. 
 
3. Snap, Inc. or their designee shall authorize and provide Deputy Christopher Iverson and the Washington County Sheriff’s Office ongoing (NOT real-time) access to the following information relating to the subject account: message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories related to the pen register/trap and trace device, some of which is only available to such authorized users, sent to Deputy Iverson,  once every 15 minutes via the email address christopher_iverson@washingtoncountyor.gov, beginning from the date the warrant is served on the internet service/social media provider, and continuing for the thirty (30) day time period, or until the investigation is completed, whichever comes first. 
 
4. All physical location data, to include geolocation, other locations services, and GPS if available, collected by Snap, Inc. or their designee for the user of the account, including any data collected by Snap, Inc. or their designee’s location services via the user's mobile phone or other device, on a real-time or near-real time basis. Snap, Inc. or their designee is required to provide any such data they collect, regardless of the time of day.  
 
5. That Snap, Inc. or their designee shall furnish law enforcement information including message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories, unobtrusively and with minimum interference with the services that are accorded the persons whose transmissions are the subject of the pen register and trap and trace device.  
 
That Snap, Inc. or their designee shall furnish law enforcement information including message headers (NOT message content), all Internet Protocol (IP) address logs, last known locations, and location histories, unobtrusively and with minimum interference with the services that are accorded the persons whose transmissions are the subject of the pen register and trap and trace device. 

The evidence prayed for in this affidavit pertains to crimes committed in and a case to be prosecuted in Washington County, Oregon.  

This search warrant is requested pursuant to ORS 136.583, which authorizes the seizure of documents or records outside the State of Oregon for crimes that were committed in or triable in the State of Oregon.  ORS 136.583 (3) further states that the recipient of this order shall produce the requested documents or records within 20 days of receipt of the court order; unless otherwise directed by the court, having good cause shown, or the applicant consents to a request from the recipient for additional time to comply with the process.  ORS 136.583 further states that the recipient shall verify the authenticity of the document and/or records that are the subject of this warrant by means of a declaration or affidavit that includes the contact information for the custodian of records or other qualified person.

Furthermore, per California Penal Code 1524.2(b) and/or (c), where Snap, Inc. is subject to the jurisdiction of that court, Snap, Inc. is required to provide to this affiant all records sought pursuant to this warrant within five (5) business days of receipt, including those records maintained or located outside the State of California.

Because this is an active investigation, I request that the court seal this record and direct Snap, Inc., and their representatives, agents, and employees, not to disclose in any manner, to the account subscriber, or to any other person, the existence of this search warrant, in full or redacted form, or of this investigation, unless otherwise ordered by this court.  I believe that a disclosure of this requested warrant may cause other involved parties to delete any relevant content or accounts they may possess and compromise this investigation.

Dated this _________. 

				       ________________________________
	                                                   TITLE / NAME / BADGE NUMBER

SUBSCRIBED and SWORN to before me this ______ day of _____________, 2026.     

                                                              _________________________________
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