IN THE CIRCUIT COURT OF THE STATE OF OREGON
FOR THE COUNTY OF MULTNOMAH       
      STATE OF OREGON		)
      				)   ss. 		AFFIDAVIT FOR SEARCH WARRANT
      County of Multnomah	)		

I, the undersigned, upon my oath, do hereby depose and say that I, NAME, am employed as a Narcotics Investigator with the Washington County Sheriff’s Office Westside Interagency Narcotics (WIN) team.  I have been employed full-time as a Deputy Sheriff with the Washington County Sheriff’s Office since August 2012.  I hold a basic police certificate from the Oregon Department of Public Safety Standards and Training (DPSST).  I am currently assigned as a Narcotics Investigator with the WIN team where my duties are to investigate violations of the Uniform Controlled Substance Act.  I am also assigned as a Task Force Officer (TFO) with the Portland Homeland Security Investigations (HSI) office.

I possess a bachelor of arts degree in Architecture from the University of Oregon.  I am a 2013 graduate of the Oregon Department of Public Safety Standards and Training (DPSST) Basic Police Academy.  The training from DPSST and Washington County Sheriff’s Office included, but was not limited to, criminal investigations involving the illegal possession, delivery, and manufacture of controlled substances.  I have received additional narcotics training from the Drug Enforcement Administraion (DEA) and the Department of Homeland Security (DHS).  I have also attended, and presented at, national and international narcotics training conferences.

During my career, I have received over 2500 hours of training on various subjects, including relating to the investigation of crimes such as the illegal possession, delivery, and manufacture of controlled substances.

Based on my training and experience, I know that persons use email, instant messages, internet chat groups, file sharing programs, and social media platforms (ie: Facebook, Instagram, Twitter, Snapchat, etc.) to communicate with each other, share information, and share images.  I know that these digital communications made before and after the commission of crimes can be contain invaluable evidence.  I know that these digital communications can be done via computer and/or cellular phones and associated cellular phone applications.

The information in this affidavit will set forth facts of this investigation for the purpose of securing a search warrant.  I have not included each and every fact known to me concerning this ongoing investigation but have set forth the facts that are necessary to establish probable cause for search warrants.


INSTAGRAM
Instagram is a very popular, free online photo and video sharing and direct messaging service. I am familiar with how it operates. I know that Instagram currently counts over one billion users. Users can view photos and videos online at www.instagram.com. Users can also post photos and videos via the Instagram application on an internet-enabled cell phone or wireless device. Instagram users can post comments which are publicly visible and also send private, direct messages to other users. These messages may contain photos and/or videos. User names are customizable by the user and each user is uniquely identified by a Universal Record Locator (“URL”) (e.g. www.instagram.com/johnsmith).

As part of its normal business practice, Instagram maintains and stores records. These records include, but are not limited to, photos and videos posted by users, comments made by users about photos and videos posted by other users, private messages exchanged between users, live photos and videos posted and exchanged by users, etc. Their records include messages that have been deleted by users.

I have successfully obtained such records in the past via search warrants. Instagram is a subsidiary of Meta Platforms, Inc., I know that Meta Platforms, Inc., only releases their records pursuant to valid court orders, such as a search warrant. I know from past experience that Meta Platforms, Inc., accepts search warrants and other legal process via their online law enforcement portal.  I know that Meta Platforms, Inc., is located at 1601 Willow Road, Menlo Park, CA, 94025. 

PURPOSE OF AFFIDAVIT
I am submitting this affidavit in support of an application for a search warrant pursuant to ORS 136.583, which authorizes the seizure of documents or records outside of the State of Oregon, to search, seize, and analyze records from Instagram.
APPLICABLE LAW
I have probable cause to believe that **Name and DOB of Suspect** committed the crimes of **List of Crimes**.  This affidavit is for the purpose of obtaining evidence from Instagram related to those crimes as follows:
[bookmark: _Hlk33593371]From the Instagram account **Instagram username** for the dates **Beginning Date** through **End Date**:

· Account holder information including, but not limited to, the username, display name, name, e-mail address, phone number(s), account creation date, and date/time stamp including IP addresses of account logins and logouts
· Any and all direct messages sent or received, to include deleted direct messages;
· Any and all photos and videos sent or received, to include deleted photos and videos;
· Any and all photos and videos added to Stories and Posts

CASE NARRATIVE

**Case Narrative**

LIMITS OF SCOPE AND TIME

I have outlined specific limits of scope and time for the search requested.  The drug advertisements, displayed in Instagram account **Instagram username**, extend as far back as 49 weeks.  I am only requesting the last 60 days of information contained within the account.  The documented persistence of the drug and firearm related posts will more likely than not be contained within the last 60 days of information maintained by Instagram.  I am also requesting to receive information from the portions of the **Instagram username** account where I have probable cause that crimes have been committed.  

REQUEST FOR SEARCH WARRANT

Based on the aforementioned information, I have probable cause that **Name and DOB of Suspect** committed the crimes of List of Crimes.
I therefore ask that the court issue a warrant commanding the search of records possessed by Instagram, in possession of, and maintained by, Meta Platforms, Inc., 1 Meta Way, Menlo Park, California, 94025, for the following:

From the Instagram account **Instagram Username** for the dates **Beginning Date** through **End Date**:

· Account holder information including, but not limited to, the username, display name, name, e-mail address, phone number(s), account creation date, and date/time stamp including IP addresses of account logins and logouts
· Any and all direct messages sent or received, to include deleted direct messages;
· Any and all photos and videos sent or received, to include deleted photos and videos;
· Any and all photos and videos added to Stories and Posts

The evidence prayed for in this affidavit pertains to crimes committed in and a case to be prosecuted in Washington County, Oregon.  

This search warrant is requested pursuant to ORS 136.583, which authorizes the seizure of documents or records outside the State of Oregon for crimes that were committed in or triable in the State of Oregon.  ORS 136.583 (3) further states that the recipient of this order shall produce the requested documents or records within 20 days of receipt of the court order; unless otherwise directed by the court, having good cause shown, or the applicant consents to a request from the recipient for additional time to comply with the process.  ORS 136.583 further states that the recipient shall verify the authenticity of the document and/or records that are the subject of this warrant by means of a declaration or affidavit that includes the contact information for the custodian of records or other qualified person.

Furthermore, per California Penal Code 1524.2(b) and/or (c), where Meta, Inc. is subject to the jurisdiction of that court, Meta, Inc. is required to provide to this affiant all records sought pursuant to this warrant within five (5) business days of receipt, including those records maintained or located outside the State of California.

Because this is an active investigation, I request that the court seal this record and direct Meta, Inc., and their representatives, agents, and employees, not to disclose in any manner, to the account subscriber, or to any other person, the existence of this search warrant, in full or redacted form, or of this investigation, unless otherwise ordered by this court.  I believe that a disclosure of this requested warrant may cause other involved parties to delete any relevant content or accounts they may possess and compromise this investigation.

Dated this __ day of _______, 202_. 

				       ________________________________
	                                                   Affiant

SUBSCRIBED and SWORN to before me this ______ day of _____________, 202_.     

                                                              _________________________________
                                                              Multnomah County Circuit Court Judge
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