
IN THE CIRCUIT COURT OF THE STATE OF OREGON
FOR THE COUNTY OF COLUMBIA       

 STATE OF OREGON		)
      				)   ss. 			AFFIDAVIT FOR SEARCH WARRANT
 County of Columbia		)		

I, the undersigned, upon my oath, do hereby depose and say that I, NAME, am employed as a Deputy Sheriff with the Washington County Sheriff’s Office.  I have been employed full-time as a Deputy Sheriff with this agency since August of 2012.  I am currently assigned as a Narcotics Investigator with the Westside Interagency Narcotics (WIN) team, where part of my duties include, but are not limited to, the investigation of crimes relating to the violation of the Uniform Controlled Substance Act.  I am also a Task Force Officer (TFO) with Homeland Security Investigations (HSI).  

While employed by the Washington County Sheriff’s Office, I have received over 2,400 hours of training as documented by the Department of Public Safety Standards and Training (DPSST).  I have completed the 640 hour Basic Police Academy.  I have completed the 112 hour Drug Recognition Expert (DRE) School.  I have also completed the 80 hour Drug Enforcement Administration (DEA) Basic Drug Enforcement Course.  I have also completed the 28 hour Homeland Security Investigations (HSI) Task Force Officer (TFO) School, and an 8 hour HSI TFO recertification training.  I currently possess a Basic Police Certification.  I hold a Bachelor of Arts degree in Architecture from the University of Oregon.

I have received specialized training in the area of narcotics investigations including; narcotics identification, surveillance techniques, handling and packaging of evidence, and testing of suspected controlled substances by scientifically accepted methods. This training has been provided to me by DPSST, the United States Drug Enforcement Administration (DEA), and in-service training through the Washington County Sheriff’s Office.  Included in my training and experience, I have training specific to the identification and investigation of people involved in the use, sale, manufacturing and/or delivery of controlled substances including, but not limited to, methamphetamine, cocaine, marijuana, MDMA, heroin and other controlled substances.  

I have been personally involved in no less than thirty (30) arrests involving the violation of the Uniform Controlled Substance Act where suspected controlled substances were confiscated and field tested, and then a confirmatory test was performed by the Oregon State Crime Laboratory which confirmed the identity of the substance.

Based on my training, experience, and conversations with other agents, law enforcement personnel, and cooperating citizens, I have become familiar with the methods used by narcotics traffickers to smuggle and safeguard narcotics, to distribute narcotics, to launder money and to conduct the financial manipulation of drug proceeds obtained from the distribution of controlled substances.  I am also familiar with methods and sophisticated tactics that large drug trafficking organizations (DTOs) routinely use in their efforts to thwart investigations of their narcotics organizations.  I have also participated in surveillance operations, executed search warrants, and debriefed informants as well as cooperating witnesses.

Based on my training and experience, I know that persons use email, instant messages, internet chat groups, file sharing programs, and social media platforms (ie: Facebook, Twitter, Snapchat, etc.) to communicate with each other, share information, and share images.  I know that these digital communications made before and after the commission of crimes can be contain invaluable evidence.  I know that these digital communications can be done via computer and/or cellular phones and associated cellular phone applications.

The information in this affidavit will set forth facts of this investigation for the purpose of securing a search warrant.  I have not included each and every fact known to me concerning this ongoing investigation but have set forth the facts that are necessary to establish probable cause for search warrants.

Facebook, Inc. (Facebook) Specific Information

Based on my experience using the webpage www.facebook.com and prior investigations I know the following:

Facebook, Inc. (“Facebook”) offers a variety of on-line services, including electronic mail ("e-mail") access, to the general public.  Facebook owns and operates a free-access social networking website of the same name that can be accessed at www.facebook.com.  Facebook allows its users to establish accounts with Facebook, and users can then use their accounts to share written news, photographs, videos, and other information with other Facebook users, and sometimes with the general public.
Subscribers to Facebook are asked to provide basic contact information to Facebook, either during the registration process or thereafter.  This information may include the user’s full name, birth date, contact e-mail addresses, physical address (including city, state, and zip code), telephone numbers, screen names, websites, and other personal identifiers.  Facebook also assigns a user identification number to each account.

Facebook users can select different levels of privacy for the communications and information associated with their Facebook accounts.  By adjusting these privacy settings, a Facebook user can make information available only to himself or herself, to particular Facebook users, to all Facebook users, or to anyone with access to the Internet, including people who are not Facebook users.  Facebook accounts also include other account settings that users can adjust to control, for example, the types of notifications they receive from Facebook.

Facebook users may join one or more groups or networks to connect and interact with other users who are members of the same group or network.  A Facebook user can also connect directly with individual Facebook users by sending each user a “Friend Request.”  If the recipient of a “Friend Request” accepts the request, then the two users will become “Friends” for purposes of Facebook and can exchange communications or view information about each other.  Each Facebook user’s account includes a list of that user’s “Friends” and a “Mini-Feed,” which highlights information about the user’s “Friends,” such as profile changes, upcoming events, and birthdays. 

Facebook users can create profiles that include photographs, lists of personal interests, and other information.  Facebook users can also post “status” updates about their whereabouts and actions, as well as links to videos, photographs, articles, and other items available elsewhere on the Internet.  Facebook users can also post information about upcoming “events,” such as social occasions, by listing the event’s time, location, host, and guest list.  A particular user’s profile page also includes a “Wall,” which is a space where the user and his or her “Friends” can post messages, attachments, and links that will typically be visible to anyone who can view the user’s profile.  

Facebook has a Photos application, where users can upload an unlimited number of albums and photos.  Another feature of the Photos application is the ability to “tag” (i.e., label) other Facebook users in a photo or video.  When a user is tagged in a photo or video, he or she receives a notification of the tag and a link to see the photo or video.  For Facebook’s purposes, a user’s “Photoprint” includes all photos uploaded by that user that have not been deleted, as well as all photos uploaded by any user that have that user tagged in them.
Facebook users can exchange private messages on Facebook Messenger with other users.  These messages, which are similar to e-mail messages, are sent to the recipient’s “Inbox” on Facebook, which also stores copies of messages sent by the recipient, as well as other information.  Facebook users can also post comments on the Facebook profiles of other users or on their own profiles; such comments are typically associated with a specific posting or item on the profile.     

Facebook Notes is a blogging feature available to Facebook users, and it enables users to write and post notes or personal web logs (“blogs”), or to import their blogs from other services, such as Xanga, LiveJournal, and Blogger.  

Facebook also has a Marketplace feature, which allows users to post free classified ads.  Users can post items for sale, housing, jobs, and other items on the Marketplace.

In addition to the applications described above, Facebook also provides its users with access to thousands of other applications on the Facebook platform.  When a Facebook user accesses or uses one of these applications, an update about that the user’s access or use of that application may appear on the user’s profile page. 

Facebook uses the term “Neoprint” to describe an expanded view of a given user profile.  The “Neoprint” for a given user can include the following information from the user’s profile:  profile contact information; Mini-Feed information; status updates; links to videos, photographs, articles, and other items; Notes; Wall postings; friend lists, including the friends’ Facebook user identification numbers; groups and networks of which the user is a member, including the groups’ Facebook group identification numbers; future and past event postings; rejected “Friend” requests; comments; gifts; pokes; tags; and information about the user’s access and use of Facebook applications.

Facebook also retains Internet Protocol (“IP”) logs for a given user ID or IP address.  These logs may contain information about the actions taken by the user ID or IP address on Facebook, including information about the type of action, the date and time of the action, and the user ID and IP address associated with the action.  For example, if a user views a Facebook profile, that user’s IP log would reflect the fact that the user viewed the profile, and would show when and from what IP address the user did so.  

Social networking providers like Facebook typically retain additional information about their users’ accounts, such as information about the length of service (including start date), the types of service utilized, and the means and source of any payments associated with the service (including any credit card or bank account number).  In some cases, Facebook users may communicate directly with Facebook about issues relating to their account, such as technical problems, billing inquiries, or complaints from other users.  Social networking providers like Facebook typically retain records about such communications, including records of contacts between the user and the provider’s support services, as well records of any actions taken by the provider or user as a result of the communications.

I know it is common for Facebook users to access their Facebook accounts with cellular telephones enabled with Internet access and other applications.  When they do so, the IP address associated with the cellular telephone is available on the Facebook servers and is reflected in the user’s IP log as referenced above.  

Specifically regarding the message service provided by Facebook, when persons subscribe to Facebook, they are asked to provide a current email address for communication with Facebook.   As set forth above, during the registration process and thereafter, Facebook asks users to provide basic personal information.  Therefore, Facebook computer servers are likely to contain stored electronic communications (including retrieved and un-retrieved user messages) and information concerning users and their use of Facebook services, such as account access information, e-mail transaction information, and account application information.

In general, an e-mail or message that is sent to a Facebook user is stored in the user's "message box" on Facebook’s servers until the user deletes the message.  If the user does not delete the message, the message can remain on Facebook’s servers indefinitely.

When a user sends a message to Facebook or another Facebook user, it is initiated at the user's computer, transferred via the Internet to Facebook's servers, and transmitted to both the user’s Facebook message box, and to the user’s private email address provided to Facebook during the registration process.  If a user is not logged onto to Facebook.com, the message to the user’s private email address will alert them to the message that awaits them on the Facebook servers.   Facebook saves a copy of the message sent.  Unless the sender of the message specifically deletes the message from Facebook’s server, the message can remain on the system indefinitely.

I personally know Detectives, with the Washington County Sheriff’s Office, have successfully obtained such records in the past via search warrants. I know that Facebook, Inc. only releases their records pursuant to valid court orders, such as a search warrant. I know Facebook’s Law Enforcement Guidelines that Facebook accepts search warrants, and other legal process, via their online law enforcement portal.  I know that Facebook is owned by Meta Platforms, Inc., which is located at 1601 Willow Road, Menlo Park, CA, 94025.

Snapchat Specific Information

I know that Snapchat is a social media platform which allows user to send and receive “self-destructing” messages, pictures, and videos called “snaps”. A snap is a picture or video message taken and shared with other Snapchat users in real time. The sender of a snap has the option of setting a timer for how long the snap can be viewed. This timer can be set by the user for a minimum of one second and a maximum of ten seconds. Once a snap has been viewed, it is deleted from Snapchat’s system and is no longer visible to the recipient.  I further know that users of Snapchat can also communicate by making voice calls and video calls through the Snapchat app.  

I know that subscriber information including email address(s), phone number(s), name(s), date of birth(s), account creation date(s) can assist law enforcement in confirming and identifying the individual associated with a specific Snapchat account. Similarly, information pertaining to the specific device(s) associated with an account can further assist in confirming or identifying the individual associated with a specific Snapchat account.
	
I know that Snapchat users can send text messages to other users using the Chat feature. Once a user leaves the Chat screen, messages viewed by both the sender and the receiver will no longer be visible. If the message is not viewed by both users the message will be automatically deleted from Snapchat’s server after 30 days. The application notifies users when other users or friends are online who the user has previously chatted with.  
	
I know that Snapchat users can also create “Our Stories.” Our Stories are a collection of user submitted snaps from different locations and events. A Snapchat user, with the location services turned on in their device, can contribute to a collection of snaps regarding the event, even if they do not know each other. Users can also view Our Stories events even if they are not actually present at the event by subscribing to the story.
	
I know that Snapchat users can save their sent or unsent Snaps, posted Stories, and photos and videos from their device’s camera roll in the “Memories”.  Memories are Snapchat’s cloud-storage service.  I know that content saved in Memories is backed up by Snap and may remain in Memories until deleted by the user.  I know that Snapchat users can encrypt their content in Memories by saving it in the “My Eyes Only” section.  I know that in the circumstance that a Snapchat user saves a Memory to My Eyes Only, the content is not accessible to Snapchat and cannot be decrypted and provided to law enforcement.
	
I know that Snapchat users can keep photo/video diaries using the Snapchat “Story" feature. Each snap in the story feature documents the user’s experience. Based on the user’s privacy settings, the photos and videos added to a Story can be viewed either by everyone on Snapchat Inc. or just the user’s friend. Stories are visible to other users for up to 24 hours.

I know from my training and experience that cellular telephones or mobile telephones are handheld wireless devices used primarily for voice communication through radio signals.  Cellular telephones send signals through networks of transmitters/receivers called “cells,” enabling communication with other cellular telephones or traditional “landline” telephones.  Cellular telephones rely on cellular towers, the location of which may provide information on the location of the subject’s telephone.  Cellular telephones may also include global positioning system (“GPS”) technology for determining the location of the device, as well as known WiFi locations identified by the device.  I know from my training and experience that cellular telephones can provide access to the cellular telephone’s GPS coordinates to applications installed on the cellular telephone like Snapchat.  I know from my training and experience that the sharing of the GPS data, between the cellular telephone and the application, can be managed in a cellular telephone device’s “geolocation services” or “location services”.
	
I know that Snapchat users can share the geolocation services of their device (cellular telephone) with other users of Snapchat.  I know that if a user has a device-level location services turned on and has opted into locations services on Snapchat, Snapchat will collect location data at various points during the user’s use of Snapchat, and retention periods for location data vary depending on the purpose of the collection.  I know that users of Snapchat have some level of control over the deletion of their location data in the app settings.
	
I know from my training and experience that Snapchat has the technical means to generate historical latitude and longitude data with respect to a Snapchat user who has their location services enabled.  I believe the information contained in this affidavit will show the Snapchat user used their Snapchat account to arrange the illegal sale of drugs within the State of Oregon and elsewhere.  I believe evidence of the location, of the Snapchat user, is evidence that will aid the investigation and identification of other unknown members of the Drug Trafficking Organization (DTO).  Knowing the locations of the Snapchat user will help law enforcement agents determine the user’s whereabouts and thereby locations (such as stash houses) used to conduct the narcotics business.  I have been the primary investigator, on other Snapchat investigations, where Snapchat users will use Snapchat to document and advertise their drugs for sale.  I was able to use the location data to determine where the suspects manufactured, stored, and delivered their narcotics to.
	
I know that Snapchat maintains records of an account that includes but is not limited to basic subscriber information that may include username, email address, phone number, display name, account creation date and IP address, timestamp and IP address of account logins and logouts.  I know that Snapchat will release the records only if they receive legal process, typically in the form of a search warrant.  I know that Snapchat requires service of legal documents sent to the email address of lawenforcement@snapchat.com. I also know that Law Enforcement requests to Snapchat must also be submitted to Less.Snapchat.com. 
	
Based on my training and experience, I know that persons use email, instant messages, internet chat groups, file sharing programs, and social media platforms such as Snapchat to communicate with each other, share information, and share images.  I know that these digital communications made before and after the commission of crimes can be contain invaluable evidence.  I know that these digital communications can be done via computer and/or cellular phones and associated cellular phone applications.

PURPOSE OF AFFIDAVIT

I am submitting this affidavit in support of an application for a search warrant pursuant to ORS 136.583, which authorizes the seizure of documents or records outside of the State of Oregon, to search, seize, and analyze records from Facebook.

APPLICABLE LAW

I have probable cause to believe that **Name and DOB of Suspect**, committed the crimes of **List of Crimes**.  This affidavit is for the purpose of obtaining evidence from Facebook related to those crimes as follows:

[bookmark: _Hlk33593371]From the following Facebook accounts, for the date range **Beginning Date** through **End Date** Pacific Standard Time (PST):
· https://www.facebook.com/justin.norris.9085 (examples)
· https://www.facebook.com/Goddfather.Q

· https://www.facebook.com/mason.january.509
For the following information:
· Account holder information including, but not limited to, the username, display name, name, e-mail address, phone number(s), account creation date, and date/time stamp including IP addresses of account logins and logouts
· Any and all direct messages sent or received, to include deleted direct messages;
· Any and all photos and videos sent or received, to include deleted photos and videos;
· Any and all messenger calls, to include answered and unanswered messenger calls;
· Any and all posts made to their walls, to include deleted posts.

CASE NARRATIVE

**Case Narrative**
LIMITS OF SCOPE AND TIME

I have outlined specific limits of scope and time for the search requested.  I am requesting the subscriber information, for the specific subject accounts, that have been identified in the unlawful delivery of fentanyl that resulted in the suspected fentanyl overdose death of Ryan Davidson.  I am requesting the content of the messages, and any pictures exchanged, between the parties that have been identified in the illicit sale of fentanyl that led to the suspected overdose death of Ryan Davidson.  I am requesting the direct messages, calls, wall posts, and photographs, and any deleted messages, photographs, and wall posts, for the proximal time period of Ryan Davidson’s death, as well as the continued sale and delivery of fentanyl pursuant to Ryan Davidson’s death.

REQUEST FOR SEARCH WARRANT

Based on the aforementioned information, I have probable cause that **Name and DOB of Suspect**, committed the crimes of **List of Crimes**.

I therefore ask that the court issue a warrant commanding the search of records possessed by Meta, Inc., 1601 Willow Road, Menlo Park, California, 94025, for the following:

From the following Facebook accounts, for the date range **Beginning Date** through **End Date** Pacific Standard Time (PST):
· https://www.facebook.com/justin.norris.9085 (examples)
· https://www.facebook.com/Goddfather.Q

· https://www.facebook.com/mason.january.509
For the following information:
· Account holder information including, but not limited to, the username, display name, name, e-mail address, phone number(s), account creation date, and date/time stamp including IP addresses of account logins and logouts
· Any and all direct messages sent or received, to include deleted direct messages;
· Any and all photos and videos sent or received, to include deleted photos and videos;
· Any and all messenger calls, to include answered and unanswered messenger calls;
· Any and all posts made to their walls, to include deleted posts.

The evidence prayed for in this affidavit pertains to crimes committed in and a case to be prosecuted in Columbia County, Oregon.  

This search warrant is requested pursuant to ORS 136.583, which authorizes the seizure of documents or records outside the State of Oregon for crimes that were committed in or triable in the State of Oregon.  ORS 136.583 (3) further states that the recipient of this order shall produce the requested documents or records within 20 days of receipt of the court order; unless otherwise directed by the court, having good cause shown, or the applicant consents to a request from the recipient for additional time to comply with the process.  ORS 136.583 further states that the recipient shall verify the authenticity of the document and/or records that are the subject of this warrant by means of a declaration or affidavit that includes the contact information for the custodian of records or other qualified person.

Because this is an active investigation, I request that the court seal this record and direct Meta, Inc. and their representatives, agents, and employees, not to disclose in any manner, to the account subscriber, or to any other person, the existence of this search warrant, in full or redacted form, or of this investigation, unless otherwise ordered by this court.  I believe that a disclosure of this requested warrant may cause other involved parties to delete any relevant content or accounts they may possess and compromise this investigation.

Dated this ______ day of _______, 202_.

				              ______________________________
	                                                 Affiant

SUBSCRIBED and SWORN to before me this ______ day of _____________, 202_.     
                           
                                                              _________________________________
                                                              Columbia County Circuit Court Judge
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