 IN THE CIRCUIT COURT OF THE STATE OF OREGON
FOR THE COUNTY OF WASHINGTON

STATE OF OREGON	        	 		)				  AFFIDAVIT FOR
												                                                                      	)  			SEARCH AND SEIZURE
COUNTY OF WASHINGTON   			)					WARRANT											                                                                  	)	    		        		  *SEALED*

I, NAME, being first duly sworn on oath, hereby depose and say that I am a Deputy Sheriff with the Washington County Sheriff’s Office, County of Washington, State of Oregon.  I have been so employed as a Deputy Sheriff for the Washington County Sheriff’s Office for over 11 (eleven) years.  I am presently assigned to the Westside Interagency Narcotics (WIN) team as a Narcotics Investigator.  I am a Task Force Officer (TFO) with Homeland Security Investigations (HSI).  My duties include, but are not limited to, the investigation of crimes relating to the violation of the Uniform Controlled Substance Act. 

While employed by the Washington County Sheriff’s Office, I have received over 2,400 hours of training as documented by the Department of Public Safety Standards and Training (DPSST).  I have completed the 640 hour Basic Police Academy.  I have completed the 112 hour Drug Recognition Expert (DRE) School.  I have also completed the 80 hour Drug Enforcement Administration Basic Drug Enforcement Course.  I have also completed the 28 hour Homeland Security Investigations (HSI) Task Force Officer (TFO) School.  I currently possess a Basic Police Certification.  I hold a Bachelor of Arts degree in Architecture from the University of Oregon.

I have received specialized training in the area of narcotics investigations including; narcotics identification, surveillance techniques, handling and packaging of evidence, identifying Drug Trafficking Organizations (DTOs) and Money Laundering Organizations (MLOs), drug trends, narcotic trafficker characteristics, and testing of suspected controlled substances by scientifically accepted methods. This training has been provided to me by DPSST, the United States Drug Enforcement Administration (DEA), HSI, the High Intensity Drug Trafficking Area (HIDTA) program, narcotics law enforcement conferences hosted across the United States, and in-service training through the Washington County Sheriff’s Office.  Included in my training and experience, I have training specific to the identification and investigation of people involved in the use, sale, manufacturing and/or delivery of controlled substances including, but not limited to, methamphetamine, cocaine, marijuana, MDMA, heroin and other controlled substances.  

During my career as a Sheriff’s Deputy, I have been involved in multiple narcotics investigations, which have resulted in the arrest and conviction of the suspect.  I have learned from my training and experience that investigations are most often conducted using a variety of investigative techniques which may include but are not limited to the following:	

· Investigations where I have utilized the information provided to me by identifiable private citizens, who are not involved in criminal activity and are not confidential informants.

· Investigations where I have utilized the information provided to me by a named informant.  When using an informant in a criminal investigation, based on my training and experience, I know it is imperative that information the informant is providing to law enforcement be verified to determine the truthfulness and reliability of the informant.  I have knowledge from other officers and detectives that have used informants in previous investigations, and I know based on my training and experience, an informant can give accurate information based on the informant’s personal knowledge of the criminal enterprise which the informant is providing information on.

· Investigations where I have used information given to me by a Confidential Informant (CI).  When using a CI in a criminal investigation, based on my training and experience, I know it is imperative that information the CI is providing to law enforcement be verified to determine the truthfulness and reliability of the CI.  I have knowledge from other officers and detectives that have used CIs in previous investigations, and I know based on my training and experience with my own CIs, a CI can give accurate information as the CI often has personal experience and knowledge of the suspect(s).  Furthermore, CIs need to remain anonymous, so they are protected from retaliation by the suspect(s), which is why they are not a “named” informant.

· The surveillance of persons and/or places associated with the possession, sale, manufacture and/or delivery of controlled substances.
A review of law enforcement records and files including:
1. Arrest Records;
2. Documents seized from prior investigations;
3. Intelligence reports;
4. Records of criminal convictions;
5. Evidence seized in prior investigations;
6. The personal or accumulated knowledge and analysis of other trained law enforcement officers;
7. Results of laboratory analysis of controlled substances;
8. Oregon Department of Motor Vehicle records (hereafter referred to as DMV).

I have also learned through my training and experience as a Sheriff’s Deputy:

1. A high volume of foot traffic and/or vehicle traffic that visit for a short period of time, at one location, is a common characteristic of a location that is involved with the trafficking, storage, and/or sales of illicit drugs.

1. Persons involved in the use of and trafficking of controlled substances commonly keep weapons on their persons, in their vehicles and in their residences, including firearms, to protect themselves, their proceeds, businesses, and controlled substances from unwanted intruders, as well as police.  These persons will often use radio frequency scanners, surveillance cameras, and audio monitors for early warning notifications of police contact and/or arrival that can compromise the safety of police and confidential informants.

1. The majority of controlled substances are bought and sold by their weight.  As a result of these controlled substances being bought and sold by their weight, those persons engaged in the purchase, manufacture, and/or distribution of controlled substances commonly maintain sensitive scales or balances at the locations where they distribute or re-package the controlled substances for redistribution.

1. It is common for those involved in illicit drug trafficking to receive the illicit drugs in a larger quantity. Controlled substances are packaged in the following:  plastic bags, tied plastic baggies, balloons, as well as folded pieces of paper or aluminum foil, which are used for re-packaging and resale. These items, as well as cutting agents, are kept at locations where controlled substances are distributed or re-packaged for distribution.  

1. Persons involved in the possession or delivery of controlled substances commonly secrete and keep the controlled substances on their persons, in their residences, in their vehicles, and in attached and unattached structures on the property of their residences. It is also common for the persons to transport the controlled substances in their vehicles, especially   if they are involved in the sale and delivery of controlled substances.

1. Persons who distribute controlled substances maintain records which relate to the concealing, laundering, and investing of income accumulated in the illicit drug trafficking business such as accounts, ledgers, and documents relative to the transportation, ordering, purchasing, and distribution of controlled substances which can identify co-conspirators.  

1. These records, accounts, ledgers, and documents are often kept and maintained at personal residences, in computers, pagers, telephone answering machines, mobile phones, storage units, places of business, safes, safe deposit boxes, or the residences of relatives and/or co-conspirators who are involved in the storing, importation, or distribution of controlled substances.

1. Cellular telephones and other communication devices are used to facilitate drug transactions.  Therefore, it is more likely than not, the numbers that appear in the cellular telephones are numbers that belong to either buyers or suppliers, and those numbers can be helpful in the investigation of that case. 

1. Persons involved in the trafficking of controlled substances will record their financial activities and transactions in writing, within a computer or cellular telephone, or retain valuables that were illegally obtained within their residence, outbuildings, safety deposit boxes, safes, upon their persons, or in the secure locations which require a key or other such means to gain access.  These records include inventory, debts, accounts receivable, suppliers, and customers.  

1. It is common for the persons to transport the controlled substances in their vehicles, especially if they are involved in the sale and delivery of controlled substances. These vehicles can contain hidden compartments, in which, controlled substances, currency, scales, and other items common to drug trafficking can be located.

1. Automobiles, properties, businesses, safe deposit boxes, and bank accounts may often be maintained in a person’s name other than their own, stolen identities, or in totally fictitious names so as to avoid attracting the attention of authorities because of the amassing of properties and belongings with no apparent legitimate source of income.

1. During the execution of search warrants, items of identification are often found.  These items include utility bills, mail addressed to persons, financial papers, rent receipts, property receipts, ownership papers, other personal papers, and identification cards in the names of subjects involved in the criminal activity being investigated.

1. Persons involved in the possession, manufacture, and distribution of controlled substances often supplement their income be means of fraud and forgery.  These persons use identity theft and fraudulent use of checks and credit cards which are often stolen or computer generated to provide additional financing of their illegal operation.

I have been involved in the investigation of different levels of narcotic organizations including street level narcotics investigations as well as large scale organized multinational criminal networks of drug trafficking organizations (DTO’s).  Based on my training, experience, and conversations with other agents, law enforcement personnel, Confidential Informants (CI), and cooperating citizens, I have become familiar with the methods, trends, and tendencies used by drug traffickers to smuggle, distribute, safeguard, and launder money or proceeds obtained from the distribution of controlled substances.  I am also familiar with the sophisticated tactics that large-scale drug trafficking organizations routinely use in an attempt to thwart the investigation of their narcotic organizations.

I know from my training and experience that DTOs will often maintain “stash houses” where narcotics are stored in a central location for logistical and protection purposes.  I know that DTO members will often live separate from the stash houses so as to make it difficult for law enforcement, or potential robbers, to identify and locate the narcotics.  I know that DTO members will often need to visit the stash house in order to supply themselves with narcotics to sell to their customers.

During my law enforcement career, I have successfully made field identifications of suspected controlled substances including but not limited to methamphetamine, cocaine, heroin, and marijuana on numerous occasions, and I have had my identification of these controlled substances later confirmed by the Oregon State Police Forensic Laboratory.

Financial Institutions

Financial institutions maintain computerized records about their customers and keep such records for long periods of times, commonly lasting over decades.  I know that in these records they retain identifying information about their customers including, but not limited to the full name of their customer; the date of birth of their customer; the home address, telephone number, and email address of their customer; and, the account status of their customer’s account and when the account was opened and closed. 

Financial institutions maintain computerized records of transaction details for their customer’s account (including detailed listings of fees, transfers, withdrawals, and deposits) for an indefinite period of time.  Additionally, I know that financial institutions maintain digital images of financial instruments such as checks, deposit slips, and withdrawals slips for an indefinite period of time.  I know, based upon my training and experience, that financial institutions can make any and/or all of these computerized records and/or digital images available upon request in digital and/or paper format. 

A review of the banking activity of a financial account for a significant period of time before and after an alleged offense can provide evidence and insight as to how an offender used funds that were inappropriately obtained and how the involved financial account was used (directly or coincidentally) in the commission of the crime.  I know that that this can be done by obtaining complete financial records for the financial account in question for several months and/or years before and after the specific offense(s) occurred. 

	When a financial account is set-up with the specific purpose of being used as a depository of ill-gotten gains that those funds are often times immediately transferred to another account that is usually a personal account, such as a checking account, controlled by the alleged offender under the offender’s own personal identifying information; often times with the same financial institution due to the ease of operation in making such transfers and accessing the funds online (or via the Internet).  This layered approach also allows an offender to create additional obstacles for law enforcement in the search of evidence.  I know that simply obtaining the financial records for the first account would then provide insufficient detail and evidence to determine what criminal activity is actually occurring; thus additional (and complete) financial records must also be sought from those secondary accounts for a clear understanding of the available evidence and information.

Cash App Specific Facts

The Cash App website and other online resources describe the following:

Cash App is a mobile payment service owned by Block, Inc. The service allows users to transfer money to one another and purchase Bitcoin. Users link their bank accounts or debit and credit cards to make transfers on Cash App. Users can also get a “Cash Card,” a Visa debit card issued by Cash App which can be used at brick-and-mortar stores and ATMs. 

Each user is given a Cashtag, which is a unique username which can be changed a maximum of two times (though users can revert to a previous Cashtag at any time). When a user sends money, they must enter the email address, phone number, or Cashtag of the recipient. Once a user receives money via Cash App, that balance is stored on the application until the user initiates a transfer from their Cash App balance to their bank account, a process that takes two to three days.

Cash App has a social media element. Cash App profiles can be customized with profile pictures and usernames. Cash App users can communicate with each other through the Cash App transactions. The transaction feed displays the transaction description, emojis, and time stamps that accompanied a purchase. The transaction amount is not public.  Information on the public feed is accessible to anyone on the internet. 

Cash App routinely collects a broad range of information about its users, including the following information provided by uses when they sign up for an account (derived from their privacy statement):
· [bookmark: _Hlk76104967]Identification Information. such as: Username, email address, zip code, phone number, Cashtag, signature, and authentication credentials, including Internet Protocol (“IP”) address.
· Additional Identification Information for Verified Users. such as: user’s full mailing address; date of birth; government-issued identification, including Social Security number, passport, or driver’s license; and photograph;
· Financial Information. such as: Bank account and payment card numbers, Cash Card number;
· Contacts Information. Information on intended recipients of payments including phone numbers or email addresses 
· Transaction Information. when and where the transactions occur, the names of the transacting parties, a description of the transactions, the payment or transfer amounts, and the devices and payment methods used to complete the transactions

Users can provide Cash App with additional information such as the following:
· Contacts Information. Phone contacts lists.
· Other Information including a photograph; survey responses; participation in contests, or other prospective marketing forms or devices; suggestions for improvements; referrals; and records of or any other actions a user performs.

Cash App also collects information about users and the devices used to access the Services, including:
· Geolocation Information. The location of the user’s device, including IP address, device language, and location of the network provider. 
· Device Information. Information about the user’s device, including hardware model, operating system and version, device name, unique device identifier, mobile network information, and information about the device’s interaction with Cash App services.
· Internet or other electronic network activity information. Information about use and interactions with the services, including access time, “log-in” and “log-out” information, browser type and language, country and language settings, IP address, the domain name of the internet service provider, other attributes about the browser, mobile device and operating system, any specific page visited on the platform, content viewed, features used, the date and time of use of the Services, search terms, and the websites visited before the user visited or used the Services.
· Inferences drawn from any of the information Cash App collects to create a profile about you that may reflect, for example, the user’s preferences, characteristics, and behavior.

Cash App stores this information as long as the account is active, plus whatever additional time that Cash App has determined is reasonable to comply with the law or as long as they believe is reasonably necessary to assist with investigations, to enforcement their General Terms or other agreements. Cash App does not specify how long this “reasonable time” typically lasts. 
//
//
//
Cash App receives legal process at the following location:

Block, Inc.
Attn: Law Enforcement Response Team
1955 Broadway, Suite 600
Oakland, CA 94612, USA
https://squareup.request.disco-legal.com/us/form

Telegram Specific Facts

	I know that Telegram is an encrypted cloud-based mobile and desktop messaging application.  Telegram’s website describes the service as: “Telegram is a messaging app with a focus on speed and security, it’s super-fast, simple and free. You can use Telegram on all your devices at the same time — your messages sync seamlessly across any number of your phones, tablets or computers. Telegram has over 700 million monthly active users and is one of the 10 most downloaded apps in the world.

With Telegram, you can send messages, photos, videos and files of any type (doc, zip, mp3, etc), as well as create groups for up to 200,000 people or channels for broadcasting to unlimited audiences. You can write to your phone contacts and find people by their usernames. As a result, Telegram is like SMS and email combined — and can take care of all your personal or business messaging needs. In addition to this, we support end-to-end encrypted voice and video calls, as well as voice chats in groups for thousands of participants.”

	I know from my training and experience that if Telegram is served with a legal process, they will not provide the content of any messages on the service.  I also know from my training and experience that Telegram will not disclose any subscriber or contact information pursuant to a court order.

Internet Related Terms

When an individual communicates through the Internet, the individual leaves an Internet Protocol (IP) address which identifies the individual user by account and Internet Service Provider (ISP).  An IP address, together with the date and time of a communication is unique to each communication.  IP addresses are assigned to Internet Service Providers who in turn assign specific addresses to individual users.  In some cases, IP Addresses are shared with many users. In such situation’s users are assigned a Port number that, combined with the IP address and time and date of use, can uniquely identify the user.    

Internet Service Providers and others who are assigned ranges of IP addresses typically maintain a record of their sub-assignment of individual IP addresses to individual users.  When such records are maintained it is possible to identify the specific account associated with the use of a particular IP address at a specific date and time, and the specific physical computer and location from which the communication is transmitted.

Since this affidavit is being submitted for the limited purpose of securing a search warrant, I have not included each and every fact known to me concerning this investigation.  I have set forth only the facts I believe are necessary to establish probable cause to believe that evidence of violations of the Oregon Revised Statutes (ORS) exists and can be seized pursuant to a valid search warrant.  That based on the above experience, education and training, I am qualified to pursue the following investigation.

Purpose of this Affidavit

This affidavit will show probable cause to believe that evidence of the crimes of *ENTER CRIMES AND STATUTES** will be located in the Cash App account with tag name **CASH APP USERNAME (TAG NAME)** and name “VANITY/DISPLAY NAME”.	Comment by Sam Erwin: I added the attempted crime to prevent any argument about the PC

Investigation

	INVESTIGATIVE NARRATIVE
Conclusion

	On the basis of the above, I believe there is probable cause that “VANITY/DISPLAY NAME” has committed the crimes of **CRIMES AND STATUTES**, and that evidence of that crime is located at the following location:

Block, Inc.
Attn: Law Enforcement Response Team
1955 Broadway, Suite 600
Oakland, CA 94612, USA
https://squareup.request.disco-legal.com/us/form

In the business records for the account identified as:

Account Holder: VANITY/DISPLAY NAME
URL: https://cash.app/$LooneyJS (example)

[bookmark: _Hlk38355359]Based on the above, I believe that evidence of the above listed crime is located at the above identified location for the above-described Cash App account, and that the court should issue a warrant to search for the below-described records for account: Jorge Quiquivix with tag name $LooneyJS and, where applicable, only for the date range of 3/16/2023 through 10/16/2023.  The timeframe requested encompasses the timeframe for which the Telegram channel https://t.me/MUHAPUSHCARTS has been active and selling narcotics.  The following records of account are the subject of this search warrant:

· Identification Information: username, email address, zip code, phone number, Cashtag, signature, and authentication credentials, including Internet Protocol (“IP”) address;
· Additional Identification Information for Verified Users such as: user’s full mailing address; date of birth; government-issued identification, including Social Security number, passport, or driver’s license; and photograph;
· Financial Information such as: the financial institution, bank account and payment card numbers, and Cash Card number;
· Contacts Information: information on intended recipients of payments including phone numbers or email addresses;
· Transaction Information: when and/or where the transactions occur, the names of the transacting parties, the tag names/URLS of the transacting parties, a description of the transactions, the payment or transfer amounts, and the devices and payment methods used to complete the transactions;
· Geolocation Information: the location of the user’s device, to include IP address(es), device language, and location of the network provider; 
· Device Information: information about the user’s device, including hardware model, operating system and version, device name, unique device identifier, mobile network information, and information about the device’s interaction with Cash App services;
· Internet or other electronic network activity information: information about use and interactions with the services, including access time, “log-in” and “log-out” information, browser type and language, country and language settings, IP address, the domain name of the internet service provider, other attributes about the browser, and mobile device and operating system.

I further request that this search warrant and the supporting affidavit be sealed and that public disclosure of the existence of this search and seizure warrant be prohibited unless otherwise ordered by the court.  I also request that Block, Inc. be prohibited from making any disclosures and/or notifications about the existence and execution of this search warrant to the affected account holder and/or any other persons involved and/or associated with any of the accounts discussed and/or mentioned in this affidavit (and in the search warrant). 

	I know that pursuant to ORS 136.583, criminal process authorizing or commanding the seizure or production of papers, documents, records, or other things may be issued to a recipient, regardless of whether the recipient or the papers, documents, records or things are located within this state.  I know that the definition of “criminal process” in ORS 136.583 includes search warrants.  I know that a search warrant may be served pursuant to ORS 136.583 by, delivering a copy to the recipient personally, OR sending a copy by: certified or registered mail, return receipt requested; express mail; or facsimile or electronic transmission, if the copy is sent in a manner that provides proof of delivery.

I also know that pursuant to California Penal Code 1524.2(b) and/or (c), to which Block, Inc. is subject to the jurisdiction of that court, Block, Inc. is required to provide to this applicant all records sought pursuant to this search warrant within five (5) business days of receipt, including those records maintained or located outside the State of California.

Your affiant respectfully requests the court to issue an order that the recipient of the process shall verify the authenticity of the papers, documents, records or other things that the recipient produces in response to the criminal process by providing an affidavit or declaration that includes contact information for the custodian or other qualified person completing the document and attests to the nature of the papers, documents, records or other things pursuant to ORS 136.583.

Your affiant also respectfully requests the court to issue a “stay open” order requiring that Block, Inc. and its employees to not disable or otherwise suspend the account outlined in this affidavit after receiving this search warrant, unless otherwise ordered by this court.  The integrity of this investigation will be compromised by the closure of this Cash App account.

For purposes of electronic transmission service of a search & seizure warrant, I know from my training and experience that legal process is accepted for Block, Inc. through the Block, Inc. law enforcement portal at: https://squareup.request.disco-legal.com/us/form


  

________________________________

NAME BADGE NUMBER




Subscribed and sworn before me this 17th day of October, 2023


______________________				
Signature of Judge					
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