

PREFACE
(READ & REMOVE THIS PAGE)

Pen Registers (Pen Register / Trap Trace, abbreviated PRTT) are useful tools with the “big 3” social media platforms: Facebook, Instagram, and Snapchat. Some other providers may be capable of installing some form of pen register, and many provides cannot. A great resource to use to get more information on PRTTs and your targeted platform is NDCAC.

A social media PRTT is different than what we receive from cellular providers, but the concept is the same – a PRTT produces data for us, prospectively (in the future), on an ongoing basis. Here’s what we may get with a social media PRTT:

· Changes to Accounts / Subscriber Information
· Message Headers (Who are target is messaging?) without content
· IP Address Logs (All captured IP addresses from account activity)
· Account Activity (Posts, Status Updates, Likes, Etc.) without content

These will be produced every 15-30 minutes, depending on the provider. Essentially you’ll get an email with a data production you can download to review.

A social media PRTT to Instagram may provision location data if your target has location services enabled. With the recent roll out of Instagram’s “Map” feature and their collection of geolocation data as Instagram users post on their stories, it is apparent that they possess geolocation data associated to user access and activity. Law enforcement recently began receiving geolocation data in response to legal process to Instagram, which wasn’t previously available. As such, Pen Registers to Instagram may be  effective tools for fugitive apprehension if your suspect uses Instagram and has location services enabled. If not – the IP addresses will accomplish the same task, just requiring some more work.

Social Media PRTTs work best when combined with historical content. For example, if you see your target accessed Instagram within the historical records using a static IP address (123.456.789.101) and you followed up with the ISP on that to determine the internet service for that IP was at 123 Main Street, Your City – when you start seeing that IP address within your PRTT productions every 15 minutes, you know it’s likely that your target is using the internet at or near that location.

This is a California based template and deals with some nuances within California law, further described below. If you are a law enforcement officer outside of California, feel free to share this sample language with your prosecutor(s) and craft a warrant / court order that complies with your state or federal law for the issuance of pen registers and/or tracking warrants.

It’s worth noting that California Penal Code § 638.52(c), the authority for issuing PRTTs, specifically states “a pen register or trap and trace device does not include any device or process used to obtain the contents of a communication or to obtain the location of an individual or device.” Yet, social media providers won’t typically respond to “ping” warrants and will require a PRTT be installed to provision location data. 

Here’s the workaround: Your court order will be a combination of a PRTT, as authorized by Penal Code § 630, and a prospective location data (tracking) warrant, as authorized by Penal Codes §§ 1524(a)(12), 1534. This works.
The only nuance you’ll encounter is that the California Penal Code authorizes Pen Registers to run 60 days with extension(s), and location tracking warrants to run 30 days.

As such, this template is 3 parts:

(1) Historical Search Warrant
(2) 60 Day Prospective Pen Register Trap Trace Order and
(3) 30 Day Prospective Geolocation Tracking Warrant 

It sounds messy – but it’s actually pretty simple. The California Penal Code authorizes us to do all of these things, we just have to cite the appropriate sections to do it effectively.

A few other considerations for California peace officers:

Authorities for PRTTs (California):
California Penal Code § 638.52 (b) lists out the legal authorities we have to obtain a pen register. It’s worth noting that these are different than the authorities we use for search warrants under PC § 1524. 

Required Language Within the Orders:
California Penal Code § 638.52 (d) requires we include the following in our pen register order:

(1) The identity, if known, of the person to whom is leased or in whose name is listed the telephone line to which the pen register or trap and trace device is to be attached.
(2) The identity, if known, of the person who is the subject of the criminal investigation.
(3) The number and, if known, physical location of the telephone line to which the pen register or trap and trace device is to be attached and, in the case of a trap and trace device, the geographic limits of the trap and trace order.
(4) A statement of the offense to which the information likely to be obtained by the pen register or trap and trace device relates.

This may seem like a nuance given that all of that information would likely be contained within an attached affidavit of probable cause, however, in 2023 Snapchat actually stopped complying with PRTT orders coming from California which did not include that required information within the court’s orders. While we didn’t have the same issue with Instagram, it’s only a matter of time. Plus – it’s best practice to make sure we are checking all of the boxes so that we don’t risk losing evidence due to an oversight.

These are an unbelievably effective and useful tool for all types of investigations, and the requirements to obtain them do not require we “exhaust reasonable investigative means” like Wire Taps do, so in many cases, we can easily justify our need for a PRTT. Just remember, with a PRTT you will not get content.

Make sure you remove this preface if you plan to use this template, and good luck! 





[image: seal[1]]SUPERIOR COURT OF CALIFORNIA
County of RIVER CITY
Search Warrant and Affidavit
Pen Register / Trap Trace



					

          Warrant No__________________

Detective NAME, certifies under penalty of perjury that the facts expressed in the attached and incorporated Statement of Probable Cause are true and that based thereon he has probable cause to believe and does believe that the articles, property, and persons described below are lawfully seizable pursuant to Penal Code Section 1524 et seq., as indicated below, and are now located at the locations set forth below.   Wherefore, Affiant requests that this Search Warrant be issued.


________________________________________  1st  day of February, 2025, at  10:00 A.M.
(Signature of Affiant)
Sgt. ??? (Electronically)

________________________________________  1st day of February, 2025, at  10:30 A.M.
(Signature of Supervisor)
DDA ???    (Electronically)

Reviewed by: ____________________________         1st day of February, 2025, at  3:34 P.M.
	(Signature of Deputy DA)

The People of the State of California to any peace officer in River County:
The affidavit by Detective NAME, certified before me on this date, has established probable cause to believe that the property described herein may be found at the location(s) set forth herein and that it is lawfully seizable pursuant to Penal Code Section 1524 in that:

Evidence Type: 
☒ Penal Code § 1524(a)(4) - It tends to show that a felony has been committed or that a particular person has committed a felony.
☒ Penal Code § 1524(a)(6) - It will assist in locating a suspect for whom there is a felony warrant to arrest.
☒ Penal Code § 1524(a)(12) – Tracking warrant will assist in locating an individual who has committed or is committing a felony.
[bookmark: _Hlk141441985]☒ Penal Code § 638.52(b)(6) – Pen Register / Trap Trace (PRTT) will assist in locating a person for whose arrest there is probable cause. Read 638.52 PC and pick the most applicable section.

You are therefore COMMANDED to SEARCH:
	See Attachment A, attached and incorporated by reference.

For the FOLLOWING:
	See Attachment B, B1 and B2, attached and incorporated by reference.


ORDERS

Delayed Return: In order to allow officers sufficient time to process and comply with this warrant, a 90 day extension is granted to the 10 day search warrant return requirement in Penal Code § 1534.
Outside experts: If reasonably necessary, officers are authorized to employ the use of outside experts, acting under the direct control of the investigating officers, to access, analyze, extract, duplicate or preserve any electronic data.
Delayed Notification: The affidavit has established sufficient reason to believe that compliance with Penal Code section 1546.2(a) may cause an adverse result. A 90 day delay in notification is authorized. (Notifying the target(s) will delay a criminal investigation, alert the suspect(s) of the investigation, and give the suspect(s) potential to destroy evidence.)  
Penal Code § 1546.1 (d): Any information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject to further review, use, or disclosure absent an order from the Court. An unredacted copy of information seized pursuant to this warrant may be disclosed to the River City District Attorney while the case is under investigation pursuant to Penal Code § 1546.1(d)(2), or in compliance with discovery obligations required by Penal Code §1054.1 and § 1054.7.
No Prohibited Violations: Based on Affiant’s attestation pursuant to Penal Code Sections 1524(h) and 1524.2(c), the Court finds that the evidence sought pursuant to this warrant is not related to an investigation into, or enforcement of, a prohibited violation as defined in Penal Code Section 629.51.
Disposition of Property: All property seized pursuant to this search warrant shall be retained in the affiant’s custody pending further court order pursuant to Penal Code § 1528(a), § 1536.

INSTRUCTIONS TO PROVIDER

Pen Register / Trap Trace Order: The provider is required to comply with the additional orders contained within Attachment B1 related to the installation and application of a Pen Register / Trap Trace order, as authorized by Penal Code § 638, et. Al. 
Prospective Location Data Order: The provider is required to comply with the additional orders contained within Attachment B2 related to furnishing close to real time location data related to the target account(s), as authorized by Penal Codes §§ 1524(a)(12) and 1534, et. Al. 
Nondisclosure Order: Pending further order of this court, the officers, employees, and agents of the provider(s) are hereby ordered not to disclose information to or notify any person that would reveal, or tend to reveal, the contents of this warrant or the fact that it was issued for a period of 90 days (pursuant to 1546.2 PC).
Time of compliance: Pursuant to California Penal Code § 1524.2(b)(1), the provider(s) have five business days within which to respond to this warrant. 
Verification: The provider(s) are required under California Penal Code § 1546.1(d)(3) to “verify the authenticity of records that it produces” in compliance with California Evidence Code § 1561, by completing the attached affidavit.
Delivery of Data:
The provider(s) shall provide data electronically to:
Detective NAME
Unit (IE: Property Crimes Investigations)
River City Police Department
Email: DetectiveName@rivercitypolice.com

This Search Warrant and Affidavit and attached and incorporated Statement of Probable Cause were certified on this 1st day of February, 2025 at ____________ A.M / P.M. Wherefore, I find probable cause for the issuance of this Search Warrant and do issue it.




  							           ___________________________	
	Judge of the Superior Court



  							           ___________________________	
	Printed Name of Judicial Officer



Attachment A
Location(s) to be Searched


The Service Provider (Social Media) of INSTAGRAM:

Custodian of Records
Meta Platforms, Inc.     (Hereinafter referred to as “Provider”)
1 Meta Way 
Menlo Park, CA 94025

Accepts legal process online via law enforcement portal:
https://www.facebook.com/records



For the following INSTAGRAM account(s) with the with the username(s), phone number(s) and / or email address(es) listed below:  (Hereinafter referred to as “Target Accounts”)

[LIST USERNAME(S), PHONE NUMBERS, EMAILS HERE]

**DO NOT LIST DISPLAY NAMES and make sure that you include the DATE that you knew the suspect used the account with that username in case they changed their username!**














Attachment B
Item(s) to be Seized

INSTAGRAM DATA: 
To the extent that the information described is within the possession, custody, or control of Meta Platforms, Inc., including any messages, records, files, logs, or information that have been deleted but are still available to Meta Platforms, Inc., or have been preserved pursuant to a request, Meta Platforms Inc. is required to disclose the following information for the Target Account(s). All of the following records, ranging from the time period of January 1, 2025 to the date this search warrant is signed:

1. Subscriber Information for the Target Account(s), to include by way of example (but not limited to) the following items:
a. Account Username(s), all username change history, and any previously used or retired usernames, aliases, alternate spellings, nicknames, or vanity handles associated with this account or linked Meta Accounts, even if no longer actively displayed;
b. Vanity name(s), account display names, and associated change history;
c. Birthdate(s) and any age information provided or updated;
d. Mobile phone number(s) associated with the account, including all changes over time;
e. Email address(es) associated with the account, including all changes over time;
f. Profile photographs, avatars, and any digital likenesses or Bitmojis generated by the user;
g. Self-reported profile information, including:
i. Profile biography ("About Me") text;
ii. Personal websites, linked social media, or external links;
iii. Pronouns, Gender, sexual orientation, political views, religious views, and language preferences (if provided);
iv. Locations listed (hometown, current city, prior residences);
v. Relationship status, linked family members or tagged partners;
h. Account creation date/time with IP address captured at account registration;
i. Account deletion date/time (if applicable), with IP addresses recorded at deletion;
j. Deactivation/reactivation history;
k. All changes made to account security settings (password changes, two-factor authentication enrollment, recovery codes, security keys, recovery contacts, privacy setting adjustments);
l. Linked financial accounts, payment methods, or billing addresses associated with advertising, subscriptions, or commerce features;
m. Any consent acknowledgments related to Meta’s Terms of Service, Privacy Policy, or other user agreements.

2. Device Information related to the Target Account(s), including:
a. Device identification numbers (IMEI, IMSI, MAC address, device IDs);
b. Push notification tokens (including APNs tokens, Firebase tokens, and any other push token identifiers);
c. Logs of all devices connected to the account, including device connection history;
d. Device and app session information related to logins across web, mobile app, and third-party integrations;
e. Browser user-agent strings, operating system versions, and app version numbers associated with device access.

3. IP Address Information for the Target Account(s), to include but not limited to:
a. Logs of all IP addresses used to access, log into, log out of, or utilize the Target Account(s), including passive collection logs, background session telemetry, or system-generated logs from third-party integrations;
b. IP addresses provided in both IPv4 and IPv6 format, including port information, if available to Meta Platforms, Inc.

4. Linked Accounts to the Target Account(s), to include:
a. Facebook accounts via Meta Account Center;
b. Additional Instagram accounts (managed or alternate accounts);
c. Accounts linked via cookies, device fingerprints, app authorizations, or Meta-integrated identity management services (Google, Apple, etc.).

5. Usage Logs and Account Activity of Target Account(s), including the following:
a. IP addresses used for account access or activity;
b. Direct Message records (sender, recipient, date/time, message content, attached media, identification numbers, and media files), including any profile contact cards, phone numbers, usernames, links to third-party platforms, or external contact information shared via Direct Messages or group chats, whether as text or embedded contact attachments;
c. Group Message records (group participants, content, timestamps, media files, and group chat histories);
d. Close Friends lists and group membership logs, including membership changes over time;
e. Account access logs (login, logout, device connection timestamps);
f. Complete account activity logs, including:
i. Likes, shares, and comments on posts, stories, reels, and other media, with copies of liked or commented media, timestamps, and metadata;
ii. Tags applied by or involving the Target Account(s);
iii. Story viewer logs showing which users viewed the Target Account’s stories, including timestamps of viewing activity;
iv. Deletion logs for content and messages, including timestamps of deletion;
v. Password changes, account recovery attempts, or security events;
vi. Search history and profile browsing history;
vii. Saved content (collections, bookmarks, or saved reels/posts);
viii. Broadcast Channel participation, creation, or messaging content;
ix. Story viewer logs showing who viewed posted Stories, including dates/times;
x. Emoji reactions or other story reaction features submitted or received;
xi. Polls, quizzes, questions stickers submitted or answered;
xii. Pinned content;
xiii. Saved drafts (draft posts, drafts of reels or stories not yet posted);
xiv. Deleted or abandoned drafts that were saved as drafts but deleted prior to posting, including the media content, captions, tags, location data, and timestamps associated with each discarded draft;
g. Interaction metrics related to posts, stories, reels, and videos, including view counts, impressions, reach, audience retention, average watch time, forward/backward skips, shares, saves, replies, and engagement ratios;
h. Administrative logs related to pending account deletions, deactivations, username changes, appeals, moderation strikes, or enforcement actions pending Meta internal review;
i. Internal machine learning content classification tags applied to account content by Meta Platforms, Inc., including automated flags for violence, illegal goods sales, child endangerment, nudity, sexual exploitation, hate speech, or other platform violations;
j. Contact lists uploaded or synced from the user’s mobile device;
k. In-app purchases, subscription history, account balances, credits, and financial transactions conducted via Instagram platform;
l. Full records of Friends, Followers, Following lists, requests, blocked accounts, muted accounts, unfollowed accounts, and pending requests with associated dates/times.

6. ALL Content, including photographs, videos, audio files, text, and encrypted files, maintained by Meta Platforms, Inc., related to the Target Account(s), including:
a. Posts (public and private), including text captions, hashtags, photographs, videos, graphics, and audio content. This shall include collaborative posts, shared ownership posts, or co-authored reels, with full participant lists, timestamps, and revision history;
b. Reels content (public, private, and drafts);
c. Story content:
i. Active Stories;
ii. Story Archive (all preserved Stories even if no longer public);
iii. Story Highlights (collections curated by user), including historical versions or modifications of Highlight collections over time, even if source Stories were later deleted, altered, or expired, including timestamps of creation, edits, renames, additions, removals, and reordering of Story Highlights;
iv. Close Friends stories;
d. Live Video content:
i. Live video sessions;
ii. Archived Live Videos;
iii. Deleted Live sessions preserved under Meta retention policies;
iv. Audio Room sessions (if applicable), including participants, session metadata, recordings, timestamps, and message/chat content generated during live audio discussions.
e. Direct Messaging Content, including text, emojis, icons, GIFs, links, location pins, or attachments in the form of multimedia (photographs, videos, or audio recordings);
f. Audio recordings, voice notes, and voice message attachments sent or received in Direct Messages or group chats, including all associated metadata;
g. Recently Deleted content (within Meta’s "Recently Deleted" recovery feature);
h. Tags applied to or by the Target Account(s);
i. Overlays to any multimedia described above, including drawings, designs, emojis, text, images gifs, or other alterations made by the target account(s) to multimedia;
j. Notes (short status updates posted by the Target Account(s)), including text, timestamps, emoji, and associated metadata;
k. Broadcast Channels created, followed, subscribed to, or administered by the Target Account(s), including message content, media attachments, timestamps, participants, interaction metrics, and associated metadata;
l. Moderation and filtering settings applied to comments, messages, or followers, including hidden words, blocked phrases, muted words, filtered content, and ignored interactions;
m. Linked external services, applications, or platforms disclosed in profile bios, stories, captions, or via app integration (e.g., Snapchat usernames, Telegram channels, encrypted chat links, other social media cross-promotion);
n. Media Metadata for all content described above, including:
i. EXIF data (if retained);
ii. Upload timestamps;
iii. Device identifiers linked to upload;
iv. Geolocation data embedded in uploaded media.

7. Location Data collected, retained or possessed by Meta Platforms, Inc. for the Target Account(s):
a. GPS coordinates, device-based location logs, cellular location (CSLI), Wi-Fi signals, Bluetooth beacons, IP-based geolocation, or any other location data collected or retained by Meta Platforms, Inc.;
b. Location history logs generated by Instagram usage or Meta cross-platform services;
c. Check-ins or tagged locations attached to posts, stories, or reels.

8. Instagram Shopping and Commerce Activity, including:
a. Product listings, shops managed, commerce transactions, order history, delivery information, linked financial accounts, or payment data associated with purchases or sales conducted by the Target Account(s).

9. Instagram Subscriptions, Monetization, Creator Payments, and Revenue Data, including:
a. Subscription feature usage, including subscriber lists, subscriber-only content (posts, reels, stories), pricing tiers, subscriber engagement logs, and subscription payment history;
b. Creator monetization tools, including revenue earned from badges, virtual gifts, affiliate marketing commissions, sponsorships, branded content partnerships, and promotional collaborations;
c. Records of brand partnership disclosures, brand tagging history, and enforcement of Instagram’s branded content guidelines;
d. Payout logs, payment account linkage, transaction history, disbursement amounts, linked banking or financial institutions associated with payouts, and any suspended or frozen earnings;
e. Historical earnings summaries, monetization eligibility audits, and participation in Meta’s Creator Marketplace or other pilot monetization programs.

10. Advertising and Behavioral Data, including:
a. Advertisements viewed, clicked, engaged with, or dismissed by the Target Account(s);
b. Advertising profiles maintained by Meta, including:
i. Inferred interests, behaviors, demographics, location targeting;
ii. Audience targeting segments the user is assigned to;
iii. Ad engagement history;
c. Sponsored posts interacted with;
d. Advertisements created, managed, or paid for by the Target Account(s);
e. API interaction logs reflecting use of third-party automation tools, scheduling services, follower-boosting bots, engagement services, or other external tools interacting with Instagram via automated means, whether authorized via OAuth or detected through API monitoring, including app names, vendor identifiers, device/browser signatures, and timestamps of API requests.

11. Behavioral Personalization Data related to Explore page curation, Reels recommendations, Suggested Users, content categories, hashtags, themes, topics, or interest groupings assigned to the Target Account(s), including algorithmically-inferred interests, associations, and trending interaction profiles.

12. Third Party Application Integrations, including:
a. List of third-party apps authorized through Instagram OAuth;
b. Authorization timestamps and revocation history;
c. Permissions granted to authorized apps;
d. Data shared between Instagram and authorized third parties.

13. Security and Account Protection Data, including:
a. Two-factor authentication enrollment, recovery codes, security keys;
b. Account recovery emails, phone numbers, or contacts;
c. Suspicious login notifications, location mismatch warnings, or account compromise alerts;
d. Password reset history, including recovery attempts.

14. Biometric Information (if available), further described as facial recognition data, facial mapping templates, or machine-learning derived biometric data generated through the user’s uploaded photographs or videos.

15. Consent and Legal Agreement History, further described as all consents, user agreements, privacy policy acceptances, terms of service agreements, opt-in/opt-out logs, and related timestamped records.
NOTE: This request includes any content, communications, or data that may have been deleted, archived, or modified by the user but remains accessible to Meta Platforms, Inc. through internal data retention systems, preservation holds, recovery policies, server-side backups, disaster recovery snapshots, or cached storage, whether as full content, partial logs, metadata, or system-maintained records.
1. 

Attachment B1
Court Order for Pen Register / Trap Trace Device

PENAL CODE § 638.52(D) COMPLIANCE INFORMATION:
Pursuant to California Penal Code § 638.52(d), the following are included as required:

Identity of Accountholder:			Goes Here
Identity of Target of Investigation:		Goes Here
Offense(s) Being Investigated:		Goes Here


Pursuant to probable cause and under the authority provided by California Penal Code § 638.52, the court authorizes and orders a Pen Register / Trap Trace Device, as follows:

1. IT IS ORDERED that a pen register/trap and trace device be installed on the target account(s) by Instagram (Meta Platforms, Inc.) to capture, register or intercept the following information, for a period of sixty (60) days from the date this order is served upon Meta Platforms, Inc., or until such time as the investigation is completed, whichever comes first:

i. Account Changes / Logins / Logouts / Deletion;
ii. Account Activity and Associated Metadata (excluding any content);
iii. All Internet Protocol (IP) Addresses with any available port information;
iv. Message Headers including sender, receiver, and timestamp (excluding content);

2. IT IS ORDERED that Instagram (Meta Platforms, Inc.) shall provide, on an ongoing (NOT real-time) basis, every 15 minutes, the information specified above to Detective NAME via the email address DetectiveName@rivercitypolice.com, beginning from the date this order is served upon Meta Platforms, Inc., and continuing for sixty (60) days, or until the investigation is completed, whichever comes first.

3. IT IS ORDERED that Instagram (Meta Platforms, Inc.), shall intercept and furnish law enforcement with the information specified above unobtrusively and with minimum interference with the services that are accorded the persons whose transmissions are the subject of the pen register and trap and trace device.

4. IT IS ORDERED that Instagram (Meta Platforms, Inc.), NOT take adverse action against the subject accounts, such as disabling or terminating the accounts, because of the issuance of this warrant. 

5. IT IS ORDERED that, pursuant to 1546.2 PC, that Instagram (Meta Platforms, Inc.), NOT disclose the existence of this search warrant and court order to the subscriber for a period of 90 days, pending court order authorizing an extension to the non-disclosure order, unless otherwise ordered by a court of competent jurisdiction, as notification of the warrant may have an adverse result.

6. FINALLY, IT IS ORDERED that, pursuant to Penal Code § 638.52(d), this pen register / trap trace order be installed or affixed to the account with geographic limitations within the State of California. In the event that the provider(s) served with this court order are unable to setup or limit such a pen register with limited geographic bounds due to technical issues or limitations, this court order shall be executed without geographic limitations forthwith.





Attachment B2
Court Order for Prospective Location Data

Pursuant to probable cause and under the authority provided by California Penal Code § 1524(a)(12), and in compliance with Penal Code § 1534, the court authorizes this search warrant for prospective location tracking as further described below:

1. IT IS ORDERED that all location data, including last known location and historical location information, or any other location data, collected by Instagram (Meta Platforms, Inc.) for the user of the account, including any data collected by Instagram’s location services via the user's mobile phone or other device, usage of Instagram maps, or otherwise in possession of Meta Platforms, be provided to Detective NAME via the email address DetectiveName@rivercitypolice.com on a ongoing basis (every 15 minutes) for thirty (30) days, or until the investigation is completed, whichever comes first. 

2. IT IS ORDERED that Instagram (Meta Platforms, Inc.) is required to provide any such data they collect, regardless of the time of day.

3. IT IS ORDERED that Instagram (Meta Platforms, Inc.) shall intercept and furnish law enforcement with the geolocation information specified above unobtrusively and with minimum interference with the services that are accorded the persons whose transmissions are the subject of the pen register and trap and trace device.

4. IT IS ORDERED that Instagram (Meta Platforms, Inc.) NOT take adverse action against the subject accounts, such as disabling or terminating the accounts, because of the issuance of this warrant. 

5. IT IS ORDERED that, pursuant to 1546.2 PC, that Instagram (Meta Platforms, Inc.) NOT disclose the existence of this search warrant and court order to the subscriber for a period of 90 days, pending court order authorizing an extension to the non-disclosure order, unless otherwise ordered by a court of competent jurisdiction, as notification of the warrant may have an adverse result.



Attachment C
Statement of Probable Cause

Affiant certifies (declares) under penalty of perjury that the following facts are true and that there is probable cause to believe, and Affiant does believe, that the designated item(s) to be seized will be found at the location(s) to be searched:

Affiant Qualifications:


[INSERT HERO SHEET HERE – INCLUDE TRAINING & EXPERIENCE ON SOCIAL MEDIA]

Investigation:

[PROBABLE CAUSE RELATED TO INVESTIGATION GOES HERE]

Author’s Note: Now comes the specific social media search warrant language. You will want to (1) explain social media to the magistrate, (2) describe the specific platform(s) you are searching and the various features, (3) tie it to the crime you are investigating and evidence you are seeking, and (4) lay out independent specific probable cause for each “Item to be Seized” you are asking for. You will likely need to go through the Items to be Seized list and remove items which don’t apply: IE, if Facebook Marketplace posts aren’t going to be useful for your investigation, don’t ask for them!

Information on Social Media:

Based on my training and experience, I am aware that the term "social media" broadly encompasses a wide variety of online platforms and mobile applications, which can be categorized based on their primary functions and features. 

Certain well-known platforms, such as Facebook, X (formerly Twitter), and Reddit, serve primarily as social networking and community discussion platforms, allowing users to share written posts, upload multimedia content, participate in shared-interest groups (such as Facebook Groups and Subreddits), and communicate directly with other users through private or group messaging features.

Other social media platforms are primarily oriented toward multimedia sharing. Applications such as Instagram, TikTok, Snapchat, and YouTube focus on the creation and distribution of photographs and video content. Each platform offers distinct methods for users to create, upload, and share multimedia content with others, including features such as Instagram “Stories,” Snapchat “Snaps,” TikTok videos, YouTube “Shorts,” and live streaming capabilities. 

In addition, some platforms are designed to connect users around specific subcommunities or interests. Online dating applications, such as Bumble and Tinder, allow users to create personal profiles for the purpose of seeking romantic relationships, while gaming platforms, including Discord, Xbox Live, and PlayStation Network, allow users to engage in voice, video, and text communication with others who share gaming-related interests.

Information on Instagram:

Based upon my training, experience, and consultation with other investigators, as well as information obtained during this investigation, I believe the following to be true:

Instagram is a widely used global social media platform owned by Meta Platforms, Inc. Meta also owns Facebook, Messenger, WhatsApp, and other related services. Instagram offers a wide variety of features allowing its users to share multimedia content, communicate privately, organize groups, conduct financial transactions, and maintain extensive personal and behavioral data profiles. The data maintained by Instagram is hosted on servers owned and controlled by Meta Platforms, Inc., independent of the user’s physical device, and is accessible by Meta through lawful process such as court orders and search warrants.

Instagram allows users to create personal profiles which may include their legal names or pseudonyms, profile photographs, biography text, and extensive self-reported profile information such as pronouns, relationship status, locations, interests, external websites, and social media cross-links. This profile information may assist law enforcement in identifying and confirming the individual(s) who control a given Instagram account and may establish connections to suspects, co-conspirators, criminal enterprises, or victims.

Instagram users may post a variety of multimedia content, including photographs, videos, short-form videos known as "Reels," Stories (which expire after 24 hours unless archived), and live video broadcasts. These posts may include geotagged location data, timestamps, hashtags, tagged individuals, captions, and interaction data such as likes, comments, and shares. Posts may be public, restricted to approved followers, or viewable only to "Close Friends" depending on privacy settings. This content may provide direct evidence of criminal conduct, establish timelines, corroborate events, or identify involved individuals.

In addition to public posting, Instagram offers private communication features, including Direct Messaging (DMs), group chats, and private story groups. Through my training and experience, I know that Direct Messaging is frequently used by individuals engaged in criminal activity to conduct conversations related to illegal transactions, planning, coordination with co-conspirators, recruitment, or post-offense boasting. These communications may include text, photographs, videos, emojis, voice recordings, contact cards, and external links. Instagram retains extensive records of these communications, including sender, recipient, message content, timestamps, attached media, deletion logs, and metadata.

Beyond messaging, Instagram provides numerous interactive features that generate extensive digital records relevant to criminal investigations, including:

· Likes, shares, comments, reactions, polls, questions, quizzes, and stickers, which may reflect user interests, intent, associations, or participation in criminal activity.
· Tagging of other users, locations, or media that can demonstrate relationships and place individuals at relevant locations or times.
· Saved Content and Collections, which may include bookmarks of incriminating material, communication threads, or evidence of involvement in criminal conduct.
· Story Viewer Logs, which reveal who has viewed posted Stories, including timestamps of viewing activity, even for content that may have since expired.

Instagram also includes features that enable financial activity. Instagram Shopping allows users to promote and sell goods, while subscription and monetization features permit creators to earn revenue from exclusive content, affiliate programs, sponsorships, and direct payments from followers. Criminal actors may utilize these commerce features to facilitate financial fraud, laundering of proceeds, trafficking, or monetizing illegal enterprises. Instagram maintains records of purchases, sales, payouts, payment accounts, subscriber lists, linked financial institutions, and transaction histories.

Through my training and experience, I know that criminal subjects often operate multiple Instagram and Facebook accounts simultaneously, sometimes under different names or aliases, to compartmentalize their activity. Meta Platforms retains detailed information regarding linked accounts, shared devices, third-party app authorizations, OAuth integrations, API interactions, and shared device fingerprints that may expose otherwise undisclosed accounts connected to the subject.

In addition to content and communications, Instagram collects extensive device, network, and location data associated with user activity, including:

· IP address logs showing where and when accounts are accessed;
· Device identifiers (IMEI, IMSI, MAC address, user-agent strings, device IDs) which may directly link physical devices to accounts;
· GPS coordinates, Wi-Fi-based location, Bluetooth beacon proximity, cellular tower location (CSLI), and other telemetry signals, which may place a suspect at specific locations or times critical to the investigation.

Even if suspects attempt to delete content, Instagram maintains archived, deleted, or system-cached records for extended periods pursuant to internal retention policies and preservation capabilities. Deletion logs may also reflect efforts to obstruct justice, conceal criminal activity, or demonstrate consciousness of guilt.

Instagram maintains robust security, account protection, and enforcement data, including:

· Password reset history, recovery attempts, and changes to authentication credentials;
· Two-factor authentication enrollment, security key registrations, and device authentication logs;
· Suspicious login notifications, geographic login mismatches, flagged activity, or compromised account warnings;
· Content moderation actions, enforcement flags for policy violations (including content flagged for illegal activity such as child exploitation, firearm trafficking, narcotics sales, human trafficking, or violence).

In my training, experience, and consultation with other investigators, I am aware that individuals engaged in criminal conduct regularly utilize Instagram for purposes directly tied to their criminal activity. These activities include, but are not limited to:

· Communication and Coordination: Criminal actors use Instagram Direct Messaging, group chats, and story replies to privately exchange messages, videos, photographs, contacts, and location pins related to criminal planning, sales transactions, recruitment, or post-offense coordination with co-conspirators and victims.
· Promotion and Advertisement of Criminal Conduct: Narcotics traffickers, firearms dealers, organized theft rings, and fraud networks regularly advertise contraband, stolen property, illegal services, or financial scams via public posts, stories, reels, and private groups, often utilizing coded language, emojis, hashtags, or visual imagery designed to evade detection.
· Recruitment and Exploitation: Offenders involved in gang activity, violent organizations, sexual exploitation, or human trafficking often recruit vulnerable individuals through Instagram’s network features, private messaging, story interactions, and follower suggestions generated by Meta’s algorithms.
· Financial Transactions and Monetization: Criminal actors use Instagram’s Shopping, Subscriptions, Commerce Manager, and monetization tools to receive payments, launder illicit proceeds, or conceal financial transactions associated with unlawful activity. Financial logs, transaction histories, payout accounts, refunds, and payment records may reflect direct financial gain from criminal conduct.
· Post-Offense Boasting and Admissions: Based on my training and experience, offenders often utilize Instagram to reference, brag about, or indirectly discuss crimes after they occur. These may include photographs with weapons, currency, stolen goods, coded captions referencing violent acts or criminal affiliations, or celebratory posts following criminal activity.
· Concealment and Obfuscation: Instagram allows users to rapidly delete posts, stories, messages, or even entire accounts. Suspects may use multiple burner accounts, VPNs, anonymization services, or external encrypted messaging platforms cross-linked via Instagram to obscure their identity or conceal illicit communications. However, Meta Platforms retains deletion logs, audit trails, and archived versions of deleted or modified content that may still be recovered via lawful process.
· Location-Based Surveillance: Through location-tagged posts, geotagged media, story check-ins, and passive device telemetry, Instagram may record precise historical location data placing suspects at specific geographic coordinates relevant to the crime under investigation.
· Network and Association Mapping: Instagram’s follower lists, friend requests, tagged posts, shared stories, broadcast channels, group chats, and comment threads often reveal the subject’s criminal network, co-conspirators, and organizational hierarchy, which may otherwise remain hidden without these records.

In my experience, Instagram’s extensive data retention serves as a detailed historical record of a suspect’s communications, associations, financial activity, movements, and criminal enterprise. Because this data is stored directly by Meta Platforms, Inc. on company-controlled servers, it remains accessible even if a suspect’s phone or computer is seized, reset, wiped, or placed into airplane mode at the time of law enforcement contact. In many cases, obtaining these records directly from Meta Platforms, Inc., via lawful search warrant, is the only method available to fully reconstruct historical criminal activity and recover evidence essential to this investigation.

For all the reasons set forth above, I believe the requested records maintained by Meta Platforms, Inc. related to the identified Instagram account(s) will contain evidence, fruits, and instrumentalities of violations under investigation.

Nexus of Instagram Evidence to CRIME

Authors Note: It is helpful at this point in the warrant to give a general description of how evidence of your specific crime might be found during a search of Instagram, or how suspect(s) committing your specific crime may use Instagram. Here’s an example for an Instagram Drug Trafficker, but write your own language here depending on what type of crime your investigating (Gang Crime, Sex Crime, Drug Trafficking, etc.):

Based on my training, experience, and knowledge of this investigation, I am aware that individuals involved in the distribution of controlled substances commonly utilize Instagram as part of their drug trafficking operations. Instagram allows users to create public and private profiles where they can post photographs, videos, stories, and reels to advertise the availability of narcotics, often using coded language, slang terms, emojis, and hashtags that are recognizable to buyers but intended to obscure the nature of the transactions from law enforcement. Drug traffickers frequently post images of drugs, firearms, large amounts of cash, luxury vehicles, or high-end merchandise as a way to flaunt their success and attract new customers. These posts serve both as advertising and as a means of recruitment or intimidation within the criminal enterprise.

In addition to public-facing posts, traffickers often conduct actual sales negotiations within Instagram’s private Direct Messaging platform. These private messages may contain conversations discussing drug quantities, prices, delivery arrangements, payment methods, and meeting locations. Direct Messages may also contain photographs of the specific narcotics for sale, screenshots of payment transfers, or location-sharing data to facilitate in-person transactions. In many cases, suspects also exchange information related to electronic payment platforms, encrypted messaging services, or shipping logistics directly within these conversations.

Furthermore, I am aware that suspects engaged in drug trafficking may utilize Instagram’s temporary Story feature to conduct short-term or "flash sales," posting content that automatically disappears after 24 hours unless saved. These time-limited posts allow offenders to advertise available narcotics while minimizing the amount of publicly viewable evidence left on their profile. However, I am aware that Instagram maintains archived versions of these Stories, as well as metadata identifying viewers, timestamps, and device information which remain accessible to Meta Platforms, Inc. even after deletion by the user.

Additionally, drug traffickers often attempt to conceal their identities on Instagram by creating accounts under false names, nicknames, or street monikers; registering with untraceable or fraudulent email addresses; and utilizing virtual private networks (VPNs) or anonymizing services to obscure their physical location and IP address data. As such, identifying the true user behind a drug trafficking account frequently requires examination of the account’s detailed subscriber information, device identifiers, historical IP address logs (including any port data), associated phone numbers, linked accounts (such as Facebook), linked financial accounts tied to Instagram shopping or advertising activity, location history derived from device usage, and metadata associated with posted media, direct messages, stories, and reels. This information is crucial to attribute control of the Instagram account to a specific individual, corroborate the suspect’s involvement in narcotics distribution, and establish probable cause tying the illicit online activity to the ongoing criminal investigation.

Finally, drug traffickers often maintain networks of co-conspirators, suppliers, customers, and criminal associates through their Instagram connections, including followers, followings, tagged accounts, group chats, and broadcast channels. Interactions with these associates often depict joint participation in drug transactions, coordination of sales, or display of proceeds from narcotics sales, all of which may provide critical evidence of ongoing criminal activity.

Request for Pen Register / Trap Trace Order & Prospective Location Tracking:

Based on training, experience and conversations with other investigators, I am aware that Meta Platforms, Inc. (Instagram) can install or provision a Pen Register / Trap Trace device to specific target account(s) in order to intercept and subsequently furnish information to law enforcement on a prospective basis. I am further aware that Meta’s execution of Pen Register / Trap Trace Orders complies with the statutory requirements outlined in Penal Code § 638.52.

I am aware, based on training and experience, that nearly all user-initiated Instagram activity, including the posting of images, status updates, the sending of messages, etc., is associated with an Internet Protocol (IP) address. These IP addresses would assist your affiant in finding the geographic location from which any messages made by the subject were posted, to include if these messages are sent with a mobile device.

I am aware, based on training and experience, that pursuant to a Pen Register, Meta can also intercept, capture and furnish the following relevant information:

· Account Changes / Logins / Logouts / Deletion;
· Account Activity and Associated Metadata (excluding any content);
· Message Headers including sender, receiver, and timestamp (excluding content).

I believe that the installation of a pen register and trap and trace device on the target account(s) to furnish the above-described information, on an ongoing basis for 60 days as authorized by Penal Code § 638.52, will assist in locating the target(s) and/or furthering this criminal investigation. The information requested in this affidavit is necessary and relevant to this investigation.  

I am further aware, and am advising the court, that when complying with Pen Register orders, Meta does not produce content or allow the real-time monitoring of the actual text of conversations, nor does it allow multimedia (photographs or videos) to be intercepted, captured or retained.

I am aware that Penal Code § 638.52(c) states “information acquired solely pursuant to the authority for a pen register or a trap and trace device shall not include any information that may disclose the physical location of the subscriber.” I am further aware that when installing a PRTT upon a target account, Facebook can capture location data as further described below which will be fruitful to this investigation. I am seeking to rectify this by requesting this order not be issued solely pursuant to the authority for a pen register or a trap and trace device, but rather in conjunction with the authority under Penal Code § 1524(a)(12) which authorizes a search warrant for prospective location data / tracking data “when the information to be received from the use of a tracking device…will assist in locating an individual who has committed or is committing a felony.” Penal Code § 1524(a)(12) requires such a warrant comply with Penal Code § 1534, which states that the tracking can be accomplished by installing or affixing a GPS tracker or by “serving a warrant on a third-party possessor of the tracking data.”

I am further aware that mobile devices connected to a Instagram account may, dependent on the user’s settings, transmit location data to Meta which is stored upon their servers. This location data is frequently found in two logs or records maintained by Meta: a log known as “last known location” (typically containing one geolocation data point) and a log known as “location history” which oftentimes includes multiple geolocation data points and associated timestamps. This location information would help identify the target’s current location, establish a pattern of movement, identify anyone he/she may be staying with or associating with, aid apprehension and/or further the investigation described in this affidavit.

I hereby certify that the information likely to be obtained from this request for a pen register/trap and trace device and prospective location tracking warrant is relevant to an ongoing criminal investigation.

Cause for Instagram Pen Register / Trap Trace:

[INSERT JUSTIFICATION FOR PEN REGISTER RELATED TO YOUR INVESTIGATION.]

This section can be pretty short, and it’s not necessarily required like it might be for a wire tap, but I strongly recommend explaining to the judge why you’re seeking this pen register and how it will help your case. Will it help locate a wanted fugitive? Have other traditional surveillance methods failed? Is your suspect using Instagram to sell dope and therefore the data would be extremely useful to identifying customers, co-conspirators and locating them? Is the suspect armed / dangerous making traditional surveillance less safe or practical? Have you not been able to identify the suspect’s “stash” locations through other methods? The possibilities are endless…

Additional Orders Requested:

Delayed Return:
Considering the massive amounts of digital evidence often contained within social media accounts, and the time consuming process of sealing unrelated data, it is requested that the ten-day requirement be waived to provide your Affiant ample time to process and comply with the Search Warrant in a timely manner.  The Return to Search Warrant will be filed promptly upon completion of the search.

Outside Experts:
If reasonably necessary, your affiant is requesting permission to employ the use of outside experts, acting under the direct control of myself or other investigating officers, to access, analyze, extract, duplicate or preserve electronic data. Occasionally, search warrant data from online providers are difficult to analyze or interpret without advanced software or resources unavailable to your affiant.

Sealing Order / Nondisclosure Order / Delayed Notification: I am aware that routine California electronics search warrants become public record upon filing, and furthermore Cal ECPA statutes require investigators notify target(s) of such search warrants contemporaneously. I am also aware that electronics communications providers oftentimes notify the accountholder(s) of the service of the warrant (and may even provide them a copy of the warrant) if not served with a non-disclosure order included in the search warrant. 

Your affiant believes reasonable cause exists that notification to the targets of this investigation will likely have the following adverse results, and delayed notification is authorized by the cited Penal Codes:
	
	☒   Destruction / Tampering with Evidence
       (California Penal Code § 1524.2(a)(2)(C))
	☒   Flight from Prosecution
       (California Penal Code § 1524.2(a)(2)(B))

	☐   Danger to Physical Safety / Intimidation
       (California Penal Code § 1524.2(a)(2)(A) / (a)(2)(D))
	☒   Serious Jeopardy to Ongoing Investigation
       (California Penal Code § 1524.2(a)(2)(E))


Specific to this investigation, the suspect(s) in this case do not currently know they are being investigated. I believe a high probability exists that in the event the suspects learn of the investigation, they will [INSERT REASONING HERE].

NON-DISCLOSURE ORDER: I request IT BE ORDERED that the provider(s) served with this search warrant shall not notify accountholder(s) or otherwise disclose the existence of this search warrant for a period of 90 days, pending further extensions by order of the court.

DELAYED NOTIFICATION: I request investigators be authorized to delay the contemporaneous notification requirements outlined in California Penal Code § 1546.2. Investigators will not notify target(s) of the existence of this search warrant for a period of 90 days, pending further extensions by order of the court, or until there will no longer be an adverse result to the investigation, whichever occurs first.

SEALING ORDER: I request an order that this entire search warrant be sealed pursuant to 1040 of the Evidence Code to ensure the integrity of the ongoing investigation. Filing this search warrant in the public domain, unsealed, at this stage of the investigation will likely have adverse results. Note: This is not intended to preclude discovery in the event this case results in an arrest / prosecution, but at this time there is no lesser means to ensure this investigation isn’t compromised but sealing the entire search warrant.


Declaration:
                  
I request that a Search Warrant be issued based upon the aforementioned facts, for the seizure of said property, or any part thereof, between the hours of 7:00 A.M. and 10:00 P.M., good cause being shown thereof, and the same be brought before this Magistrate or retained subject to the order of the court, or of any court in which the offense(s) in respect to which the property of things taken, triable, pursuant to Section 1536 of the Penal Code.

I certify (declare) under penalty of perjury that the foregoing is true and correct.
Executed at River City, California.


___________________________________, 1st day of February, 2025, at  11:00 A.M.
Why(Signature of Affiant)

SUPERIOR COURT OF CALIFORNIA  
   County of River City  [image: seal[1]] Search Warrant 
   Sealing Order




            

    		       Warrant No. _______________  
	Place to be searched:
	See Attachment A

	
	


  Application for Sealing Order: I hereby request that the following document(s) submitted in
  support of the requested search warrant be sealed pending further order of the court:  
	Entire Search Warrant & Attached / Incorporated Court Orders

	


 
Grounds for order: I believe that the sealing of the above document(s) is warranted for the following reasons:         
 PUBLIC INTEREST: Sealing serves the following public interest:   
	☒
	Official information (Evid. Code § 1040)

	☐	Informant protection (Evid. Code § 1041)

	☐	Confidential Personal Information (Penal Code § 964)


PREJUDICE TO PUBLIC INTEREST: There exists a substantial probability that this public interest would be prejudiced if the information contained in this document(s) is not sealed.   
NARROWLY TAILORED: I do not believe it would be possible to release any of the sealed information without prejudicing this public interest.   
Declaration: I declare under penalty of perjury that the above information is true.  February 1, 2025

____________________  	  	  	  	__________________________________    	       Date                                                                                            Affiant
Order: Pursuant to Rule 2.550 of the California Rules of Court, the document(s) identified above shall be sealed and retained in the following manner pending further order of the court:    
1. The document(s) shall be sealed in an envelope with a copy of this Order affixed to the front of the envelope; and  
1. The Clerk of the Court shall retain custody of the envelope in a secure place and shall not   permit it to be opened by anyone except as authorized by written order of the Court.   
	_________________________   	  	  	___________________________________               
	Date  	  	  	   	  	  	  	Judge of the Superior Court      


Service Provider
Certification of Records








Name of Declarant: ________________________________________


Title of Declarant:  _________________________________________[image: seal[1]]


Name of company:  _________________________________________


Search warrant number:  _____________________________________


Mode of Preparation for Records___________________________________________________
______________________________________________________________________________
______________________________________________________________________________

I, the undersigned, am the duly authorized Custodian of Records for the company identified
above. I have direct knowledge of the manner in which the types of records described in the
search warrant, identified above, are prepared. I also have the authority to certify them.

I declare under penalty of perjury that the records attached hereto are true copies of the
records described in the above search warrant, that they were prepared in the ordinary course
of the business of my company, and that they were prepared at or near the time of the act of
event to which they pertain. I further declare that the number of pages of records hereby
submitted is _____ [Please insert number of pages submitted].

I declare under penalty of perjury that the foregoing is true.


____________________________________		______________________________
Print Name and Title						Signature

								______________________________
Date
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