[ PUT ON YOUR OWN DEPARTMENT LETTERHEAD ]


TO:	Custodian of Records
	SNAP INC.     (Hereinafter referred to as “Provider”)
	2772 Donald Douglas Loop,
	North Santa Monica, CA 90405


DATE:	March 1, 2022

RE: 		18 U.S.C. § 2703(f)  Preservation Request
River City Police Department Case # 22-12345


Dear Custodian of Records:

The below listed account(s), as identified by username, email address(es) or phone number(s), are the subject of an ongoing criminal investigation at this agency, and it is requested pursuant to 18 U.S.C. § 2703(f) that records associated with said account(s) be preserved pending the issuance of a search warrant or other legal process seeking disclosure of such information:

Account Identifiers:

[LIST USERNAMES, EMAIL ADDRESSES AND PHONE NUMBERS HERE]

Specifically, I request Snapchat preserve all account information currently maintained by Snapchat, to include (but not limited to):

1. Subscriber Information (including usernames, display names, birthdates, email addresses, mobile phone numbers, Bitmoji graphics, profile photographs, Snap Scores, account creation information, account deletion information (if applicable), and logs of any instances of account deactivations / reactivations);
2. Device Information (including device identification numbers such as IMEI numbers, IMSI numbers, MAC addresses, other unique account or device identification numbers, logs of devices connected or used to access the account, including connection logs, and all device information used to login to other websites (such as accounts.snapchat.com) related to the target account(s));
3. Payment Information (including purchases made by or associated to the target accounts, full bank account and credit card numbers, and all personal identifying information maintained by Snapchat for the purpose of verifying billing information, including but not limited to full names, billing addresses, billing phone numbers);
4. IP Address Information (including logs of all IP addresses used to access the account, log in to the account, log out of the account, or otherwise utilize the account);
5. ALL LOGS of account usage and activity, including IP address logs, conversations, chats, memories, snaps, groups, group chats, group media, stories, private stories, contacts lists obtained from user’s phones, friends lists, friend activity, and other logs such as deletion logs, password changes, attempts to delete or deactivate the account, search history, web activity, subscriptions, reported content, connected applications, talk history, and permissions;
6. ALL CONTENT, including photographs, videos, audio files, text and encrypted files maintained by Snapchat associated to the Target Account(s), including snap content, chat media content, memories, my eyes only content, story content, private stories, spotlight content, subscription posts or content, audio files sent and received, graphics created by the account (including filters, captions, GIFs, icons, or other modifications made by the target account to photographs or videos through the Snapchat application), all content shall include all associated metadata maintained by Snapchat whether in an Excel or CSV file, in the title of the media, or as EXIF data;
7. Location Data collected and retained by Snapchat for the Target Account(s), including but not limited to GPS coordinates, cellular location data, or other available specialized location data, including home and work locations suspected or identified by Snapchat through data collection and analysis by Snap, Inc.

I understand that Snapchat’s TOS allow them to delete any account in violation. I specifically request that (1) the user not be notified of this preservation request or pending search warrant and (2) Snapchat’s consideration regarding deletion of this account be delayed pending the issuance of legal process. This is specifically requested in order to prevent the investigation from being compromised, and to prevent the destruction of actual physical evidence outside of Snapchat. 

[REMOVE IF NOT RELEVANT:] This preservation request is TIME SENSITIVE based upon the nature of this investigation and evidence believed to be in possession of Snap, Inc. at this time, which may be deleted or no longer available if not preserved immediately. I respectfully request this preservation request be processed immediately upon receipt. 

If you have any questions concerning this request, please contact me immediately at email@rivercity.com or (510) 123-4567.

Thank you for your assistance in this matter.

Respectfully submitted,

Detective NAME
River City Police Department
