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County of RIVER CITY
Search Warrant and Affidavit
Service Provider




					

          Warrant No__________________

Detective NAME, certifies under penalty of perjury that the facts expressed in the attached and incorporated Statement of Probable Cause are true and that based thereon he has probable cause to believe and does believe that the articles, property, and persons described below are lawfully seizable pursuant to Penal Code Section 1524 et seq., as indicated below, and are now located at the locations set forth below.   Wherefore, Affiant requests that this Search Warrant be issued.


________________________________________  1st  day of February, 2025, at  10:00 A.M.
(Signature of Affiant)
Sgt. ??? (Electronically)

________________________________________  1st day of February, 2025, at  10:30 A.M.
(Signature of Supervisor)
DDA ???    (Electronically)

Reviewed by: ____________________________         1st day of February, 2025, at  3:34 P.M.
	(Signature of Deputy DA)

The People of the State of California to any peace officer in River County:
The affidavit by Detective NAME, certified before me on this date, has established probable cause to believe that the property described herein may be found at the location(s) set forth herein and that it is lawfully seizable pursuant to Penal Code Section 1524 in that:

Evidence Type: 
☐ 1524(a)(1) - Property was stolen or embezzled.
☐ 1524(a)(2) - Property used as means of committing a felony.
☐ 1524(a)(3) - Property is in the possession of a person with the intent to commit a public offense.
☒ 1524(a)(4) - It tends to show that a felony has been committed or that a particular person has committed a felony.
☐ 1524(a)(5) - Evidence of sexual exploitation of a child.
☐ 1524(a)(6) - An arrest warrant exists for the target of the search warrant.
☐ Other [please explain]:
		   
You are therefore COMMANDED to SEARCH:
	See Attachment A, attached and incorporated by reference.

For the FOLLOWING:
	See Attachment B, attached and incorporated by reference.
ORDERS

Delayed Return: In order to allow officers sufficient time to process and comply with this warrant, a 90 day extension is granted to the 10 day search warrant return requirement in Penal Code § 1534.
Outside experts: If reasonably necessary, officers are authorized to employ the use of outside experts, acting under the direct control of the investigating officers, to access, analyze, extract, duplicate or preserve any electronic data.
Delayed Notification: The affidavit has established sufficient reason to believe that compliance with Penal Code section 1546.2(a) may cause an adverse result. A 90 day delay in notification is authorized. (Notifying the target(s) will delay a criminal investigation, alert the suspect(s) of the investigation, and give the suspect(s) potential to destroy evidence.)  
Penal Code § 1546.1 (d): Any information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject to further review, use, or disclosure absent an order from the Court. An unredacted copy of information seized pursuant to this warrant may be disclosed to the River City District Attorney while the case is under investigation pursuant to Penal Code § 1546.1(d)(2), or in compliance with discovery obligations required by Penal Code §1054.1 and § 1054.7.
No Prohibited Violations: Based on Affiant’s attestation pursuant to Penal Code Sections 1524(h) and 1524.2(c), the Court finds that the evidence sought pursuant to this warrant is not related to an investigation into, or enforcement of, a prohibited violation as defined in Penal Code Section 629.51.
Disposition of Property: All property seized pursuant to this search warrant shall be retained in the affiant’s custody pending further court order pursuant to Penal Code § 1528(a), § 1536.

INSTRUCTIONS TO PROVIDER

Nondisclosure Order: Pending further order of this court, the officers, employees, and agents of the provider(s) are hereby ordered not to disclose information to or notify any person that would reveal, or tend to reveal, the contents of this warrant or the fact that it was issued for a period of 90 days (pursuant to 1546.2 PC).
Time of compliance: Pursuant to California Penal Code § 1524.2(b)(1), the provider(s) have five business days within which to respond to this warrant. 
Verification: The provider(s) are required under California Penal Code § 1546.1(d)(3) to “verify the authenticity of records that it produces” in compliance with California Evidence Code § 1561, by completing the attached affidavit.
Delivery of Data:
The provider(s) shall provide data electronically to:

Detective NAME
Unit (IE: Property Crimes Investigations)
River City Police Department
Email: DetectiveName@rivercitypolice.com

This Search Warrant and Affidavit and attached and incorporated Statement of Probable Cause were certified on this 1st day of February, 2025 at ____________ A.M / P.M. Wherefore, I find probable cause for the issuance of this Search Warrant and do issue it.




  							           ___________________________	
	Judge of the Superior Court



  							           ___________________________	
	Printed Name of Judicial Officer



Attachment A
Location(s) to be Searched


The Service Provider (Social Media) of ONLYFANS:

Fenix International Limited dba OnlyFans    (Hereinafter referred to as “Provider”)
Attn: Law Enforcement Relations
9th Floor, 107 Cheapside
London EC2V 6DN

Accepts legal process online via law enforcement form:
https://onlyfans.com/legalinquiry


For the following ONLYFANS account(s) with the with the following profile URL(s), username(s), legal name(s), email addresses(es), phone number(s). billing addresses, or credit card information contained below:  (Hereinafter referred to as “Target Accounts”)

[LIST NAMES(S), USERNAME(S), PROFILE URL(S), BILLING ADDRESSES, EMAIL(S) OR PHONE NUMBER(S), OR CREDIT CARD INFORMATION HERE]
















Attachment B
Item(s) to be Seized

ONLYFANS DATA: 
To the extent that the information described is within the possession, custody, or control of OnlyFans (operated by Fenix International Limited), including any records, files, messages, content, logs, metadata, payment information, or deleted materials still available to OnlyFans or preserved pursuant to legal process or internal retention policies, OnlyFans is required to disclose the following information for the Target Account(s), for the time period of January 1, 2025 to the date this search warrant is signed:

1. Subscriber Information for the Target Account(s), to include:
a. Account username(s), display names, profile names, historical username changes, vanity URLs, and pseudonyms;
b. Legal name(s) provided during account creation or payment verification processes;
c. Birthdate, age verification documents, government-issued identification submitted for Know Your Customer (KYC) compliance or age verification;
d. Account creation date and time, including IP address, device identifiers, and geolocation data captured at registration;
e. Email address(es) associated with the account, including historical changes and verification status;
f. Mobile phone number(s) associated with the account, including history of additions, removals, or verification;
g. Profile photographs, avatars, or other images used in the profile;
h. Self-reported biography or “About Me” profile text, linked social media accounts (Twitter, Instagram, TikTok, etc.), external website links, or business links provided in profile information;
i. IP addresses associated with account deletions, suspensions, or terminations;
j. Consent records, terms of service acceptances, privacy policy acknowledgments, community guidelines acceptances, and timestamped consent history.

2. Device Information related to the Target Account(s), including:
a. Device identifiers including IMEI, IMSI, MAC addresses, device fingerprints, hardware IDs, and app installation IDs;
b. Push notification tokens (including APNs tokens, Firebase tokens, and any other push token identifiers);
c. Browser types, user-agent strings, platform versions, app version numbers, operating system versions, and language settings;
d. Complete device access logs showing active and passive connections, device changes, session durations, and timestamps.


3. IP Address Logs for the Target Account(s), to include but not limited to:
a. Comprehensive logs of all IPv4 and IPv6 addresses used to register, access, browse, or interact with the Target Account(s), including login IPs, content interaction IPs, background app activity, and geolocation approximations;
b. Port information associated with all IP logs, where available.

4. Linked Accounts & Cross Account Associations to the Target Account(s), to include:
a. Social media accounts linked to OnlyFans profiles, including Twitter, Instagram, TikTok, or any OAuth-connected services;
Any external identity verification services or identity providers used to verify account holder identity.

5. Account Usage, Activity Logs, Content & Communications, including:
a. All published content posted by the Target Account(s), including photos, videos, livestream recordings, captions, stories, highlights, scheduled posts, drafts, archives, hidden media, locked content, and geotagged content;
b. Direct Message (DM) content including full chat histories, timestamps, media attachments (photos, videos, audio), emojis, stickers, gifts, voice notes, links, and sent/received messages between creators and subscribers;
c. Live stream session logs, including full video recordings (if archived), participants, chat logs, timestamps, viewer lists, gift transactions, and monetization records associated with live broadcasts;
d. Content deletion logs, edits, or media removal history, including deletion timestamps;
e. Saved media, archived content, or private collections maintained by the Target Account(s);
f. Subscriber lists, followers, subscription history, subscriber join/leave timestamps, and audience engagement logs;
g. Creator-subscriber interaction logs, including messaging history, custom requests, pay-per-view (PPV) content sales, tip requests, locked message transactions, media unlock history, and sales logs for custom content;
h. Gifted subscription history, promotions, and discount codes issued;
i. Content monetization records, including content pricing, purchase history, pay-per-view purchases, subscription fees collected, and custom paid content agreements;
j. Internal moderation logs reflecting policy violations, reported content, community guideline enforcement, and administrative sanctions;
k. Reports of abusive content, copyright violations, and third-party reports submitted concerning the Target Account(s);
l. Browsing history within OnlyFans, including user search queries, profile views, trending content interaction, and promoted content engagement.



6. Financial Transaction Records, including:
a. Linked bank accounts, routing numbers, account holder names, and financial institution information;
b. Payment processor records, payout logs, disbursement amounts, held balances, suspended payouts, pending payouts, and frozen funds;
c. Purchase history for all payments made to the Target Account(s), including subscriber purchases, pay-per-view purchases, tip transactions, and donations received;
d. Credit card and debit card information provided by subscribers or buyers;
e. Third-party payment processor identifiers including (but not limited to) Paxum, Wise, or other OnlyFans payment integration services.

7. Behavioral, Algorithmic, and Personalization Data, further described as recommendation algorithms, suggested content feed behavior, viewer engagement patterns, content category assignments, audience modeling, user interaction profiles, and trending affinity groups.

8. Moderation, Safety, and Enforcement Records, including:
a. User-generated reports against other users, reports submitted against the Target Account(s), safety team investigations, administrative enforcement actions, account warnings, bans, suspensions, or shadow bans;
b. Internal moderation logs including blocked content, quarantined photos, abusive behavior flags, policy violation detections (e.g., fraud, catfishing, sexual exploitation, scams), and enforcement outcome records;
c. Law enforcement preservation requests, subpoena history, emergency disclosure requests, and legal compliance records relating to the Target Account(s).

9. Third-Party Integrations, including:
a. List of authorized third-party apps connected to the Target Account(s);
b. Historical records of granted permissions, scopes of data sharing, revocations, and OAuth transactions.

10. Security and Account Protection Records, including:
a. Password change logs, password reset requests, recovery attempts, and multi-factor authentication enrollment;
b. Device security keys, trusted devices, recovery email addresses, and backup contacts;
c. Suspicious login alerts, unauthorized access notifications, location mismatch warnings, or high-risk anomaly detections.

11. Biometric and Image Verification Data, including: 
a. Biometric verification records used for identity verification (facial recognition, facial scans, selfie-based ID verification data, and government ID scans used for compliance verification);
b. KYC verification document scans, facial mapping data, and extracted document metadata.

12. Consent, Legal Agreements, and User Policy Logs, including a complete history of terms of service acceptance, privacy policy agreements, opt-ins, opt-outs, profile disclosures, and community guideline acceptance logs with timestamp metadata.

NOTE: This request includes any deleted, archived, hidden, restricted, or modified content, metadata, or communications that may remain accessible to OnlyFans through internal retention policies, archival systems, backup infrastructure, disaster recovery storage, or preservation holds initiated pursuant to legal process.



Attachment C
Statement of Probable Cause

Affiant certifies (declares) under penalty of perjury that the following facts are true and that there is probable cause to believe, and Affiant does believe, that the designated item(s) to be seized will be found at the location(s) to be searched:

Affiant Qualifications:


[INSERT HERO SHEET HERE – INCLUDE TRAINING & EXPERIENCE ON SOCIAL MEDIA]

Investigation:

[PROBABLE CAUSE RELATED TO INVESTIGATION GOES HERE]

Author’s Note: Now comes the specific social media search warrant language. You will want to (1) explain social media to the magistrate, (2) describe the specific platform(s) you are searching and the various features, (3) tie it to the crime you are investigating and evidence you are seeking, and (4) lay out independent specific probable cause for each “Item to be Seized” you are asking for. You will likely need to go through the Items to be Seized list and remove items which don’t apply: IE, if Facebook Marketplace posts aren’t going to be useful for your investigation, don’t ask for them!

Information on Social Media:

Based on my training and experience, I am aware that the term "social media" broadly encompasses a wide variety of online platforms and mobile applications, which can be categorized based on their primary functions and features. 

Certain well-known platforms, such as Facebook, X (formerly Twitter), and Reddit, serve primarily as social networking and community discussion platforms, allowing users to share written posts, upload multimedia content, participate in shared-interest groups (such as Facebook Groups and Subreddits), and communicate directly with other users through private or group messaging features.

Other social media platforms are primarily oriented toward multimedia sharing. Applications such as Instagram, TikTok, Snapchat, and YouTube focus on the creation and distribution of photographs and video content. Each platform offers distinct methods for users to create, upload, and share multimedia content with others, including features such as Instagram “Stories,” Snapchat “Snaps,” TikTok videos, YouTube “Shorts,” and live streaming capabilities. 

In addition, some platforms are designed to connect users around specific subcommunities or interests. Online dating applications, such as Bumble and Tinder, allow users to create personal profiles for the purpose of seeking romantic relationships, while gaming platforms, including Discord, Xbox Live, and PlayStation Network, allow users to engage in voice, video, and text communication with others who share gaming-related interests.

Information on OnlyFans:

Based upon my training, experience, and consultation with other investigators, as well as information obtained during this investigation, I believe the following to be true:

OnlyFans is a content subscription platform operated by Fenix International Limited. It allows users, often referred to as "creators," to monetize original content by offering it directly to paying subscribers ("fans") in exchange for subscription fees, pay-per-view charges, or tips. The platform has grown to include a wide variety of content, including—but not limited to—adult material, fitness instruction, influencer content, entertainment, and personal fan interactions. The data maintained by OnlyFans is hosted on servers controlled by the company and remains accessible through lawful legal process such as search warrants or court orders, even if content has been deleted or removed by the user.

Users create OnlyFans accounts by providing personal information including email addresses, verified mobile phone numbers, and government-issued identification for age verification, financial compliance, and Know Your Customer (KYC) requirements. Creators may link their OnlyFans profiles to external social media accounts such as Twitter, Instagram, TikTok, or other platforms to promote content or cross-market to subscribers. Subscriber information may include usernames, display names, pseudonyms, profile photographs, linked social media handles, payment details, linked financial institutions, device information, and extensive account metadata. This profile and registration information can assist law enforcement in identifying individuals responsible for particular accounts, confirming account ownership, and establishing associations with suspects, co-conspirators, or victims.

OnlyFans allows users to post various forms of multimedia content including photographs, videos, audio files, livestreams, scheduled content drops, and private custom content that can be monetized on a per-view basis. This content may include metadata such as upload timestamps, geolocation tags, payment transaction data, and device identifiers that are valuable for evidentiary purposes. In addition to public or subscriber-facing content, OnlyFans provides private messaging functions through which creators and subscribers can exchange messages, images, audio, video, links, and payment requests directly. These direct messages often serve as private negotiation channels for financial arrangements, custom content sales, or other transactions which may be relevant to criminal investigations.

OnlyFans maintains extensive financial records associated with each account. Creators receive payouts through linked bank accounts or third-party payment processors, while subscribers submit payments through credit cards or payment apps. These financial records may provide critical evidence of monetary transactions linked to criminal activity, including money laundering, fraud, prostitution, human trafficking, extortion, or other illicit financial gain.

In addition to user-generated content and financial transactions, OnlyFans retains comprehensive device metadata, session logs, IP address histories, device fingerprints, security event logs, and suspicious activity alerts which may establish a suspect's identity, location, and device access patterns. The company also maintains records of content deletions, edits, moderation actions, and account suspensions which may demonstrate intent to conceal evidence or obstruct investigations.

Based on my training and experience, I am aware that individuals engaged in various criminal activities may use OnlyFans for the following purposes:

· To advertise or solicit prostitution, human trafficking, or sexual exploitation activities under the guise of “custom content” sales or subscription-based access;
· To facilitate money laundering by structuring illicit proceeds through subscription payments, tips, or payout disbursements;
· To produce or distribute unlawful explicit content, including underage sexual exploitation material or non-consensual pornography;
· To arrange illicit financial transactions masked as legitimate subscription payments, affiliate programs, or influencer marketing partnerships;
· To communicate privately with potential co-conspirators, recruiters, or customers through the platform’s internal messaging features.

Even when suspects delete content, OnlyFans may retain archived content, backups, device logs, account activity, deleted media metadata, and preservation logs. These records are often critical for identifying participants, proving financial transactions, recovering deleted evidence, documenting the full scope of criminal enterprise, and demonstrating a suspect’s planning, intent, and actions.

Because OnlyFans maintains these records on its own servers, independent of any physical device seized from a suspect, the records described herein are often only obtainable through lawful legal process directly served to OnlyFans. For these reasons, I believe that the requested records maintained by OnlyFans concerning the Target Account(s) will contain evidence, fruits, and instrumentalities of the violations under investigation.

Nexus of OnlyFans Evidence to CRIME

Authors Note: It is helpful at this point in the warrant to give a general description of how evidence of your specific crime might be found during a search of OnlyFans, or how suspect(s) committing your specific crime may use OnlyFans. Here’s an example for a OnlyFans Sex Trafficking case, but write your own language here depending on what type of crime your investigating (Gang Crime, Sex Crime, Drug Trafficking, etc.):

In my training and experience, individuals involved in human trafficking offenses are increasingly utilizing online subscription-based platforms such as OnlyFans to further their criminal activity. OnlyFans allows offenders to monetize sexually explicit content by requiring users to subscribe and pay for access to photo sets, videos, live streams, or customized material. Traffickers frequently exploit this platform to produce and distribute content featuring victims under their control, often compelling them to engage in sexual activity both in-person and online for financial gain. In many cases, the victims themselves may appear as the public-facing "creator," while the suspect exercises full control over the content production, account management, financial accounts, and disbursement of funds. This dynamic allows the trafficker to maintain control over the victim, create ongoing revenue streams, and conceal the exploitation under the guise of voluntary online adult content creation.

Offenders often create multiple OnlyFans accounts, utilize pseudonymous usernames, or connect the accounts to burner emails and prepaid phones to obscure their involvement and shield their identity. Despite these attempts to conceal their control, OnlyFans maintains extensive data linking payment accounts, banking details, financial transactions, IP address logs, device fingerprints, and location data that can expose who is actually controlling the account behind the scenes. Direct messaging logs may contain evidence of coercion, threats, recruitment, price negotiations, or arrangements with subscribers and customers who pay for customized sexual content. Financial records such as payout histories, linked bank accounts, and subscriber lists may show direct proceeds of human trafficking flowing to the trafficker. Additionally, deleted content logs, edits, and account modification history may document efforts to remove incriminating material, establish patterns of exploitation, or demonstrate the trafficker's ongoing control and management of the victim's OnlyFans account.

Additional Orders Requested:

Delayed Return:
Considering the massive amounts of digital evidence often contained within social media accounts, and the time consuming process of sealing unrelated data, it is requested that the ten-day requirement be waived to provide your Affiant ample time to process and comply with the Search Warrant in a timely manner.  The Return to Search Warrant will be filed promptly upon completion of the search.

Outside Experts:
If reasonably necessary, your affiant is requesting permission to employ the use of outside experts, acting under the direct control of myself or other investigating officers, to access, analyze, extract, duplicate or preserve electronic data. Occasionally, search warrant data from online providers are difficult to analyze or interpret without advanced software or resources unavailable to your affiant.

Sealing Order / Nondisclosure Order / Delayed Notification: I am aware that routine California electronics search warrants become public record upon filing, and furthermore Cal ECPA statutes require investigators notify target(s) of such search warrants contemporaneously. I am also aware that electronics communications providers oftentimes notify the accountholder(s) of the service of the warrant (and may even provide them a copy of the warrant) if not served with a non-disclosure order included in the search warrant. 

Your affiant believes reasonable cause exists that notification to the targets of this investigation will likely have the following adverse results, and delayed notification is authorized by the cited Penal Codes:
	
	☒   Destruction / Tampering with Evidence
       (California Penal Code § 1524.2(a)(2)(C))
	☒   Flight from Prosecution
       (California Penal Code § 1524.2(a)(2)(B))

	☐   Danger to Physical Safety / Intimidation
       (California Penal Code § 1524.2(a)(2)(A) / (a)(2)(D))
	☒   Serious Jeopardy to Ongoing Investigation
       (California Penal Code § 1524.2(a)(2)(E))


Specific to this investigation, the suspect(s) in this case do not currently know they are being investigated. I believe a high probability exists that in the event the suspects learn of the investigation, they will [INSERT REASONING HERE].

NON-DISCLOSURE ORDER: I request IT BE ORDERED that the provider(s) served with this search warrant shall not notify accountholder(s) or otherwise disclose the existence of this search warrant for a period of 90 days, pending further extensions by order of the court.

DELAYED NOTIFICATION: I request investigators be authorized to delay the contemporaneous notification requirements outlined in California Penal Code § 1546.2. Investigators will not notify target(s) of the existence of this search warrant for a period of 90 days, pending further extensions by order of the court, or until there will no longer be an adverse result to the investigation, whichever occurs first.

SEALING ORDER: I request an order that this entire search warrant be sealed pursuant to 1040 of the Evidence Code to ensure the integrity of the ongoing investigation. Filing this search warrant in the public domain, unsealed, at this stage of the investigation will likely have adverse results. Note: This is not intended to preclude discovery in the event this case results in an arrest / prosecution, but at this time there is no lesser means to ensure this investigation isn’t compromised but sealing the entire search warrant.

Declaration:
                  
I request that a Search Warrant be issued based upon the aforementioned facts, for the seizure of said property, or any part thereof, between the hours of 7:00 A.M. and 10:00 P.M., good cause being shown thereof, and the same be brought before this Magistrate or retained subject to the order of the court, or of any court in which the offense(s) in respect to which the property of things taken, triable, pursuant to Section 1536 of the Penal Code.

I certify (declare) under penalty of perjury that the foregoing is true and correct.
Executed at River City, California.


___________________________________, 1st day of February, 2025, at  11:00 A.M.
Why(Signature of Affiant)

SUPERIOR COURT OF CALIFORNIA  
   County of River City  [image: seal[1]] Search Warrant 
   Sealing Order




            

    		       Warrant No. _______________  
	Place to be searched:
	See Attachment A

	
	


  Application for Sealing Order: I hereby request that the following document(s) submitted in
  support of the requested search warrant be sealed pending further order of the court:  
	Entire Search Warrant

	


 
Grounds for order: I believe that the sealing of the above document(s) is warranted for the following reasons:         
 PUBLIC INTEREST: Sealing serves the following public interest:   
	☒
	Official information (Evid. Code § 1040)

	☐	Informant protection (Evid. Code § 1041)

	☐	Confidential Personal Information (Penal Code § 964)


PREJUDICE TO PUBLIC INTEREST: There exists a substantial probability that this public interest would be prejudiced if the information contained in this document(s) is not sealed.   
NARROWLY TAILORED: I do not believe it would be possible to release any of the sealed information without prejudicing this public interest.   
Declaration: I declare under penalty of perjury that the above information is true.  February 1, 2025

____________________  	  	  	  	__________________________________    	       Date                                                                                            Affiant
Order: Pursuant to Rule 2.550 of the California Rules of Court, the document(s) identified above shall be sealed and retained in the following manner pending further order of the court:    
1. The document(s) shall be sealed in an envelope with a copy of this Order affixed to the front of the envelope; and  
1. The Clerk of the Court shall retain custody of the envelope in a secure place and shall not   permit it to be opened by anyone except as authorized by written order of the Court.   
	_________________________   	  	  	___________________________________               
	Date  	  	  	   	  	  	  	Judge of the Superior Court      


Service Provider
Certification of Records








Name of Declarant: ________________________________________


Title of Declarant:  _________________________________________[image: seal[1]]


Name of company:  _________________________________________


Search warrant number:  _____________________________________


Mode of Preparation for Records___________________________________________________
______________________________________________________________________________
______________________________________________________________________________

I, the undersigned, am the duly authorized Custodian of Records for the company identified
above. I have direct knowledge of the manner in which the types of records described in the
search warrant, identified above, are prepared. I also have the authority to certify them.

I declare under penalty of perjury that the records attached hereto are true copies of the
records described in the above search warrant, that they were prepared in the ordinary course
of the business of my company, and that they were prepared at or near the time of the act of
event to which they pertain. I further declare that the number of pages of records hereby
submitted is _____ [Please insert number of pages submitted].

I declare under penalty of perjury that the foregoing is true.


____________________________________		______________________________
Print Name and Title						Signature

								______________________________
Date
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