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County of RIVER CITY
Search Warrant and Affidavit
Service Provider




					

          Warrant No__________________

Detective NAME, certifies under penalty of perjury that the facts expressed in the attached and incorporated Statement of Probable Cause are true and that based thereon he has probable cause to believe and does believe that the articles, property, and persons described below are lawfully seizable pursuant to Penal Code Section 1524 et seq., as indicated below, and are now located at the locations set forth below.   Wherefore, Affiant requests that this Search Warrant be issued.


________________________________________  1st  day of February, 2025, at  10:00 A.M.
(Signature of Affiant)
Sgt. ??? (Electronically)

________________________________________  1st day of February, 2025, at  10:30 A.M.
(Signature of Supervisor)
DDA ???    (Electronically)

Reviewed by: ____________________________         1st day of February, 2025, at  3:34 P.M.
	(Signature of Deputy DA)

The People of the State of California to any peace officer in River County:
The affidavit by Detective NAME, certified before me on this date, has established probable cause to believe that the property described herein may be found at the location(s) set forth herein and that it is lawfully seizable pursuant to Penal Code Section 1524 in that:

Evidence Type: 
☐ 1524(a)(1) - Property was stolen or embezzled.
☐ 1524(a)(2) - Property used as means of committing a felony.
☐ 1524(a)(3) - Property is in the possession of a person with the intent to commit a public offense.
☒ 1524(a)(4) - It tends to show that a felony has been committed or that a particular person has committed a felony.
☐ 1524(a)(5) - Evidence of sexual exploitation of a child.
☐ 1524(a)(6) - An arrest warrant exists for the target of the search warrant.
☐ Other [please explain]:
		   
You are therefore COMMANDED to SEARCH:
	See Attachment A, attached and incorporated by reference.

For the FOLLOWING:
	See Attachment B, attached and incorporated by reference.
ORDERS

Delayed Return: In order to allow officers sufficient time to process and comply with this warrant, a 90 day extension is granted to the 10 day search warrant return requirement in Penal Code § 1534.
Outside experts: If reasonably necessary, officers are authorized to employ the use of outside experts, acting under the direct control of the investigating officers, to access, analyze, extract, duplicate or preserve any electronic data.
Delayed Notification: The affidavit has established sufficient reason to believe that compliance with Penal Code section 1546.2(a) may cause an adverse result. A 90 day delay in notification is authorized. (Notifying the target(s) will delay a criminal investigation, alert the suspect(s) of the investigation, and give the suspect(s) potential to destroy evidence.)  
Penal Code § 1546.1 (d): Any information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject to further review, use, or disclosure absent an order from the Court. An unredacted copy of information seized pursuant to this warrant may be disclosed to the River City District Attorney while the case is under investigation pursuant to Penal Code § 1546.1(d)(2), or in compliance with discovery obligations required by Penal Code §1054.1 and § 1054.7.
No Prohibited Violations: Based on Affiant’s attestation pursuant to Penal Code Sections 1524(h) and 1524.2(c), the Court finds that the evidence sought pursuant to this warrant is not related to an investigation into, or enforcement of, a prohibited violation as defined in Penal Code Section 629.51.
Disposition of Property: All property seized pursuant to this search warrant shall be retained in the affiant’s custody pending further court order pursuant to Penal Code § 1528(a), § 1536.

INSTRUCTIONS TO PROVIDER

Nondisclosure Order: Pending further order of this court, the officers, employees, and agents of the provider(s) are hereby ordered not to disclose information to or notify any person that would reveal, or tend to reveal, the contents of this warrant or the fact that it was issued for a period of 90 days (pursuant to 1546.2 PC).
Time of compliance: Pursuant to California Penal Code § 1524.2(b)(1), the provider(s) have five business days within which to respond to this warrant. 
Verification: The provider(s) are required under California Penal Code § 1546.1(d)(3) to “verify the authenticity of records that it produces” in compliance with California Evidence Code § 1561, by completing the attached affidavit.
Delivery of Data:
The provider(s) shall provide data electronically to:

Detective NAME
Unit (IE: Property Crimes Investigations)
River City Police Department
Email: DetectiveName@rivercitypolice.com

This Search Warrant and Affidavit and attached and incorporated Statement of Probable Cause were certified on this 1st day of February, 2025 at ____________ A.M / P.M. Wherefore, I find probable cause for the issuance of this Search Warrant and do issue it.




  							           ___________________________	
	Judge of the Superior Court



  							           ___________________________	
	Printed Name of Judicial Officer



Attachment A
Location(s) to be Searched


The Service Provider (Social Media) of KIK MESSENGER:

MediaLab     (Hereinafter referred to as “Provider”)
Attention: Legal
1222 6th Street
Santa Monica, CA 90401

Accepts legal process online via law enforcement portal:
https://medialablawenforcementhelp.zendesk.com/hc/en-us/requests/new 


For the following KIK account(s) with the with the username or email address(es) listed below:  (Hereinafter referred to as “Target Accounts”)

[LIST USERNAME(S) OR EMAIL ADDRESSES]















Attachment B
Item(s) to be Seized

KIK MESSENGER DATA: 
To the extent that the information described is within the possession, custody, or control of MediaLab.ai Inc. (operator of Kik Messenger), including any records, files, messages, logs, metadata, or deleted content still available to MediaLab.ai Inc., or preserved through legal process, MediaLab.ai Inc. is required to disclose the following information for the Target Account(s), for the period of January 1, 2025 to the present:

1. Subscriber Information for the Target Account(s), to include:
a. Account usernames, display names, historical username changes, screen names, vanity names, aliases, and retired handles associated with the Target Account(s);
b. Kik User ID (internal unique account identifier assigned by Kik);
c. Account registration date and time, including IP address and device information at time of registration;
d. Email addresses linked to the account, including verification status, historical addresses, and prior changes;
e. Mobile phone numbers linked to the account, including verification status, historical changes, and prior numbers;
f. Profile photographs, avatars, Bitmojis, or custom graphics used as profile images;
g. Profile biography text, status messages, website links, or self-reported information entered into the user profile;
h. Linked external accounts or integrations authorized via Kik Messenger.
i. User’s birthdate (if provided);
j. User’s location information (if available).

2. Device Information related to the Target Account(s), including:
a. Device identifiers including device fingerprints, IMEI, IMSI, MAC addresses, hardware IDs, browser user-agent strings, device models, operating system versions, and application version numbers;
b. Push Notification Tokens (Push Tokens) assigned to devices used to access the account, including any Apple Push Notification Service (APNS) tokens, Google Firebase Cloud Messaging (FCM) tokens, or other device-specific push identifiers;
c. Device connection history reflecting logins, session activity, and devices used to access Kik Messenger services.

3. IP Address Information for the Target Account(s), to include but not limited to:
a. Complete logs of all IP addresses used to register, log in, or access the Target Account(s), including passive telemetry and background session data;
b. IPv4 and IPv6 addresses with corresponding timestamps, port numbers (if available), and session duration records.

4. Linked Accounts & Cross-Account Associations to the Target Account(s), to include:
a. Alternate Kik accounts registered using shared email addresses, phone numbers, device fingerprints, browser identifiers, or linked session cookies;
b. Device-based association logs reflecting additional pseudonymous Kik accounts accessed from the same hardware.

5. Account Activity & Logs for the Target Account(s), including the following:
a. Friend/contact lists showing friends added, blocked users, pending requests, and removals;
b. Login activity, failed login attempts, password resets, and recovery logs;
c. Account suspension records, abuse reports filed by or against the account, flagged content, moderation actions, and administrative account interventions;
d. Search history, contact discovery logs, group discovery activity, and invitation records;
e. Notifications, alerts, or in-app system messages transmitted to or from the account.

6. Messaging & Content Records for the Target Account(s), including:
a. Full direct message and group chat content (text, emojis, attachments, stickers, voice notes, GIFs, or multimedia files), for any content still stored or preserved by Kik;
b. Group chat membership records, including group names, creation dates, invite codes, group administrator roles, participants lists, and timestamps of user joins/leaves;
c. Media attachments, including photos, videos, audio files, and associated metadata (timestamps, device data, geolocation where applicable).

7. Payment or Commercial Transaction Data (if applicable), including:
a. Payment records for in-app purchases, premium features, promoted chats, or any financial activity linked to the account, including transaction histories and linked payment processors.

8. Security and Account Protection Data, including: 
a. Two-factor authentication enrollment (if enabled), trusted device logs, security tokens, and backup/recovery credentials;
b. Password change history, reset attempts, and account recovery event logs;
c. Login anomaly alerts, location mismatch flags, unauthorized access warnings, and compromise reports.

9. Deleted, Archived, and Preserved Content, including any deleted, archived, expired, or preserved messages, content, or metadata that remain recoverable via MediaLab.ai Inc.’s internal data retention systems, server backups, caching infrastructure, legal holds, or disaster recovery repositories.

NOTE: This request specifically includes any content, metadata, and communications that may have been deleted, archived, modified, or hidden but remains accessible through Kik’s internal storage, caching, disaster recovery, or backup systems.


Attachment C
Statement of Probable Cause

Affiant certifies (declares) under penalty of perjury that the following facts are true and that there is probable cause to believe, and Affiant does believe, that the designated item(s) to be seized will be found at the location(s) to be searched:

Affiant Qualifications:


[INSERT HERO SHEET HERE – INCLUDE TRAINING & EXPERIENCE ON SOCIAL MEDIA]

Investigation:

[PROBABLE CAUSE RELATED TO INVESTIGATION GOES HERE]

Author’s Note: Now comes the specific social media search warrant language. You will want to (1) explain social media to the magistrate, (2) describe the specific platform(s) you are searching and the various features, (3) tie it to the crime you are investigating and evidence you are seeking, and (4) lay out independent specific probable cause for each “Item to be Seized” you are asking for. You will likely need to go through the Items to be Seized list and remove items which don’t apply: IE, if Facebook Marketplace posts aren’t going to be useful for your investigation, don’t ask for them!

Information on Social Media:

Based on my training and experience, I am aware that the term "social media" broadly encompasses a wide variety of online platforms and mobile applications, which can be categorized based on their primary functions and features. 

Certain well-known platforms, such as Facebook, X (formerly Twitter), and Reddit, serve primarily as social networking and community discussion platforms, allowing users to share written posts, upload multimedia content, participate in shared-interest groups (such as Facebook Groups and Subreddits), and communicate directly with other users through private or group messaging features.

Other social media platforms are primarily oriented toward multimedia sharing. Applications such as Instagram, TikTok, Snapchat, and YouTube focus on the creation and distribution of photographs and video content. Each platform offers distinct methods for users to create, upload, and share multimedia content with others, including features such as Instagram “Stories,” Snapchat “Snaps,” TikTok videos, YouTube “Shorts,” and live streaming capabilities. 

In addition, some platforms are designed to connect users around specific subcommunities or interests. Online dating applications, such as Bumble and Tinder, allow users to create personal profiles for the purpose of seeking romantic relationships, while gaming platforms, including Discord, Xbox Live, and PlayStation Network, allow users to engage in voice, video, and text communication with others who share gaming-related interests.

Information on Kik Messenger:

Based upon my training, experience, and consultation with other investigators, as well as information obtained during this investigation, I believe the following to be true:

Kik Messenger is a mobile-based messaging platform operated by MediaLab.ai Inc. Kik is widely used by individuals seeking to communicate via text messaging, media sharing, group chats, and other interactive features. Kik allows users to create pseudonymous accounts that are not directly tied to legal names, allowing individuals to operate under screen names, aliases, or self-created usernames. Kik accounts are primarily associated with mobile phone devices, although registration typically requires only an email address, username, and date of birth. Many Kik users intentionally avoid providing true identifying information, which can make attribution of accounts to real-world individuals difficult without legal process. The data maintained by Kik is hosted on company-controlled servers and remains accessible to MediaLab.ai Inc. via lawful process such as search warrants and court orders.

Kik accounts may include self-reported subscriber information such as usernames, email addresses, date of birth, profile pictures, avatar images, bios, display names, and linked device information. Each account is assigned a unique User ID internally tracked by Kik’s servers. Users often change screen names frequently, and may operate multiple Kik accounts using separate email addresses or mobile devices. These accounts are often linked to specific mobile devices through push notification tokens, device identifiers, IP addresses, and app version telemetry, which may provide law enforcement with evidence to attribute devices to specific accounts.

Kik supports both private one-on-one messaging and group chats, which may include text-based conversations, photo sharing, video clips, stickers, emojis, GIFs, audio messages, and external hyperlinks. Based on my training and experience, these private communications are frequently utilized by individuals involved in criminal activity to facilitate illegal conduct. Kik maintains extensive records related to these communications, including message metadata, timestamps, sender/recipient identifiers, IP logs, device data, and, in some cases, content that has not yet been deleted by either party at the time of preservation or production.

In addition to text and media messages, Kik allows users to create group chats that serve as ongoing chat rooms involving multiple participants. Group chats may persist for extended periods of time, allowing suspects to engage in long-term conversations with co-conspirators, distribute illicit materials, advertise criminal services, or recruit additional individuals for criminal activity. Kik may retain records of group membership history, participant identifiers, join/leave logs, and moderation activities conducted by group administrators.

Kik retains extensive device, network, and security metadata related to user accounts that can aid in criminal investigations. This includes IP address logs for all logins, device identifiers such as IMEI and MAC addresses, push notification tokens assigned to specific devices, app version data, login sessions, geographic information inferred from IP geolocation, and device platform details. Even when individuals attempt to conceal their identity by using burner emails, VPNs, or multiple accounts, Kik’s server-side data may allow investigators to identify patterns of account usage that tie multiple accounts to the same physical device or user.

Based upon my training, experience, and consultation with other investigators, I am aware that Kik Messenger has been widely utilized by individuals engaged in serious criminal conduct, including but not limited to:

· Child exploitation offenses, including grooming, solicitation of minors, production and distribution of CSAM (Child Sexual Abuse Material), and trafficking of explicit imagery;
· Narcotics trafficking networks coordinating sales, advertising drug availability, negotiating pricing, and arranging delivery or pickup locations through private chat messages or group chats;
· Financial fraud schemes utilizing Kik to recruit accomplices, launder money, coordinate identity theft rings, or distribute stolen financial credentials;
· Recruitment efforts by organized criminal enterprises or violent organizations using Kik’s group chat features to organize, recruit, and coordinate illegal activity.

Because Kik allows rapid message deletion, account switching, and anonymous use, suspects may delete or modify content prior to law enforcement contact. However, MediaLab.ai Inc. retains server-side metadata, account identifiers, device linkage data, IP address logs, message metadata, and sometimes content that has not yet expired or been deleted. Deleted content may still be recoverable through preservation requests, server-side retention policies, caching, and disaster recovery backups.

In my experience, records maintained by MediaLab.ai Inc. may provide essential evidence that documents suspect communications, establishes criminal associations, links devices to accounts, identifies co-conspirators, corroborates victim statements, and reconstructs events critical to this investigation. Because this data exists independently of any seized device, legal process directed to MediaLab.ai Inc. is often the only means to recover this evidence and advance the investigation.

For these reasons, I believe that the requested records maintained by MediaLab.ai Inc. concerning the identified Target Account(s) will contain evidence, fruits, and instrumentalities of the violations under investigation.

Nexus of Kik Messenger Evidence to CRIME

Authors Note: It is helpful at this point in the warrant to give a general description of how evidence of your specific crime might be found during a search of Kik, or how suspect(s) committing your specific crime may use Kik. Here’s an example for a Kik CSAM case, but write your own language here depending on what type of crime your investigating (Gang Crime, Sex Crime, Drug Trafficking, etc.):

In my training and experience, individuals involved in child sexual exploitation and trafficking offenses have frequently utilized Kik Messenger as a preferred platform due to its ease of anonymity, minimal registration requirements, robust private messaging features, and limited public oversight. Kik’s widespread use among youth-oriented communities, its appeal to minors, and its lack of stringent identity verification provide offenders with a readily accessible environment to approach, groom, and exploit vulnerable victims. Offenders often initiate contact by engaging in seemingly innocent conversations in public group chats centered around youth interests such as gaming, anime, or social topics, before isolating minors in private one-on-one chats where grooming behaviors escalate. These offenders may employ flattery, gifts, threats, or manipulation to coerce minors into producing sexually explicit images, videos, or engaging in live video streams.

Once trust is established, offenders may solicit victims to create and transmit Child Sexual Abuse Material (CSAM), often utilizing Kik’s capabilities to send photographs, videos, live video chats, audio messages, and text communications. Group chats are frequently exploited to create closed communities of offenders who trade CSAM, share links to external file hosting services, advertise new content, and collaborate in the production or dissemination of illicit material. Kik’s server-side records may retain substantial evidence of these crimes, including message content, timestamps, group membership logs, chat transcripts, media file metadata, device linkage data, IP logs, and financial records tied to paid distribution of content. Many offenders actively use pseudonymous usernames, burner email accounts, VPNs, and anonymization services to conceal their identity; however, Kik’s retained metadata—such as IP addresses, device identifiers, push tokens, OAuth-linked external accounts, and preserved message data—can assist law enforcement in positively identifying offenders, corroborating victim statements, uncovering broader criminal networks, and reconstructing the full scope of exploitation.

Additional Orders Requested:

Delayed Return:
Considering the massive amounts of digital evidence often contained within social media accounts, and the time consuming process of sealing unrelated data, it is requested that the ten-day requirement be waived to provide your Affiant ample time to process and comply with the Search Warrant in a timely manner.  The Return to Search Warrant will be filed promptly upon completion of the search.

Outside Experts:
If reasonably necessary, your affiant is requesting permission to employ the use of outside experts, acting under the direct control of myself or other investigating officers, to access, analyze, extract, duplicate or preserve electronic data. Occasionally, search warrant data from online providers are difficult to analyze or interpret without advanced software or resources unavailable to your affiant.

Sealing Order / Nondisclosure Order / Delayed Notification: I am aware that routine California electronics search warrants become public record upon filing, and furthermore Cal ECPA statutes require investigators notify target(s) of such search warrants contemporaneously. I am also aware that electronics communications providers oftentimes notify the accountholder(s) of the service of the warrant (and may even provide them a copy of the warrant) if not served with a non-disclosure order included in the search warrant. 

Your affiant believes reasonable cause exists that notification to the targets of this investigation will likely have the following adverse results, and delayed notification is authorized by the cited Penal Codes:
	
	☒   Destruction / Tampering with Evidence
       (California Penal Code § 1524.2(a)(2)(C))
	☒   Flight from Prosecution
       (California Penal Code § 1524.2(a)(2)(B))

	☐   Danger to Physical Safety / Intimidation
       (California Penal Code § 1524.2(a)(2)(A) / (a)(2)(D))
	☒   Serious Jeopardy to Ongoing Investigation
       (California Penal Code § 1524.2(a)(2)(E))


Specific to this investigation, the suspect(s) in this case do not currently know they are being investigated. I believe a high probability exists that in the event the suspects learn of the investigation, they will [INSERT REASONING HERE].

NON-DISCLOSURE ORDER: I request IT BE ORDERED that the provider(s) served with this search warrant shall not notify accountholder(s) or otherwise disclose the existence of this search warrant for a period of 90 days, pending further extensions by order of the court.

DELAYED NOTIFICATION: I request investigators be authorized to delay the contemporaneous notification requirements outlined in California Penal Code § 1546.2. Investigators will not notify target(s) of the existence of this search warrant for a period of 90 days, pending further extensions by order of the court, or until there will no longer be an adverse result to the investigation, whichever occurs first.

SEALING ORDER: I request an order that this entire search warrant be sealed pursuant to 1040 of the Evidence Code to ensure the integrity of the ongoing investigation. Filing this search warrant in the public domain, unsealed, at this stage of the investigation will likely have adverse results. Note: This is not intended to preclude discovery in the event this case results in an arrest / prosecution, but at this time there is no lesser means to ensure this investigation isn’t compromised but sealing the entire search warrant.


Declaration:
                  
I request that a Search Warrant be issued based upon the aforementioned facts, for the seizure of said property, or any part thereof, between the hours of 7:00 A.M. and 10:00 P.M., good cause being shown thereof, and the same be brought before this Magistrate or retained subject to the order of the court, or of any court in which the offense(s) in respect to which the property of things taken, triable, pursuant to Section 1536 of the Penal Code.

I certify (declare) under penalty of perjury that the foregoing is true and correct.
Executed at River City, California.


___________________________________, 1st day of February, 2025, at  11:00 A.M.
Why(Signature of Affiant)

SUPERIOR COURT OF CALIFORNIA  
   County of River City  [image: seal[1]] Search Warrant 
   Sealing Order




            

    		       Warrant No. _______________  
	Place to be searched:
	See Attachment A

	
	


  Application for Sealing Order: I hereby request that the following document(s) submitted in
  support of the requested search warrant be sealed pending further order of the court:  
	Entire Search Warrant

	


 
Grounds for order: I believe that the sealing of the above document(s) is warranted for the following reasons:         
 PUBLIC INTEREST: Sealing serves the following public interest:   
	☒
	Official information (Evid. Code § 1040)

	☐	Informant protection (Evid. Code § 1041)

	☐	Confidential Personal Information (Penal Code § 964)


PREJUDICE TO PUBLIC INTEREST: There exists a substantial probability that this public interest would be prejudiced if the information contained in this document(s) is not sealed.   
NARROWLY TAILORED: I do not believe it would be possible to release any of the sealed information without prejudicing this public interest.   
Declaration: I declare under penalty of perjury that the above information is true.  February 1, 2025

____________________  	  	  	  	__________________________________    	       Date                                                                                            Affiant
Order: Pursuant to Rule 2.550 of the California Rules of Court, the document(s) identified above shall be sealed and retained in the following manner pending further order of the court:    
1. The document(s) shall be sealed in an envelope with a copy of this Order affixed to the front of the envelope; and  
1. The Clerk of the Court shall retain custody of the envelope in a secure place and shall not   permit it to be opened by anyone except as authorized by written order of the Court.   
	_________________________   	  	  	___________________________________               
	Date  	  	  	   	  	  	  	Judge of the Superior Court      


Service Provider
Certification of Records








Name of Declarant: ________________________________________


Title of Declarant:  _________________________________________[image: seal[1]]


Name of company:  _________________________________________


Search warrant number:  _____________________________________


Mode of Preparation for Records___________________________________________________
______________________________________________________________________________
______________________________________________________________________________

I, the undersigned, am the duly authorized Custodian of Records for the company identified
above. I have direct knowledge of the manner in which the types of records described in the
search warrant, identified above, are prepared. I also have the authority to certify them.

I declare under penalty of perjury that the records attached hereto are true copies of the
records described in the above search warrant, that they were prepared in the ordinary course
of the business of my company, and that they were prepared at or near the time of the act of
event to which they pertain. I further declare that the number of pages of records hereby
submitted is _____ [Please insert number of pages submitted].

I declare under penalty of perjury that the foregoing is true.


____________________________________		______________________________
Print Name and Title						Signature

								______________________________
Date
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