

[image: seal[1]]SUPERIOR COURT OF CALIFORNIA
County of River
Search Warrant and Affidavit
Internet Service Provider(s)



					
          Warrant No__________________
	
Detective NAME HERE, certifies under penalty of perjury that the facts expressed in the attached and incorporated Statement of Probable Cause are true and that based thereon he has probable cause to believe and does believe that the articles, property, and persons described below are lawfully seizable pursuant to Penal Code Section 1524 et seq., as indicated below, and are now located at the locations set forth below.   Wherefore, Affiant requests that this Search Warrant be issued.


_______________________________________          5th day of December, 2023, at 10:00 A.M.
(Signature of Affiant)

Reviewed by: ____________________________         5th day of December, 2023, at 11:33 A.M.
(Signature of Supervisor)

Reviewed by: ____________________________         5th day of December, 2023, at 1:18 P.M.
(Signature of Deputy DA)


The People of the State of California to any peace officer in River County:
The affidavit by Detective NAME HEREs, certified before me on this date, has established probable cause to believe that the property described herein may be found at the location(s) set forth herein and that it is lawfully seizable pursuant to Penal Code Section 1524 in that:

  Evidence type: 

☒ 1524(a)(2) - Property used as means of committing a felony.
☒ 1524(a)(4) - Evidence that tends to show a felony has been committed, or that a particular
person committed a felony.
		   

  You  are  Therefore  COMMANDED  to  SEARCH:
See Attachments A-B, attached and incorporated by reference.

   For  the  FOLLOWING:
           See Attachment A1-B1, attached and incorporated by reference.



Orders

Delayed Return: In order to allow officers sufficient time to process and comply with this warrant, a 90 day extension is granted to the 10 day search warrant return requirement in Penal Code 1534. 

Disposition of Property: All property seized pursuant to this search warrant shall be retained in the affiant’s custody pending further court order pursuant to Penal Code §§ 1528(a), 1536. After adjudication, all items seized pursuant to the lawful service of this search warrant shall be disposed of in accordance with the law and the policy of the Santa Rosa Police Department, and without necessity of further court order.

Notification: The affidavit herein has established sufficient reason to believe that immediate compliance with the notice requirements set forth in Penal Code § 1546.2(a) may have an adverse result as described in Penal Code § 1546(a). A delay of 90 days is authorized. 

Penal Code § 1546.1(d): Any information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject further review, use, or disclosure absent an order from the Court. An unredacted copy of information seized pursuant to this warrant may be disclosed to the Sonoma County District Attorney while the case is under investigation pursuant to Penal Code Section 1546.1(d)(2), or in compliance with discovery obligations required by Penal Code Sections 1054.1 and 1054.7.

Disposition of property: All property seized pursuant to this search warrant shall be retained in the affiant’s custody pending further court order pursuant to Penal Code §§ 1528(a), 1536. After adjudication, all items seized pursuant to the lawful service of this search warrant shall be disposed of in accordance with the law and the policy of the Santa Rosa Police Department, and without necessity of further court order.

Instructions to Search Warrant Recipients

Nondisclosure Order: Pending further order of this court, the officers, employees, and agents of the service provider(s) served with this search warrant are hereby ordered not to disclose information to any person that would reveal, or tend to reveal, the contents of this warrant or the fact that it was issued for a period of 90 days (pending additional extensions authorized by the courts).

Time of Compliance: Pursuant to California Evidence Code § 1560(f), and the order of this court, the recipients of this search warrant have five business days within which to respond to this warrant. 

Verification: The financial institution being served with this search warrant is required pursuant to California Penal Code § 1546.1(d)(3) to “verify the authenticity of records” produced in compliance with California Evidence Code § 1561.

Production of Records should be delivered to:
[Your info here]
*Note: Electronic delivery of records via email is acceptable and preferred.


This Search Warrant and Affidavit and attached and incorporated Statement of Probable Cause were certified on this ________ day of December, 2023 at ____________  A.M / P.M.  Wherefore, I find probable cause for the issuance of this Search Warrant and do issue it.




  							           ___________________________	
	Judge of the Superior Court


	______________________________
	Printed Name of Judge

SUPERIOR COURT OF CALIFORNIA  
   County of River  [image: seal[1]] Search Warrant 
   Sealing Order




            

    		       Warrant No. _______________  
	Place to be searched:
	Comcast, Starlink

	
	


  Application for Sealing Order: I hereby request that the following document(s) submitted in
  support of the requested search warrant be sealed pending further order of the court:  
	Entire Search Warrant

	


 
Grounds for order: I believe that the sealing of the above document(s) is warranted for the following reasons:         
 PUBLIC INTEREST: Sealing serves the following public interest:   
	☒
	Official information (Evid. Code § 1040)

	☐	Informant protection (Evid. Code § 1041)

	☐	Confidential Personal Information (Penal Code § 964)


PREJUDICE TO PUBLIC INTEREST: There exists a substantial probability that this public interest would be prejudiced if the information contained in this document(s) is not sealed.   
NARROWLY TAILORED: I do not believe it would be possible to release any of the sealed information without prejudicing this public interest.   
Declaration: I declare under penalty of perjury that the above information is true.  December 5, 2023

____________________  	  	  	  	__________________________________    	       Date                                                                                            	Affiant
Order: Pursuant to Rule 2.550 of the California Rules of Court, the document(s) identified above shall be sealed and retained in the following manner pending further order of the court:    
1. The document(s) shall be sealed in an envelope with a copy of this Order affixed to the front of the envelope; and  
1. The Clerk of the Court shall retain custody of the envelope in a secure place and shall not   permit it to be opened by anyone except as authorized by written order of the Court.   
	_________________________   	  	  	___________________________________               
	Date  	  	  	   	  	  	  	Judge of the Superior Court      
Attachment A
Location(s) to be Searched

Comcast Cable Communications
Attention: Comcast Legal Response Center
1800 Bishops Gate Blvd
Mount Laurel, NJ, 08054
Email: LEASubmit@comcast.com

*Comcast accepts search warrant service via the above email address.




Target Account(s)


Comcast Cable Communications is to query their records and identify subscriber account(s) associated with the below listed IP addresses at the described timestamps, hereby referred to as Target Account(s):

	IP Address
	Date / Time of Access (UTC)

	73.92.184.184
	5/7/2023 19:51

	73.92.184.184
	5/7/2023 20:45

	73.92.184.184
	5/7/2023 20:43

	73.92.184.184
	5/7/2023 20:37

	73.92.184.184
	5/10/2023 5:46

	73.92.184.184
	5/10/2023 5:46

	73.92.184.184
	5/7/2023 19:22

	73.92.184.184
	5/7/2023 20:44

	73.92.184.184
	5/10/2023 12:28

	73.92.184.184
	5/7/2023 20:41

	73.92.184.184
	5/7/2023 19:52

	73.92.184.184
	5/10/2023 13:45



[Expand table and include as many as possible, as you may get different locations. Provide IPs (IPv6 is preferred (ie: 2800:33a3:e455….) but IPv4 is in the example above and may work). Provide ports if available. Always provide timestamps.]






 


Attachment A1
Item(s) to be Seized from Comcast

Comcast is to provide the following records related to the above-described Target Account(s):

1. Subscriber Information, to include account number, subscriber name, service address, subscriber date of birth, subscriber social security number, subscriber address, subscriber phone number, subscriber driver license number or other personal identifying information, subscriber email addresses;
2. Billing Information to include full account numbers, names on credit cards or bank accounts, credit card numbers, billing address and zip code;


Attachment B
Location(s) to be Searched

Starlink
Space Exploration Technologies, Inc.
1 Rocket Road
Hawthorne, CA 90250
Email: starlinklawenforcement@spacex.com

*Starlink accepts search warrant service via the above email address.




Target Account(s)


Starlink is to query their records and identify subscriber account(s) associated with the below listed IP addresses at the described timestamps, hereby referred to as Target Account(s):

	IP Address
	Date / Time of Access (UTC)

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 19:51

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:45

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:43

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:37

	2800:33a2:130b:a233:1099:28a0:w203
	5/10/2023 5:46

	2800:33a2:130b:a233:1099:28a0:w203
	5/10/2023 5:46

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 19:22

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:44

	2800:33a2:130b:a233:1099:28a0:w203
	5/10/2023 12:28

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:41

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 19:52

	2800:33a2:130b:a233:1099:28a0:w203
	5/10/2023 13:45



[Expand table and include as many as possible, as you may get different locations. Provide IPs (IPv6 is preferred (ie: 2800:33a3:e455….) but IPv4 may work). Provide ports if available. Always provide timestamps.]





Attachment B1
Item(s) to be Seized from Starlink

Starlink is to provide the following records related to the above-described Target Account(s):

1. Subscriber Information, to include account number, subscriber name, service address, subscriber date of birth, subscriber social security number, subscriber address, subscriber phone number, subscriber driver license number or other personal identifying information, subscriber email addresses;
2. Billing Information to include full account numbers, names on credit cards or bank accounts, credit card numbers, billing address and zip code;



Attachment C
[bookmark: _Hlk92534583]Statement of Probable Cause

[bookmark: _Hlk81380630]Affiant certifies (declares) under penalty of perjury that the following facts are true and that there is probable cause to believe, and Affiant does believe, that the designated articles, property, and persons are now in the described locations, including all rooms, buildings, and structures used in connection with the premises and buildings adjoining them, the vehicles and the persons:

Affiant Qualifications:


[Hero Sheet Here]

[bookmark: _Hlk110273468]Investigation:

[PC Here]

[Include IP addresses from tables in Attachments, and tie into PC. Example:]

Snapchat provided me IP address records for the Target Account during the time frame the suspect was communicating with the victim. I reviewed the IP address records and resolved them to identify the likely internet service provider.

The below IP addresses were used by the suspect to access Snapchat, and resolved to Comcast:

	IP Address
	Date / Time of Access (UTC)

	73.92.184.184
	5/7/2023 19:51

	73.92.184.184
	5/7/2023 20:45

	73.92.184.184
	5/7/2023 20:43

	73.92.184.184
	5/7/2023 20:37

	73.92.184.184
	5/10/2023 5:46

	73.92.184.184
	5/10/2023 5:46

	73.92.184.184
	5/7/2023 19:22

	73.92.184.184
	5/7/2023 20:44

	73.92.184.184
	5/10/2023 12:28

	73.92.184.184
	5/7/2023 20:41

	73.92.184.184
	5/7/2023 19:52

	73.92.184.184
	5/10/2023 13:45



The below IP addresses were used by the suspect to access Snapchat, and resolved to Starlink:

	IP Address
	Date / Time of Access (UTC)

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 19:51

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:45

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:43

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:37

	2800:33a2:130b:a233:1099:28a0:w203
	5/10/2023 5:46

	2800:33a2:130b:a233:1099:28a0:w203
	5/10/2023 5:46

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 19:22

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:44

	2800:33a2:130b:a233:1099:28a0:w203
	5/10/2023 12:28

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 20:41

	2800:33a2:130b:a233:1099:28a0:w203
	5/7/2023 19:52

	2800:33a2:130b:a233:1099:28a0:w203
	5/10/2023 13:45



[Now just tie it into your investigation. Example:]

I am seeking this search warrant for a search of Comcast and Starlink, internet service providers conducting business in the State of California. I am aware, based on my training and experience, that the above described corporations operate an internet network and provides customers with access to wired and wireless servers through their routers and equipment. As users utilize the internet, their IP address is logged by various websites, services and applications they use (such as a Snapchat, in this case). Those IP addresses can be resolved to the internet service provider, and typically ISPs can identify the customer who the internet service is associated with when provided with IP addresses and associated timestamps.

Specific to this investigation, it is known that the suspect used Comcast and Starlink IP addresses to access Snapchat during the time frame the suspect was communicating with the victim. As such, I am seeking this search warrant to Comcast and Starlink for information on the suspects IP addresses and the associated subscriber. This information will be fruitful and serve as evidence to potentially tie the suspect to his association with the Snapchat account used as a means to communicate with the victim, and to further identify the suspect and location(s) where the suspect used the internet when communicating with the victim (location where the crime occurred).

Additional Orders Requested:

Sealing Order / Non-Disclosure Order / Order for Delayed Notification: 

To my knowledge, the identified suspect is not currently aware of this ongoing criminal investigation. I am concerned that if the suspect(s) learn of the investigation or this search warrant, he may destroy evidence (such as their cell phone, which may contain evidence to tie the suspect(s) to this investigation), or may flee to avoid arrest / prosecution. 

As such, I request an order that this entire search warrant be sealed pursuant to 1040 of the Evidence Code to ensure the integrity of the ongoing investigation. Filing this search warrant in the public domain, unsealed, at this stage of the investigation will likely have adverse results. Note: This is not intended to preclude discovery in the event this case results in an arrest / prosecution, but at this time there is no lesser means to ensure this investigation isn’t compromised but sealing the entire search warrant.

For the same reasons above, I am seeking a non-disclosure order to prohibit the provider(s) served with this search warrant from notifying the accountholders of the service of this search warrant.

For the same reasons above, I am seeking a 90 day extension to the notification requirements set forth in Penal Code § 1546.2 to avoid notifying the target(s) of this investigation of a CalECPA search warrant targeting electronic records, to prevent this investigation from being compromised.

Declaration:

I request that a Search Warrant be issued based upon the aforementioned facts, for the seizure of said property, or any part thereof, good cause being shown thereof, and the same be brought before this Magistrate or retained subject to the order of the court, or of any court in which the offense(s) in respect to which the property of things taken, triable, pursuant to Section 1536 of the Penal Code.

I certify (declare) under penalty of perjury that the foregoing is true and correct.
Executed at Santa Rosa, California; 


___________________________________, 5th day of December, 2023, at 10:00 A.M.
 (Signature of Affiant)
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