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Domesticating a Foreign Search Warrant
This memo is intended to assist out-of-state Police Officers who are seeking a Santa Clara County Search Warrant to assist with an out-of-state investigation.  
Please consider that nearly all national companies have a Registered Agent for Service of Process in each state.  That agent can usually be found by either searching your Secretary of State’s online database or contacting the legal department of the target company.  You may be able to serve your Search Warrant on the agent in your state.  If you use a local agent, we also recommend sending a courtesy copy directly to the target company at their preferred FAX, email or web portal with a cover letter that explains the dual-service. 

If you are not able to serve a local Registered Agent, a Santa Clara County detective will request a California warrant based on your affidavit.  Except in very rare circumstances, the local detective will not receive the records, will not be in the “chain of custody” and would not expect to be a witness in your case.
California courts are authorized to issue Search Warrants in limited circumstances.  If your case does not fit the following common circumstances, we may be able to help find other authorization:
· When the item seized tends to show that a felony has been committed or tends to show that a particular person has committed a felony.  (Pen. Code §1524, subd. (a)(4)).  
· When the item seized shows the sexual exploitation of a child, or possession of child pornography.  (Pen. Code § 1524, subd. (a)(5)).
· When a provider of electronic communication service or remote computing service has records showing that property was stolen or embezzled constituting a misdemeanor.  (Pen. Code § 1524, subd. (a)(7)).  This subsection only authorizes production of the name, address, telephone billing records, subscriber number or identity, length of service, and the types of services the subscriber used.  With most misdemeanors, California law does not authorize production of email or text message content.
The Santa Clara County detective will ask that you provide an affidavit, just like if you were requesting a warrant in your state.  In nearly every case, you will have researched the target-business before preparing your affidavit.  Your affidavit should include the following:

· A description of your experience and expertise as it relates to any opinions offered in the affidavit, sometimes called a “hero sheet.”

· A description of facts to establish probable cause to believe that a crime has occurred, and that evidence will be located at the place to be searched.
· Citation to your local code section that you believe was violated and indication that the offense is a felony or misdemeanor in your state.
· A specific description of the records you want produced, and why you believe that the target-business has those specific records.

· A specific description of the location and/or manner in which the local detective will serve the warrant, and how you know that is the place and manner to serve the warrant. 

· A description of how you would like to receive the records
· Date and sign the Affidavit with the following Oath: “I swear under penalty of perjury under the laws of the State of California that the facts expressed in this Affidavit are true.”  (California law requires that a declaration signed outside California, that will be submitted to a California court, must specifically say that it is executed under penalty of California’s perjury law.) 
CalECPA

The California Electronic Communications Privacy Act, codified at Penal Code sections 1546 – 1546.4, imposes the following additional requirements on search warrants for most electronic evidence.
· The warrant must include a time period for everything except subscriber information.  This will usually mean a beginning and ending date for responsive data. 

· The warrant must include the following order “It is hereby ordered, pursuant to California Penal Code § 1546.1(d), that any electronic information obtained through the execution of this warrant that is unrelated to the objective of the warrant shall be sealed and shall not be subject to further review, use, or disclosure absent an order from the Court.”  Our detective will include such an order in the Santa Clara warrant.  We encourage you to consult your local prosecutor to discuss how that order will relate to your use of any data.
· The government entity serving the warrant must give notice to the target of the warrant contemporaneous with serving the warrant.  This is in addition to the record-holder’s normal practice of providing notice to their subscriber.  The warrant can include an order for both the agency and record holder to delay notice for up to 90 days if the request is supported by facts in the Affidavit.  Notice may be given by “any means likely to be effective.”  If you seek a delay-order, we will consider informing you of this duty to be a “means likely to be effective” and will rely on you to provide notice.
Finally, the Federal Electronic Communications Privacy Act (18 U.S.C., § 2706) requires the governmental entity obtaining the contents of communications, records, or other information to pay the business producing the records a fee for collecting and providing the information.  This means that the target business may send a bill for the cost of collecting your records.  By requesting our help, you agree to resolve any question of billing with the target business directly.
If there are any additional questions, please call (408) 299-7400 and ask for any attorney on the High Tech Unit.  We are here to help.
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